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Abstract: Man being social by nature cannot live in isolation. He feels being in company with other co-
humans. So sometimes he wants to connect with himself and most of the other times he wishes to be connected
with others at other places through one means or the other. Man’s persistent desire to be connected with
something, or with somebody at a distance sometimes even across the globe any times has paved a way to the
numerous inventions like Radio, Television, Telephone, Mobile, Internet culminating in the wireless networks.
The mobile Adhoc Network popularly called in recent times MANET's is a unique development in modern times.
It has converted the whole world into a global village for peoples to exchange information and diffuse
knowledge. In this paper on “MOBILE ADHOC INETWORKS” the writer makes an attempt to explain
MANET’s in terms of its definition, characteristics, routing, protocols, dynamic source routing and its
characteristics etc.
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I.  Introduction

The three expressions, “any time”, “anywhere” and “any how” are applicable more to Mobile
computing in general and to Mobile Adhoc Networks in particular than to any other scientific invention and
technological development in recent times in as much as mobile computing is getting vastly expanded since its
devices smaller, cheaper and more potent in their functioning are available. The myth of being connected “any
time”, “anywhere”, “anyhow” is now transformed into a reality by blending the mobile devices with wireless
communication networks. New applications arise from mobile entities interacting and collaborating towards a
common goal with cellular phones widely employed and the mobile internet emerging into the market place,
concepts of dynamic wireless networks that do not depend on expensive infrastructure draws attention to the
area of adhoc networks. (1)

A Mobile adhoc network helps any mobile device whenever it directly and wirelessly communicate
with other devices nearby devoid any fixed infrastructure. A mobile node moves. So the network topology
changes dynamically and continually. In the absence of any established infrastructure, the mobile adhoc network
forces the node to control the network on its own.

Il.  Definition of Mobile Adhoc Network:
A network which is formed by mobile hosts is called a mobile adhoc network.

The charter of Internet Engineering Task Force (IETF) defines a mobile Adhoc Network (MANET)as “an
autonomous system of mobile routers and associated hosts connected by wireless links — the union of which
forms an arbitrary graph. The routers are free to move randomly and organize themselves arbitrarily. Such a
network may operate in a standalone fashion, or may be connected to the larger internet.” (2)

The ultimate goal of MANETS is to provide secure routing of data resources to mobile users at anytime from
anywhere. In conjunction with the existing routing protocols, providing security for MANET’s give rise to
significant challenges and performance opportunities. (3)

I1l.  Manet Characteristics
Mobile Adhoc Networks (MANET’s) are the latest type of networks which offer unrestricted mobility
without any underlying infrastructure. Basically, an adhoc network is a collection of nodes communicating with
each other by forming a multi-hop network.
MANET has the characteristics mentioned hereunder.
MANET has dynamic topologies in which nodes freely move arbitrarily. The network topology
sometimes changes randomly without any restriction on their distance from other nodes. As a result, the whole
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topology changes unpredictably. Next it gives rise to both directional and non-directional links between the
nodes.

The nodes in an adhoc network depend on batteries or other exhaustive means for their energy. The
battery depletes due to extra work performed by the node in order to survive the network. So the conservation of
energy is an important criterion for design optimization.

Wireless networks have significantly lower capacity than infrastructure networks. Throughout wireless
communication is much less because of the effect of the multiple access fading, noise, conditions of
interference. As a result, congestion becomes a bottle neck in a bandwidth utilization. (4)

MANET’s are generally more prone to physical security threats than wireless networks because the
adhoc network is a distributed system and all the security threats relevant to such a system are pretty much
present, as a result, there is an increased possibility of eaves dropping, spoofing, masquerading and denial of
service type of attacks. (5), (130).

IV. Routing In Manets
A routing protocol is the mechanism by which user traffic is directed and transported through the
network from the source node to the destination node. (6) (115).

4.1. Objectives Of Routing In Manets:

e To maximize network performance from the application point of view
e To minimize the cost of network itself in accordance with its capacity
e To avoid delay throughout

e To ensure stability of MANET

4.2. Four Core Functions Of Manets

Mobile Adhoc Networks have four core functions as mentioned hereunder.

Path Generation: The generation which generates paths according to the assembled and distributed state
information of the network and of the application, assembling and distributing network and user traffic state
information is called Path Generation.

Path Selection: The Selection which selects appropriate paths based on network and application state
information is called Path Selection.

Data Forwarding: That which forwards data containing user traffic along the select route is called Data
Forwarding.

Path Maintenance: That which maintains the path along the selected route is called path maintenance.

The adhoc routing protocol has some other important desirable features such as fast route establishment,
multiple routes selection, energy or bandwidth efficiency and fast adaptability to link changes.

All routing systems respond in some way or the other to the changes in network and user traffic State. But
routing systems widely change in the types of state changes to which they respond and speed of their response.
Routing states can be divided into three categories:

e  Static
e Quasi Static
e Dynamic

Further, each of the three basic routing functions may be implemented in three ways mentioned here under:
e Centralized

e Decentralized

e Distributed (7)

4.3. CATEGORIES OF ROUTING PROTOCOLS:

The Routing Protocols are classified into 3 categories as mentioned here under: (8) (9) (10)
Flat Routing, Hierarchical Routing, (Location Aware Routing)

FLAT ROUTING: It has two schemes

I) Table-Driven (Proactive) Routing Protocols

I1) On-Demand (Reactive) Routing Protocols. (11, 12)

4.4. Table — Driven Routing (Global/Proactive) Protocols:

In Proactive routing Protocols, the routes to all the destinations (or parts of the network) are determined
at the beginning and they are maintained by using a periodic route update process. In this protocol each mode
maintains the information about the other nodes in the tables, though the number of tables used by different
protocols differ. The various proactive routing protocols differ in the way in which they update the routing
information in the tables.
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4.5. Destination Sequenced Distance Vector (DSDV)

The DSDV algorithm is a modification of Distributed Bellman Ford algorithm which guarantees 100 P
free routes. It provides a single path to a destination which is selected using the distance vector shortest path
routing algorithm. (13)

Two types of update packets are used in order to reduce the amount of overhead transmitted through the
network. These are called “FULL DUMP” and “INCREMENTAL PACKETS”.

The FULL DUMP Packet carries all the available routing information while the incremental packet carries only
the information changed since the last full dump. The incremental update messages are sent more frequently
than the full dump packets. But DS DV still introduces large amounts of over head to the net work due to the
requirement of the periodic update messages and the over head grows according to O (N?). Therefore the
protocol will not scale in large network since a large portion of the network bandwidth is used in the updating
procedures.

4.6. Wireless Routing Protocol (WRP):

The Wireless Routing Protocol (WRP) also guarantees loops freedom and it avoids temporary routing
loops by using the predecessor information. However, WRP requires each node to maintain four routing tables.
It introduces a significant amount of memory overhead at each node as the size of the network increases.
Another disadvantage of WRP is that it ensures connectivity through the use of ‘hello’ messages. These ‘hello’
messages are exchanged between neighbouring nodes whenever there is no recent packet transmission. This will
also consume a significant amount of bandwidth and power as each node is required to stay active at all times.
In other words they cannot enter sleep mode to conserve their power. (14)

The tables furnished hereunder explain the basic characteristics and complexity of the two routing Protocols.

Table 1. Basic Characteristics of DSDV and WRP

Protocol Routing Number of Frequency Hello Critical Characteristic
Structure Tables of Updates Message Nodes Feature
Periodic and
DSDV Flat 2 as Required Yes No Loop Free
Loop freedom
WRP Flat 4 Periodic Yes No using
predecessor
information
Table 2. Complexity Comparison of DSDV and WRP
Protocol Convgrgence Memory Overhead Control Overhead Advantages/
Time Disadvantages
DSDV O(Diameter of O(Number of Nodes in the | O(Number of Nodes in Loop free/high
network — 1) Network) the Network) overhead
O(Height of the O(Number of Nodes in O(Number of Nodes in Loop
WRP . 2 free/memory
Routing Tree) Network) the Network) overhead

4.7. On-Demand Routing (Reactive) Protocols

In On-Demand Routing (Reactive) Protocols, routes are determined when they are required by the
source using a route discovery process. These protocols are designed to reduce the overhead encountered in
proactive protocols by maintaining information for active routes only. In other words the routes are determined
and maintained for the nodes that are required to send data to a particular destination. Route discovery usually
occurs by flooding route request packets through the network. When a node with a route to the destination or the
destination itself is reached a route reply is sent back to the source node using link reversal if the route request
has travelled through the bi-directional links or by piggy-backing the route in a route reply packet via flooding.
So the route discovery overhead will grow by O (N+M) whenever link reversal is possible and O (2N) for un-
directional links when N represents the total number of nodes and M represents the total number of nodes in the
localized region.
Reactive Protocols are further classified into two categories.
e Source Routing Protocol
e HOP-by-HOP Routing Protocol

4.8. Source Routing Protocol
In source Routing on Demand Protocols, each data packet carries the complete source to destination
address. So each intermediate node forwards these packets as per the information kept in the header of each
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packet. In other words the intermediate nodes do not need to maintain up-to-date routing information for each
active route in order to forward the packet towards the destination. Besides nodes do not need to maintain
neighbors’ connectivity through periodic beckoning messages. That in large networks the source routing
protocols do not perform will is their major drawback.

4.9. Hop-by-Hop Routing Protocol:

In hop-by-hop routing protocol which is also called by the name, Point-to-Point Routing each data
packet only carries the destination address and the next hop address. Thus each intermediate node in the path to
the destination uses its routing table to forward each data packet towards the destination. Its advantage is that the
routes are adaptable to the dynamically changing environment of MANETS since each node can update its
routing table when they receive fresher topology information and so forward the data packets over fresher and
better routes. The disadvantage of this strategy is that each intermediate node must store and maintain routing
information for each active route and each node may require to be aware of their surrounding neighbours
through the use of the beaconing messages.

4.9.1. Dynamic State Routing Protocol (DSR)

The DSR Protocol requires each packet to carry the full address, every hop in the route, from source to
the destination. In other words the protocol will not be very effective in large networks, as the amount of
overhead carried in the packet will continue to increase as the network diameter increases. Thus in highly
dynamic and large networks the overheard may consume most of the bandwidth. But this protocol has numerous
advantages over other routing protocols and in small moderately size networks, possibly up to a few hundred
nodes, this protocol performs better. An advantage of DSR is that the nodes can store multiple routes in their
route cache. In other words the source node can check its route can check its route cache for a valid route before
initiating route discovery. If a valid route is found, there is no need for route discovery. This is very beneficial in
network with low mobility in as much as the routes stored in the route cache will be valid for a longer period of
time. Another advantages of DSR is that it does not require any periodic becoming or ‘hello’ message
exchanges. Thus nodes can enter sleep node to conserve their power. This also saves a considerable amount of
bandwidth in the network (15, 16, 17, 18)

4.9.2. Adhoc on Demand Distance Vector Protocol (AODV)

The AODV routing Protocol is based on DSDV and DSR algorithm. It uses the periodic beaconing and
sequence numbering procedure of DSDV and a similar route discovery procedure as in DSR. But there are two
major differences between DSR and AODV. The most distinguishing is that is DSR each packet carries full
routing information, where as in AODV the packets carry the destination address. In other words AODV has
potentially less routing overheads than DSR. The other difference is that the route replies in DSR carry the
address of every node along the route, where as in AODV the route replies only carry the destination IP address
and the sequence number. The advantage of AODV is that it is adaptable to highly dynamic networks. But node
may experience large delays during route construction and link failure may initiate another route discovery
which introduces extra delays and consumes more bandwidth as the State of network increases. (19, 20, 21)

4.9.3. Temporally Ordered Routing Algorithm (TORA):

The Temporally Ordered Routing Algorithm (TORA) is a distributed Routing algorithm. It is the one in the
family which is referred to as link reversal algorithms. TORA is designed to minimize reaction to topological
changes. The key concept in this protocol is that control messages are typically localized to a very small set of
nodes. It guarantees that all routes are loop free and typically provides many routes to source or destination pair.
It provides only the routing mechanism and depends on Internet MANET ENCAPSULATION PROTOCOL
(IMEP) for other underlying functions. Each node has a Quintuple associated with it. It represents
e Logical time of link failure
The Unique ID of the node that defined the new reference level.

A reflection indicator bit

A propagation ordering Parameter

The Unique ID of the node.

The first three elements collectively represent the reference level. A new reference level is defined each time a
node loses its last downstream link due to link failure. (22)
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Table: Basic Characteristics of DSR, AODV and TORA

Protocol Multiple Route Metric Route Route Reconfiguration
Routes Method Maintained In Strategy
Shortest Path or
DSR Yes next path Route Cache Eras_e_ Ro_ute then Source
. Notification
available
Freshest and Erase Route then Source
AODV No Shortest Path Route Table Notification or Local
Shortest Path or Link reversal and
TORA Yes next path Route Table .
. Route repair
available

Table: Complexity Comparison of DSR, AODV and TORA

Time Complexity for Time Complexity for .
Protocol Route Discovery Route Maintenance Advantage Disadvantage
O(2*Diameter of O(2*Diameter of Multl_ple Routes, | Scalability probler_n
DSR Promiscuous due to source routing
Network) Network . .
overhearing and flooding.
O(2*Diameter of O(2*Diameter of Adaptable o Scalability Problems
AODV Network) Network) highly dynamic and large Delays
topologies. g ys.
O(2*Diameter of O(2*Diameter of . Temporary routing
TORA Network) Network) Multiple routes loops.

4.9.4. HYBRID PROTOCOLS:

The PROTOCOLS which combine the basic properties of the two classes of flat routing Protocols into
one are called HYBRID PROTOCOLS.
These PROTOCOLS are both reactive and Proactive in nature. Each group will have a number of different
routing strategies which employ a flat or a hierarchical routing structure.
Hybrid routing Protocols are new generation Protocols. They are both proactive and reactive in nature. These
protocols are designed to increase scalability by allowing nodes with close proximity to work together to form
some sort of a backbone to reduce the route discovery overheads. This can be mostly achieved by proactively
maintaining routes to nearby nodes and determining routes to far away nodes using a route discovery strategy.
Most hybrid Protocols proposed to date are zone based. In other words, the network is partitioned or seen as a
number of zones by each node. Other nodes group into trees or clusters.

4.9.5. ZONE ROUTING PROTOCOL (ZRP):

The Protocol in which the nodes have a zone and which defines a range in hops that each node is
required to maintain network connectivity proactively is called ZONE ROUTING PROTOCOL.

Thus for nodes within the routing zone, routes are immediately available for nodes that lie outside the routing
zone, routes are determined on demand that is reactively. It can use any on demand routing protocol to
determine a route to the required destination.

Its main advantage is that it can significantly reduce the amount of communication overhead when
compared to pure reactive protocols such as DSR by allowing routes to be discovered faster. This is because to
determine a route to a node outside the routing zone the routing only has to travel to a node which lies on the
boundaries, edge of the routing zone of the required destination. Since the boundary node can complete the route
from the source to the destination. In other words, the boundary nodes can complete the route from the source to
the destination by sending a reply back to the source with the required routing address. The disadvantage of ZRP
is that for large values of routing zone the Protocol can behave like a pure proactive protocol, while for some
small values it behaves like a reactive Protocol. (23)

4.9.6. ZONE-BASED HIERARCHICAL LINK STATE PROTOCOL (ZHLS):

The Protocol which employs hierarchical structure is called ZHLS routing Protocol.
In this Protocol the network is divided into non-over lapping zones. Each node will have a node ID and a Zone
ID which is calculated by a GPS. The hierarchical topology is composed of two levels.
e Node Level Topology
e Zone Level Topology
In ZHLS location management is simplified. This is because no cluster head or location manager is involved to
co-ordinate the data transmission. In other words there is no processing over head associated with cluster head
or location manager selection when compared to HSR, MM WN and CGSR Protocols. In other words a single
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point of failure and traffic bottlenecks can be avoided. Another advantage of ZHLS is that it will reduce the
communication overheads when compared to pure reactive protocols such as DSR and AODV. In ZHLS when a
route to a remote destination is required that is when the destination is in another zone, the source node
broadcast a zone level location request to all other zones, which generate significantly lower over head when
compared to the flooding approach in reactive Protocols. Another advantage of ZHLS is that the routing path is
adaptable to the changing topology since only the node ID and the Zone ID of the destination is required for
routing. In other words no further location search is required as long as the destination does not migrate to
another zone. But in reactive protocols any intermediate link breakage would invalidate the route and may
initiate another route discovery procedure.

The disadvantage of ZHLS is that all nodes must have a preprogrammed static zone map in order to
function. This may not be possible in application where the geographical boundary of the network is dynamic.
But it is highly adaptable to dynamic topologies. It generates far less over head than pure reactive protocols. In
other words, it may sale well to large networks.

The tables furnished hereunder will explain the characteristics and the complexity of ZRP and ZHLS.

Table: Complexity Comparison of ZRP and ZHLS

p | Time Complexity for Con]nmumfcat::(z)n Ad Disad
rotoco Route Discovery Comp I33_><|ty or Route vantage isadvantage
iscovery
Intra: O(Periodic Update O(Number of Nodes in a Reduce Overlapping
Interval) / Inter: zone)/ O(Number of nodes | Retransmission Zones
ZRP O(2*Diameter of in the network + Number of
Network) Nodes in the Route Reply
path)
Intra: O(Periodic Update O(Number of nodes in the Reduction of SPF, Static zone map
Interval)/ Inter: network / Number of Zones | low CO required
ZHLS O(Diameter of Network) in the Network)/ O(Number
of nodes in the network +
Number of Nodes in the
Route Reply path)

Figure: Provides a brief outline of the different flat-routing protocols proposed for MANET s
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4.9.7. THE ROUTING PROTOCOLS IN MANETS
The Geographical Routing Protocols, Power Aware Routing Protocols, Multi-Cast Routing Algorithms are the
three other Routing Protocols in MANET’s which require brief explanation.

4.9.8. The Geographical Routing Protocols:

The Protocols in which the hosts participate in the routing process to be aware of their geographic positions are
called the Geographical Routing Protocols.

Adaptive Location Aided Routing Mines — (ALARM)

Distance Routing Effect Algorithm for Mobility — (DREAM)

GPS Ant — Like Routing Algorithm (GPSAL) are the good examples of this kind.

4.9.9. Power Aware Routing Protocols (PARP):

The Protocols in which the energy optimization is the main criteria to decide the transmission route is called

Power Aware Routing Protocols.

These Protocols take into consideration the energy required to transmit a signal, because the energy required is

proportional to the square of the distance and transmitting a signal half the distance requires one fourth of the

energy.

e Power Aware Routing Optimization Protocol (PARO)

e Power Aware Multi Access Protocol with Signaling Adhoc Networks (PAMAS) are the good examples of
this kind. (24, 25, 26, 27, 28)

4.9.10. Multicast Routing Algorithms (MRA):

The Protocols which are used to address the multi-casting issues are called Multicast Routing Algorithms
Protocols.

e On Demand Associativity-Based Multicast Routing Protocol (ABAM)

e Adhoc Multicast Routing Protocol (AM ROUTE)

e  Multicast Adhoc on Demand Distance Vector Routing (MAODV) are good examples of this kind.

V.  Network Simulation
Simulation is defined as imitating or estimating how events might occur in a real situation.

It involves complex mathematical modeling, role playing without the aid of technology, or combinations. The
importance of simulation lies in the consideration of realistic conditions that change as a result of behaviour of
others involved. Thus we can anticipate the sequence of events or the final outcome. Different simulators such
as ns,, Glo Mosim, OPNET are being used by researchers in order to evaluate the routing protocols. We use ns2
for the evaluation of the proposed routing protocol as the same is an open source freely available and the
programming languages used are C++, Tcl and OTcl.

VI.  Conclusion

In the title of the paper “THE MOBILE ADHOC NETWORK ROUTING PROTOCOLS” three words
“ADHOC”, “ROUTING” and “PROTOCOLS” demand a detailed critical interpretation in terms of the meaning
of each and its application in the present context.
‘ADHOC’ means that which is made or arranged for a particular purpose.
‘ROUTING’ means sending something by a specified route.
“PROTOCOL” means a system of rules governing formal occasions.
Thus “MOBILE ADHOC NETWORK ROUTING PROTOCOLS” means ‘Network’ arranged in Mobile for
sending it by a specified route through a system to be used by persons in two or more than two ways for the
purpose of Communication.
The popularity of MANETS Routing Protocols is all pervasive throughout the world in recent times in order to
make the present world a GLOBAL VILLAGE.
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