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Abstract : MultiMedia is growing application in various areas ,security is an important issue in
communication and storage of images and Encryption is a very common technique to uphold image security.
Many encryption systems have been introduced among them; image encryption using chaotic sequence has
many proposals. In this paper we analyze the security weakness of the proposal. We use chosen plain-text attack
and known plain-text attack to reveal the secret parameters of the algorithm. That is to say, this method is not at
all secure from the point of cryptography.
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l. INTRODUCTION

Multimedia and visual information play an important role in people's life due to the wide application of
computer and its relative technology. Image as necessary tool to transmit information has shown its great
attention, it can be seen everywhere, The security of an image is very different from that of a text file. Because
of its intrinsic characteristics, the encryption speed and algorithm simplicity are usually considered more
important than the “absolute security” even if that were possible. The combination of chaotic theory and
cryptography forms an important field of information security. Inspired by the subtle similarity between chaos
and cryptography, a large number of chaos-based image encryption schemes have been proposed [1-3]. Chaotic
systems have many important properties, such as the sensitive dependence on initial conditions and system
parameters, pseudorandom property, no periodicity and topological transitivity, etc. Most properties meet some
requirements such as diffusion and mixing in the sense of cryptography [4].Unfortunately, many of these
schemes have been found insecure, especially against known and/or chosen-plaintext attacks [5]. In this paper,
we study a complete break of the image encryption algorithm proposed in [6]. Where chosen-plaintext and
known-plaintext attacks and observe that the algorithm can be completely broken using only a couple of known
or chosen images. The method discussed is similar in spirit to the one proposed in [7]. However, in this
approach uses the particular structure of the permutation to yield an exact break.

This paper is organized as follows. In the next section the image encryption scheme under study is
briefly introduced. Then, in Section 3, chosen plain-text attack is briefly described. A known plain-image attack
is introduced in Section 4. Some experimental results reported in section 5. Finally, some conclusions are given
in Section 6.

1. DESCRIPTION OF ALGORITHM
The plaintext is an image of size h x w, where each pixel is represented as a byte. The scheme uses
three chaotic systems to generate the pseudo-random variables used in the three steps. The key of the overall
system is two real parameters Xo, Yo = (=1, 1). T he first chaotic system is a 2D discrete-time system given as,
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Where o (u)= 8u* —8u? +1 and f, (u)=4u®—3u at each step x,, y, one of the state variable is chosen as
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Finally, we obtain z, from an integer k, in the set {0, 1 ...255} as
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ky = [128(z, + 1)]

The chaotic system (1) is iterated hw times and the sequence {ky, ko, ...... , Knw} is reshaped into an image using
row scan. Let K denote this noise-like image. After finding the values of x,, y, we find out the integer sequence
of p,, and @,,.

The second chaotic system is given by,

xy = folxg_1) (2)
The third chaotic system is given by,

¥ =f1 ::.}'r:lz—i:' (3)

1.1 Encryption scheme :

These sequences are used in encryption operations - mixing, row rotation and column rotation [6]. Let
P denote the plaintext image. In the mixing step, the plaintext is XORed with K to obtain the intermediate value
M. In the row rotation step, each row of M is circularly rotated right with rotation amounts given in the sequence
to obtained second intermediate variable N. Finally, the columns of N are circularly rotated down with rotation
amounts taken from the sequencep,,. So we get the cipher image C. Figure 1 shows the block diagram
representation of the Encryption algorithm.
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Fig.1. Encryption algorithm
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1.2 Decryption scheme :
The decryption is straightforward. Using the secret parameters, xq, Yo, We use (1), (2) and (3) to produce
K and g. We go from C to M using row rotation and column rotation steps respectively. We recover P with

P=MXORK (4

I11.  Chosen Plain-Text Attack
In this section, we describe how the secret parameters of the proposed encryption algorithm can be
extracted using a chosen plaintext attack. The paper [8] tells us that chaotic sequence K XOR with plain image
P, is a breakthrough for chosen plaintext. If an attacker knows the parameters x, and y,, he can reverse the two
steps of the encryption and decrypt a cipher text image but there is no necessity to know secrete keys. If he

succeed to reveal K, @ and @ then, he can obtain the original image P. In this and the next section, we study
attacks that try to recover K, p and & . Let attacker has pair of encrypted and decrypted image as (P,C). He

chooses another plain image P; of size h x w, Namely, P, differs from P only in the first row, and the
Difference in every pixel is just 1. The attacker observes the cipher text C;. Using,

M =P XORK (5)

We get M; image with zeros everywhere except on the first row, where we have 1s. Now using this with
row rotation step, we have N; image such that N; = M;. As M; remains the same under row rotation. When we
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apply the column rotation to N1, the row of 1s is distributed according to @ in,
AC = C&BC,

Since each column of has only one nonzero pixel, the attacker can thus determine & . Now that the
attacker knowse, he chooses another plaintext P, and obtains the cipher text C,. This time, P, differs from P
only in the first column Difference is again just 1 in every pixel. Since the attacker knows AL he uses row
rotation to obtain the value of AN. He also knows 4M. Note that, by the particular choice of P,, the first column
of &M is 1s and it is zero everywhere else. Once the attacker has revealed the rotation amounts & and g, finding

K'is straightforward. He starts with C and uses row rotation then column rotation to obtain M1. Then, he reveals
K using K = P1&M1.The chosen-plaintext attack requires one known and two chosen plaintext images. The
attack requires very little amount of computation.

IV.  Known Plain-Text Attack

Every time it is difficult to the attacker to chose a plain text and apply chosen plain text attack. In this
section we describe a known-plaintext attack that requires about two known plaintext-cipher text pairs of
images. Assume the plaintext-cipher text pairs (P1, C1) and (P2, C2) are known by the attacker. Attacker know
AM =AP. Also, he calculates AC. Going from 4M to AC we have first the rows and then the columns rotated.
There are no modifications to the pixel values of AM. After observing the pixels position attacker shifts the
pixels to certain positions and get the sequences A. Now, repeating the same procedure for all the pixels on the
same row in AM. Attacker uses following intersection set to find out rotation sequence,

w
P e ﬂ’!’j
i=t

Once the attacker has the sequence @ , he uses a similar set intersection method to reveal g. Again, the
attacker repeats the set intersection, with additional known plaintexts if necessary, until the intersection is a
single point. He repeats the whole procedure for all the columns. Once the attacker has & and g, he uses column
rotation then row rotation on a cipher text image C1 to obtain M1. He then recovers the key as K = M; & P;.The
attack requires only a few known plaintext-cipher text pairs for moderate image sizes.

As we know, the known-plaintext and chosen-plaintext attacks will be very meaningful if a same key is
used to encrypt more than one plaintexts, especially in the case that a larger number of plaintexts are all
encrypted with a same key [9]. For a “good” cipher, the capability to resist known-plaintext attack is very
important and generally needed. It is because of the following fact: the key management will be very complex,
inconvenient and inefficient in many applications, if any key must not be used to encrypt more than one
plaintexts.

(6)

V.  Simulations

To show some experimental results are shown. Fig.2 (a) shows original image which is encrypted

using chaos compound sequence as shown in Fig.2 (b). The algorithm can be broken using chosen and known
plain-text attack and correct image can be decrypted as in Fig.2 (c)

@) ® (©)
Fig.2. (a)0Original image (b) Encrypted image (c) Correct decrypted image
The attack takes less than a minute on MATLAB running on Mac OS X 10.5.4 with Intel Core 2 Duo 2.16
GHz processor and 2 GB RAM[4] to give complete break to the image encryption algorithm.
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VI.  Conclusion
The security of a recently published image encryption scheme based on a compound chaotic sequence

has been studied. It is found that the scheme can be broken with only three chosen plain-images. In addition, it is
found that the scheme has some weak keys and equivalent keys, and that the scheme is not sufficiently sensitive
to the changes of plain-images. Furthermore, the pseudo-random number sequence generated by iterating the
compound chaotic function is found not to be sufficiently random for secure encryption. In summary, the
scheme under study is not secure enough. Therefore, it is not be recommended for applications requiring a high
level of security.
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