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Abstract : Public key cryptography is typically used in the field of mathematical, which consist of factors 

decomposition problem of huge numbers and discrete logarithm problem in finite field. For huge numbers in 

public key cryptography, factors decomposition problems RSA cryptography is generally used, but in the field of 

hardware and high-performance computing technology RSA has encountered some difficulties. To overcome 

such type of difficulties the elliptic curve discrete logarithm is introduced, which provides advantages, whose 

public key is short, network bandwidth is small and ability to defend against to attack is strong. This paper 

presents the design principles of elliptic curve public key cryptography, Authentication, Encryption and 

Decryption with shorter key of RSA. 
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I. Introduction 
“The new direction of cryptography” [3] is entitled by Diffie-Hellman, to began the research process 

on public key cryptography in 1976.Cryptography has been derived security measure. Keys can be transmitted 

once a secure channel exists and the security can be comprehensive to other channels of high bandwidth or 

slighter delay by encrypting the messages sent on them. 

  Factor decomposition problem of huge numbers and discrete logarithm problem in finite field is 

concerned in public key cryptography. In public key cryptography, RSA is based on factor decomposition 

problem. In certain incident, RSA 1024 bits are not extremely secure. 2048 bits will be used where high security 

is required. But the bandwidth is improved and the encryption efficiency decreases. To improve this situation, 

Victor Miller [4] and Neal Koblitz [5] introduce elliptic curve cryptography. Whose public key is short, network 

bandwidth is small and ability to defend against to attack is strong [6].  

In this paper, RSA is used with the shorter key and combined it with the elliptic curve cryptography for 

obtaining more powerful result. Combination of elliptic curve cryptography and RSA is used for generating 

cipher text from plain text. 

 

II. Implementation Of Elliptic Curve Cryptography 
In cryptography, Miller and Koblitz introduced elliptic curves at the mid of 1980s, and Lenstra showed 

how to apply elliptic curves to factor integers. From that instance, elliptic curves have played a progressively 

more significant role in many cryptographic situations. It provides advantages, offer a level of security 

equivalent to traditional cryptosystems that use much larger key sizes. For example, elliptic curve systems use 

313-bits which replaced the 4096-bits key size of certain conventional system. In hardware implementations, 

using much shorter numbers can signify a large savings. 

 

A good elliptic curve E could be the graph of the equation 

 

, and denoted by Ep (a, b) 

 

Historical point: Elliptic curves are not ellipses. They received name from their relation to elliptic integrals 

such as 

 

 
 

That arises in the computation of the arc length of ellipses. 
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A. Addition operations in EC 

The addition rules over the elliptic group E p (a, b) are: 

 

1.  Let the points P1=(x1, y1) and be in P2=(x2, y2) the elliptic group E p (a, b), and O is 

the point at infinity . 

 

P1 + P2 + P3 = (x3, y3) 

 

                                  X3 =λ
2 
– x1 –x2 mod p 

 

                                  Y3 = λ(x1 –x3) – y1 mod p 

 

 
 

2. P + 0 = 0 + P = P 

 

3. If x2 = x1 and y2 = y1 that is 

    

    P1=(x1, y1) and P2 =(x2, y2) = (x2, -y1) = -P1, 

 

     Then P1+P2 =0 

 

B. Multiplication in EC 

The actual multiplication over a good elliptic curve group E p (a, b) is very similar to the modular 

exponentiation in RSA. 

 

 
 

 
 

                                   
 

C. Security of ECC 

In elliptic curve cryptography, security could be the most attractive characteristic. RSA, DSA along 

with Diffie-Hellman key change algorithm are a lesser amount of computationally efficient seeing that compare 

to elliptic curve cryptosystems. Figure1 gives estimated comparable key sizes for ECC and RSA algorithm. 

From the figure1, ECC affords the identical security as RSA while using extensively smaller key sizes. At all 

levels of security, ECC has smaller public key sizes than both RSA and DSA/DH in figure1. For the reason of 

the smaller key size, ECC outperforms both equally RSA and DSA/DH for most usual operations even though 

offering similar amounts of security. The reason being ECC offers greater efficiency regarding computational 

overheads, key sizes and bandwidth. With implementations, these personal savings mean higher data transfer 

speeds, lower power ingestion. Throughout implementations, these personal savings mean higher data transfer 

speeds, lower power consumption. For efficient cryptosystem implementation ANSI (American national 

standard institute) and NIST (national Institute of standard and technology) are producing requirements and 

technology [13] [14]. 
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Figure 1. Key Size Strength (Suggested by NIST) 

 

D. Implanted plaintext to points in EC 

We are able to represent letters with the Roman alphabet by simply distinct points about the elliptic 

curve, once we have below: 

 
N 1 2 3 4 5 6 7 8 9 10 ….. 

PM (3,10) (7,12) (19,5) (17,3) (9,16) (12,4) (11,3) (13,16) (0,1) (6,4) ….. 

Letter A B C D E F G H I J ….. 

 

In most cryptographic systems, we should have a opportunity for mapping our original message into a 

numerical value upon which we can accomplish mathematical operations. As a way to use elliptic curves, we need a way 

for mapping an message onto a point while on an elliptic curve. Elliptic curve cryptosystems after that use elliptic curve 

operations on that point to yield a fresh point that will assist as the cipher text. 

The issue of encoding plaintext communications as points by using an elliptic curve isn't as simple as it was in the 

traditional case. In specific, there is not any known polynomial time period, deterministic algorithm for recording points on 

the arbitrary elliptic contour E (mod p). Nonetheless, there are fast probabilistic methods to finding points, and 

these may be used for encoding communications. These methods possess the property that along with small 

probability they will fail to make a point. By properly choosing parameters, this probability is usually made 

arbitrarily smaller, say on the order of 1/2 
30

. Here is a single method, due to be able to Koblitz. The idea is the 

following. Let E:  (mod p) are the elliptic curve. The message m (already represented like a 

number) will be embedded in the x-coordinate of a point. However, the probability is about ½ 

Which  is often a square mod p. Therefore, we adjoin a few bits by the end of m in addition to 

adjust them until we receive a number x in ways that  is often a square mod p. 

More precisely, let K be considered a large integer to ensure a failure pace of 1/2
 K

 is acceptable when 

wanting to encode a message as a point. Assume that m satisfies (m+1) K<p. The message m will be represented 

by a number x=mK+j, where . Intended for j=0, 1... K-1, compute  and try to calculate the 

square root  (mod p). If there is often a square root y, then we get Pm (x, y); otherwise, we increment 

j by one in addition to try again while using the new x. We do this again until either we discover a square root or 

j=K. If j ever equals K, then fail to map a message into a point. Since  is often a square 

approximately half almost daily, we have of a 1/2 
K
 potential for failure. In order to recover the message on the 

point Pm (x, y) we merely calculate m by  

m=[x/K], 

Where [x/K] denotes the highest integer less than or corresponding to x/K. 

 

III. RSA Key Generation Algorithm 
Public key cryptography is really a popular method providing with security, identification and 

authorization in such secure systems. Various observations just stated form the cornerstone for the RSA public-

key cryptosystem that is invented at MIT with 1977 by Ronald Rivest, Adi Shamir and Leonard Adleman. A 

competent method for making the large random prime numbers is usually proposed that considerably reduces 

the complete time required for generating a key pair. The key generation process will be based upon selecting a 

proper public key from a few pre-defined public keys and computing this private key when using the Euclid’s 

extended algorithm. 

Public key in this cryptosystem includes the value n, which is known as the modulus, and also the 

value e, to create the public exponent. The private key includes the modulus n and also the value d, to create the 

private exponent. 
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An RSA public-key / private-key pair can be generated by the next steps: 

 

1. Generate a set of large, random primes g and q. 

2. Compute the modulus n as n = pq. 

3. Select a peculiar public exponent e between 3 and n-1 that may be relatively prime to p-1 and q-1. 

4. Compute the private exponent d coming from e, p along with q. (See underneath.) 

5. Output (n, e) because the public key along with (n, d) because the private key. 

 

IV. Diffie-Hellman Key Exchange Protocal 
Whitfield Diffie and Martin Hellman discovered what exactly is now known as the Diffie-Hellman 

(DH) algorithm in 1976. It is a fantastic and ubiquitous algorithm present in many secure connectivity protocols 

online. In real-time, over an untrusted network, DH is a method for securely interchanging a shared magic 

formula between two parties. A shared secret is important between two parties who would possibly not have ever 

communicated previously, so that they can encrypt their communication. 

With this discussion, use Alice and Bob, two of one of the most widely traveled Internet surfers in cyberspace, to 

show the DH essential exchange. The goal on this process is intended for Alice and Bob to be able to agree upon the shared 

secret that an eavesdropper will not be able to determine. This shared secret is needed by Alice and also Bob to 

independently generate keys for symmetric encryption algorithms that are to be used to encrypt the data stream 

between these. The “key” feature is that none the shared secret nor the encryption keys never travel over this 

network. 

Step of Diffie-Hellman key exchange protocol: 

 

(1) Sharing parameter: select a large prime number p (over 200 bits), and one generator. 

(2) A selects a private key xA<p, calculate key yA=α 
x

A mod p, and make yA open.  

(3) B selects a private key xB<p, calculate key yB=α 
x

B mod p, and make yB open 

(4) Calculate sharing key: KAB= (α 
x

B) 
x

A mod p=yA mod p (B calculation) = yB mod p (A calculation), KAB can 

be used for symmetry encryption key. 

 

V. Conclusion 
Elliptic Curve Cryptography provides highest strength-per-key-bit regarding any known public-key 

method of first technology techniques like RSA. However, the fact that the elliptic curve cryptosystem 

implementation is really a lot more complicated as well as requires deeper numerical understanding. 

 

In this particular paper, elliptic curve cryptography is joined with RSA, in this RSA is utilized with 

shorter key. For obtaining more powerful key and with the help of this key perform authentication, encryption as 

well as decryption. 
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