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Abstract: In today’s competitive world of industries and companies number of times we need to draw 

comparisons and analyses on the data that the owner is unwilling to share commonly. To overcome this problem 

of secure data communication within multiparty over the network   there are many algorithms and techniques. 

Some of them use anonymous layers as trusted third party and some use complex functions for data 

manipulation and have time complexity in exponential order. In this paper a new token slicing scheme is 

introduced which serves the purpose of secure data communication within multiparty over the network and has 

runtime complexity of order O(n
2
). Also one of the most striking things about this privacy preserving data 

mining algorithm is its durability. It can withstand the trade fraud of up to (N-2) participants out of N 

participating parties in the transaction, that is for N number of participants the data transmitted on the network 

between the participants is safe even all N-2 participants will try to group together to reveal the data for any 

particular participant, considered that N should be greater than two. 
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I. Introduction 
Consider a scenario in which there is a group of companies that produces two wheelers. Suppose they 

wanted to calculate the total consumption of two wheelers in any current financial year, but no one is willing to 

disclose his individual annual sales. This can be considered as the typical example of secure multiparty 

communication problem where a secure way of data communication is needed between the participants to 

calculate the total sum but individual data of any participating entity should not be revealed to any other 

participants. So we have to communicate the data securely between all the participants on network without 

revealing one’s data to any other participant. 

In this paper we are proposing a data mining algorithm for secure data communication between the 

participating entities on a network using which they can get the sum of collective data in end without disclosing 

their particular values to any other participants and solving the problem of secure multiparty communication. 

Our algorithm works for any N number of participants greater than two because in calculating the total sum of 

individual data between two participants the second participant’s data will automatically be revealed to the first 

participant, no matter in which manner the sum is calculated. 

In this algorithm we implement the secure multiparty communication by partitioning the message token 

and then distributing each partition within participants. Then we sum all the message partitions at one central 

location, the participant who is elected as leader to get the sum of collective data without leak of any individual 

data. Here the process of leader election [1] has the communication and time complexity both of order O(n) and 

also the message partition’s distribution has the communication complexity of order of O(n2), making overall 

complexity for the algorithm of the order O(n2). 

 

II. Related Work  
Yao in 1982 [2] pioneered the idea of secure communication between the parties by providing the 

solution for the millionaires’ problem, that is considering there are two parties Alice and Bob with their 

respective values A and B and both of them wanted to know that whose value is greater without disclosing their 

value to other party. Yao suggested use of some encryption functions by both the parties and then their 

submission to the algorithm for calculating the result. But in achieving that solution the algorithm acquires an 

exponential order time complexity. This was improved by Ioannidis et al. [3] by providing more efficient 

algorithm for millionaires’ problem with the time complexity of the order O(d
2
). Here d is the number of input 

bits. 
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Later Beaver et al. [4] gave a cryptography based algorithm for secure multiparty computation with 

constant rounds. Feige et al. [5] suggested a model for secure multiparty computation involving third party. In 

this model the result was calculated by third party considering it as trusted party which will not learn anything 

by itself and never leak the data to any other party. In the same referred model, Cachin and Camenisch [6,7] 

induced new concept that third party will only interfere when any party will misbehave. Further Mishra et al. 

[8] introduced the concept of anonymous layer as trusted third party in secure multiparty computation.  

Further, Rabin Proposed an EOS protocol for exchanging secrets with oblivious transfer [9]. This 

transfer was based on the use of private public key cryptography. That is the participating entities provide the 

authentication and encryption using their private and public keys. 

In 1994 Benaloh [10]  and also in 1999 Paillier [11] has used this harmonic encryption in their work. 

Some recent work on this topic also includes harmonic encryption [12] which permits performance of a specific 

algebraic operation on a plain text by performing an algebraic operation on the cipher text.  

 

III. Proposed Algorithm  
Consider a scenario where there are N participants as      P0, P1, P2, - - - PN-2, PN-1 with their respective 

private data values as D0, D1, D2, - - - DN-2, DN-1. Here N is greater than two. Now for calculating the total sum 

of individual data values without disclosing private value of any participant to any other participant we should 

follow the steps below. 

1) Each participant Pi for i = 0, 1, - - - (N-1), partitions its data token Di into N unequal parts Di0, Di1, - - - 

Di(N-1). Such that, for each data token,  

Di Dij 

2) Now each participant sends one partition of its data token to all other remaining (N-1) participants keeping 

one for it. 

3) Now each participant will sum up all the N partitions of data token it is having. As, 

Sumi = ij 

4) Select a leader among the participants, using a leader suitable election algorithm. 

5) Now each participant will send its Sumi value to the elected leader. 

6) The elected leader will receive Sumi values from all the other (N-1) participants and add it together to get 

the collective sum of all data tokens. As, 

Collective Sum = i 

 

1. Validity of Algorithm 
 All Here for given N = 4 participants as P0, P1, P2, P3 with their respective private data values as D0, 

D1, D2, D3. We can process this algorithm in following manner, 

 

STEP 1: Partition each data token Di into N unequal partitions. Here N = 4 (see table 1). 
 

Table 1: Partitioning each participant’s private data. 
 Di0 Di1 Di2 Di3 

P0 D00 D01 D02 D03 

P1 D10 D11 D12 D13 

P2 D20 D21 D22 D23 

P3 D30 D31 D32 D33 
 

 

 

STEP 2: now after distributing these partitions of data tokens one to each participant, Sumi is calculated (see 

Table 2). 
 

Table 2: Distributing partitioned tokens to all participants and Calculating their sum. 
 P0 P1 P2 P3 

Sumi 
D00+ D12+ 

D22+ D32 

D02+D11+ 

D20+ D33 

D01+ D10+ 

D21+ D31 

D03+ D13+ 

D23+ D30 
 

 

 

STEP 3: Let P1 is elected as leader. Then all other participants will send their respective Sumi values to the 

elected leader and leader will sum them all to get the collective sum. Here in calculation of collective sum of 

data the privacy of any participant’s data was never compromised (see table 3). 
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Table 3: Calculation of collective sum by leader. 
 COLLECTIVE SUM 

P1 

(D00+ D12+ D22 D32) + (D02+D11+ D20 D33) + 

(D01+ D10+ D21 D31) + (D03+ D13+ D23+ D30) 

= (D00+ D02+ D01+ D03) + (D10+ D11+ D12+ D13) + 
(D20+ D21+ D22+ D23) + (D30 + D31+ D32 + D33 ) 

= D0 + D1 + D2 

 

Suppose even if P1 and P2 get involved in trade fraud and share their data to reveal the private value of 

P0, then also it is not possible for them to get it because they have only two of the four tokens from P0. This 

algorithm can withstand a trade fraud of up to ( N – 2 ) participants. 

 

2. Working Example  
 To understand how this algorithm works we can take a case of four participants who wanted to 

calculate the total sum without sharing their private values, Let their respective private values are P0 = 35, P1 = 

43, P2 = 28 and P3 = 34 (see fig 1). 

 

 
Fig 1. Four participants with their private values. 

  
 Now each participant will split its data into N unequal parts as shown in the figure (see fig 2), so that it 

is impossible to guess the value of any one part on the basis of any other partition, 
 

 
Fig 2. Each Participant splits its data in to N unequal parts. 
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 Now each participant will send one partitioned token of its private value to all other remaining (N-1) 

participants keeping one for it. Below is the distribution for P0 (see fig_3). 
 

 
 

Fig 3. P0 sending its partitioned tokens to other (N-1) participants. 

Below is the distribution for P1 (see fig 4). 
 

 
Fig 4. P1 sending its partitioned tokens to other (N-1) participants. 

 

Below is the distribution for P2 (see fig 5). 
 

 
Fig 5. P2 sending its partitioned tokens to other (N-1) participants. 
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Below is the distribution for P3 (see fig 6). 

 
Fig 6. P3 sending its partitioned tokens to other (N-1) participants. 

 

Now each participant will sum up all the data values received by them, as shown in the figure below (see fig 7). 

 

 
Fig 7. Calculation of individual sum by each participant. 

 

 Let P1 is selected as leader now and all individual sums are converged to the leader to calculate the 

required total sum (see fig 8). 

 

 
Fig 8. Calculating the required total sum at the leader. 

 

 Finally using this algorithm the required total sum is calculated at the elected leader’s location without 

revealing the private value of any participant. 
 

3. Illustration  
 Consider a general case where number of participants N is 4 such that N >2. These four participants P0, 

P1, P2 and P3 have their yearly sales data for a particular product type as shown below (see table 4). 

 

Table 4: Participants with their private data values. 
 Sales Data ( D ) 

P0 39 

P1 47 

P2 32 

P3 30 
 

 

Now the data from each participant is partitioned in to four unequal parts or tokens (see table 5). 
 

Table 5: Partitioning each participant’s private data. 

 Di0 Di1 Di2 Di3 

P0 9 21 6 3 

P1 14 8 10 15 

P2 11 7 2 12 

P3 11 2 14 3 
 

 

Now from each participant one data token is sent to all other participants (see table 6). 
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Table 6: Distributing partitioned tokens to all participants. 
 From P0 From P1 From P2 From P3 

P0 9 14 11 11 

P1 21 8 7 2 

P2 6 10 2 14 

P3 3 15 12 3 

 

Now each participant will sum all the data received by it (see table 7). 

 

Table 7: Calculating sum of tokens at each participant. 
 P0 P1 P2 P3 

Sumi 

9 + 14 + 
11 + 11 = 

45 

21 + 8 +  
7 + 2 =  

38 

6 + 10 + 
2+ 14 = 

32 

3 + 15 + 
12 + 3 = 

33 
 

 

 Now each participant has sum of data tokens received from other participants. But by using this 

information none of the participant can reveal the data for annual sales of any other participant. Now a leader is 

elected among the participants, suppose P1 is elected as leader. Then each of the participants will send the sum 

of its received data tokens to the elected leader to calculate the total sum (see table 8). 

 

Table 8: Calculation of collective sum by leader. 
 COLLECTIVE SUM 

P1 45 + 38 + 32 + 33 = 148 
 

 

Finally the total sum of annual sales is calculated without revealing the data of any individual participants. As 

we can see that, 

 

(45 + 38 + 32 + 33) = (39 + 47 + 32 + 30) = 148 
 

4. Limitations  
In this approach there lies some limitations, which are needed to be treated carefully for protection of the data. 

 

7.1 When number of participants N = 2 

 This approach is vulnerable when number of participants is two. Since being only two participants 

when the elected leader will get the collective sum of the data it can subtract its own data value from collective 

sum to obtain the other remaining data value which is the private data of the second remaining participant.  

 

7.2 When all ( N – 1 ) participants are involved in trade fraud 

 If all (N – 1) participants are ready to exchange their data with each other. Then in this case the private 

data of the remaining participant can be revealed. As all (N – 1) participants are behaving as one group and 

remaining participant is the second group. So it will be the same case as of two participants. 

 

5. Complexity  
 In this algorithm first all N participants partition their data token and then distribute them in to (N-1) 

other participants. During this process they are doing N x (N-1) communications, making the communication 

complexity of order of O(n
2
). Then each participant sum up the received partitions of data tokens and further 

send their respective sum values to the elected leader in (N-1) communications. The communication complexity 

for the process of leader election [1] is also of the order O(n). Thus the overall complexity for the token slicing 

algorithm turns out to be of the order of O(n
2
). 

 

6. Implementation and Results 
 In this part we have shown the practical implementation of the current approach. Below are the 

screenshots from the implemented application. Fig. 9 shows the interface where each user enters his individual 

value. 
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Fig 9. Interface for entering participant’s value. 

 

Fig. 10 (a) shows the interface for initiating the leader election process. Further, Fig. 10 (b) shows the voting 

process for leader election. 

 

 
a) Initiating Leader Election. 

 

 
b) Voting for Leader Election. 

Fig 10. Leader Election Process 
 

 Finally, Fig. 11 shows the final value calculated at the elected leader. It can be easily verified that this 

value is same as the total sum of individual values of each participating user. 

 

 
Fig 11. Calculating the required total sum at the leader. 

 

Fig. 12 shows the graphical representation of values accumulated after implementation, confirming the O(n
2
) 

nature of its running time complexity. 

 



Implementing Token Slicing Scheme for Secure Multiparty Communication 

DOI: 10.9790/0661-2102027178                                www.iosrjournals.org                                              78 | Page 

 

Fig 12. Graph verifying O(n
2
) complexity of the algorithm. 

 

IV. Conclusion  
In this paper we have presented the token slicing algorithm for secure multiparty communication, with 

communication complexity of the order O(n
2
).  

This token slicing algorithm can work on any number of N participants, where N is greater than two 

and can withstand the trade fraud of up to (N-2) participants.  

Also there is no need of trusted third party for calculating the collective sum in this algorithm, making 

it more reliable and trustworthy for practical implementations. 
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