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Abstract: Encryption is a technique widely used in cryptography for the conversion of any readable
information or message into a non-readable form, also known as encrypted form in order to protect our data
from unauthorized entities. This increases the security of both, our system as well as the data. This mechanism
is done via a finite set of instructions, known as algorithms and, set of characters for encryption know askeys.
This project uses the combination of AES and RSA algorithms that are implemented on the system to make the
process of hacking tougher. The ultimate objective is to maintain the confidentiality, integrity and privacy of the
data that is being transferred over the channel, from the side of the sender to the side of the receiver. A
technique of encrypting a colored image using random matrix key encoding is proposed to ensure the high
security while transfer of data.
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I. Introduction

In an organization, system security protocols are needed to ensure the protection of data and
information in its networks and resources. Thus, data security is important for safeguarding the corporate asset.
If the organizations fail to achieve the same, it could lead to major loss of information such as dipping of sales,
discrepancy in the expected results, lack of monitory judgementsetc.

Security of data and information is very important especially when the data is required to be shared
with other users. High level of integrity and confidentiality of data is supposed to be maintained when the
sharing of data is done. The process of keeping our data safe and secured from other users is known as data
security. Data security is implemented to protect our data from being accessed by unauthorized entities like
hackers. A very common technique that is used to achieve the same is encryption. Encryption technique is used
to convert the readable form of data into unreadable form by using the right set of encryption keys and
algorithms. The key is used for encoding and decoding the data. The access to this key is only with the
authorized users resulting in high security of data. Encrypting the data in form of text is comparatively easier
than encrypting the images and videos. Encryption of images and videos require certain characteristics like mass
data capacity and high dataredundancy.

The process of image encryption includes conversion of an image into another difficult image that is
not easy to be recognized in order to maintain its confidentiality. In order to view the actual image, decryption of
the image needs to be done using a decryption key. There are various methods that can be used for the purpose
of conversion of the images however a continuous development of more techniques is done so as to achieve the
best method of encryption. Thus, for the implementation of this technique we tend to use a set of important
algorithms that effectively help in achieving a secure and desired output. RSA and AES are the two algorithms
used in thisproject.

Data encryption methods can be distinguished under two categories i.e. substitution and transposition,
based on their cryptographic algorithms. In substitution method, the data is replaced by some other symbol
according to the algorithm and in transposition method the position of the data is interchanged or jumbled,
following a specific algorithm.

Earlier, a new algorithm was introduced. According to that algorithm, the image was divided into small
blocks, approximately of size 8x8. After that the blocks were shuffled and processed resulting in the generation
of a random 2D image map. This algorithm makes the decryption more complicated and secure so that the
unauthorized users cannot crack the algorithm easily and the confidentiality remains intact. In progress to this
algorithm, another algorithm was proposed recently in which shuffling of the image pixels was carried out. This
was done to generate a cipher image from a plain image which results into higher security and greater resistance
to the attacks.
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A lot of researches are carried out to achieve the maximum amount of security when it comes to the transfer of
images in order to avoid the access of unauthorized users and increase thesecurity.

Il. Literature survey
Extensive research has been conducted to find the most accurate image encryption technique that not only
increases the level of security but also reduces the risks of attacks by hackers, crackersetc.
[1] ’A Highly Secure and Accurate Method for RGB Image Encryption’(2020)
This paper discusses the method of using RGB color image encryption-decryption which provides a higher level
of security, accuracy and an accurate encryption-decryption technique which requires minimum hard work and
software implementations.
[2] ‘Image Encryption Using Elliptical Curve Cryptography’ (2013)
This paper deals with Image encryption using a unique method called the Elliptical Curve Cryptography. This
approach uses public key cryptography based on algebraic structure of elliptic curves over finitefields.
[3] ‘Encryption-Decryption RGB Color Image Using Matrix Multiplication’(2015)
This paper deals with Image encryption and decryption using the RGB color image using matrix multiplication.
The accurate matrix for encryption is generated using matrix multiplication and then it is encrypted via using the
desired key and thus decrypted later at the receiver’send.
[4] ’An Image Encryption and Decryption method using AES Algorithm’,(2016)
This paper involves the usage of Advance Encryption standard (AES) algorithm which provides a better method
to perform encryption and decryption over the images, thereby increasing the security from unauthorized users.

I11. Methodology
In this project, we are using Python for the basic encryption and decryption process of the image that has to be
sent over a secure internetchannel.
Firstly, the user uploads the image which can be done either by desired path defined by used by the user or by
capturing the image using awebcam.
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Once the image is uploaded and the matrix of the image is generated. Then the user goes through the encryption
process of the desired image. This step is used to convert the actual

image that has to be transferred into a cipher or encrypted image.
The encryption can be carried out via two methods; Single encryption technique and Dual encryption technique.
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the actual image
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Now, on selecting the desired option amongst the two mentioned above, the actual image is converted
into an encrypted byte code format instantly via the AES algorithm. Which means that the image does not

appear the same due to the application of the encryption algorithms.

" he ecryped byte-code image

The generated encrypted byte-code image is taken as the input for the image that needs to be decrypted by the

RSA algorithm.

This encrypted byte-code is then converted into an encrypted image via the RSA algorithm.
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The encrypted image
It is now safe to be sent over the transfer channel from sender’s end to the receiver’s end.

This can be done via several techniques such as Email, Whatsapp, Message etc.
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The user is asked to provide the Recipient’s Email address over which the sender is required to send the
Decrypted image securely.

(no subject) nbox

Receiver's Email ID

tobcc:me ~

M

& Reply ®» Forward
the received mail

The recipient receives the Decrypted image eventually through this secure Internet transfer technology.
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the decrypted image

IV. Technique Description

Various technologies and techniques are used for the purpose of implementing the following:

1. Encryption: The process of converting the actual image into another image that is difficult to process
orunderstand.

2. Decryption: It is the process of fetching the original contents from the unreadable form ofdata.

Encryption Time: The time that is taken for the purpose of implementingencryption.

4. Decryption Time: The time that is taken for the purpose of converting the image from encrypted form to
actual form.

5. Double random matrix key: It is a 2D matrix that is generated with random values in order to reduce the
probability of the hacking ofkey.

w

In order to achieve image encryption, a method was suggested according to which the image color should be
converted to grey before encryption to achieve greater confidentiality. However, this method had some
disadvantages as well. The disadvantages are asfollowed:

1. The components in this process requires greater memoryspace.

2. The components in this process also require extra time for the transmission ondata.

3. The red and greens components in this process are usually not secure.
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V. Technique implementation
For illustrating the concept let’s take a look at the following steps:
e Upload the image that has to be encrypted before itstransmission.
e  Generate the matrix corresponding to the uploadedimage.
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e Click on the “Encryption”button.

o  Select the desired encryption technique, i.e. Single or Dual.

e  After selecting the desired option, click on the Technique via which you want to send the image to the
Receiver’sside.

e  The decrypted image is sent to the receiver at the receiver’send.

V1. Experimental results

The python code was written, executed and tested several times in order to find the correctness and the
experimental results were analyzed several times to remove thebugs.

The python code was tested using various images of different sizes, and it was found out to be exactly
matching as the original image.

EncryptionandDecryptionrateneedtobeappropriatefrom the point of good image aspect. Time taken by
the encryption and decryption for different sized and colouredimage was measured. Depending on the size of the
image, the time taken for the same may vary accordingly. If the path given by the user is invalid or does noexist
then the process cannot be achieved.

VII.  Results Discussion
The experimental results revealed during this study are as follows:
1) The proposed technique is a successful amalgamation of two techniques and RSAalgorithm.
2) The proposed technique enhances the security of the systemeffectively.
3) The proposed technique successfully sends the decrypted image at the Receiver’sside.
4) The proposed Technique is accurate and efficient to a greatextent.
5) The decrypted image is coloredimage.

VIIl.  Conclusion

The security of digital images has become an important part of cyber security since a lot of transfer
occurs over the internet in the form of images very frequently. This new technique of image encryption and
decryption uses combination of two encryption algorithms namely AES and RSA. According to our experiments
the image transmission has rapidly been increased and has become much more secure. The user sends the
decrypted image to the receiver and dynamically takes the input of the receiver’s email id so that the image is
always sent to the desired person enhancing the security during transmission. Usually, the process of decryption
of the image produces a black and white image but, in our project, we have ensured that the decrypted image is a
colouredimage.
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