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Abstract: Cryptography is used to secure and protect data during communication. It is helpful to prevent
unauthorized person or group of users from accessing any confidential data. Encryption and decryption are the
two essential functionalities of cryptography [4].A message sent over the network is transformed into an
unrecognizable encrypted message known as data encryption. At the receiving end, the received message is
converted to its original form known as decryption [2].Encryption is a process which transforms the original
information into an unrecognizable form. This new form of the message is entirely different from the original
message. That's why a hacker is not able to read the data as senders use an encryption algorithm. Encryption is
usually done using key algorithms. Decryption is a process of converting encoded/encrypted data in a form that
is readable and understood by a human or a computer. This method is performed by un-encrypting the text
manually or by using keys used to encrypt the original data.

Key Word: Cryptography; AES algorithm; Encryption and Decryption; Openssl tool; Security; Integrity.

Date of Submission: 10-12-2020 Date of Acceptance: 25-12-2020

. Introduction

The Advanced Encryption Standard (AES) is a symmetric block cipher chosen by the U.S. government
to protect classified information. AES is implemented in software and hardware throughout the world
to encrypt sensitive data. It is essential for government computer security, cyber security and electronic data
protection. The National Institute of Standards and Technology (NIST) started development of AES in 1997
when it announced the need for an alternative to the Data Encryption Standard (DES), which was starting to
become vulnerable to brute-force attacks. NIST stated that the newer, advanced encryption algorithm would be
unclassified and must be "capable of protecting sensitive government information well into the 21st century." It
was intended to be easy to implement in hardware and software, as well as in restricted environments -- such as
asmart card -- and offer decent defenses against various attack techniques.AES was created for the U.S.
government with additional voluntary, free use in public or private, commercial or nhoncommercial programs
that provide encryption services. However, nongovernmental organizations choosing to use AES are subject
to limitations created by U.S. export control.

Il. Methods
How AES encryption works
AES includes three block ciphers: AES-128, AES-192 and AES-256.

AES-128 uses a 128-hit key length to encrypt and decrypt a block of messages, while AES-192 uses a
192-hit key length and AES-256 a 256-hit key length to encrypt and decrypt messages. Each cipher encrypts and
decrypts data in blocks of 128 bits using cryptographic keys of 128, 192 and 256 bits, respectively.

Symmetric, also known as secret key , ciphers use the same key for encrypting and decrypting, so the
sender and the receiver must both know -- and use -- the same secret key. The government classifies information
in three categories: Confidential, Secret or Top Secret. All key lengths can be used to protect the Confidential
and Secret level. Top Secret information requires either 192- or 256-bit key lengths.

There are 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys. A
round consists of several processing steps that include substitution, transposition and mixing of the
input plaintext to transform it into the final output of cipher text.
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OPENSSL

Openssl is a robust, commercial-grade, and full-featured toolkit for the Transport Layer Security
(TLS) and Secure Sockets Layer (SSL) protocols. It is also a general-purpose cryptography library. For more
information about the team and community around the project, or to start making your own contributions, start
with the community page.

Encryption of text file

Commands:

time openssl aes -256-chc —a —iter 1024 —in index.php —out encrypt.enc : This command is used for encrypting
the given file.
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time openssl aes -256-chc —a -d —iter 1024 —in encrypt.enc —out decrypt.decry : This command is used to
decrypt the encrypted file

Encryption and decryption of images

Commands :

time openssl aes-256-chc —a —iter 1024 —in pic_original.bmp —out encrypt.enc : This command is used for
encryption of original image.

time openssl aes-256-cbc —a -d —iter 1024 —in encrypt.enc —out decrypt.decry : This command is used for
decrypting the encrypted image file.

Encryption and decryption of audio

Commands:

time openssl aes-256-cbc —a —iter 1024 —in audiofile.mp3 —out encypt.enc : This command is used for
encryption of audio information

time openssl aes-256-cbc —a -d —iter 1024 —in encrypt.enc —out decrypt.decry : This command is used for
decryption of audio information.

1. Result and Discussion
Text File
The original text file is encrypted and decrypted using the command and also time for execution is also
calculated.
# time openssl aes-256-cbc -a -iter 1024 -in index.php -out encryp.enc

enter aes-256-cbc encryption password:
Verifying - enter aes-256-cbc encryption password:

real @mé4.927s
user 0m@.811s
sys om@.e0es

E # time openssl aes-256-cbc -a -d -iter 1824 -in encryp.enc -out decryp.decry
enter aes-256-cbc decryption password:

real @m2 . 435s
user ome.0e11s

sys 0m@.eees

# 1

- B B

index.php encrypt.enc  decrypt.decry

Original is taken which is then converted into encrypted file using AES algorithm. We can see the
encrypted file which is not readable and after that the encrypted file is decrypted using the same AES algorithm
and by giving the correct key or password we get back the original file

Original file Encrypted file

Jroot/Desktopfindex.php - Mousepad Iroot/Desktopfencrypt.enc - Mousepad

File Edit Searc i Document Help it Search \ cument  Help

using the root account, you may harm your system. a sing the root account, you m your system.

2FsdGVkX18LpN91 7+wLSCImgTpryVIAMHDKW2 j I FTVml qjT64K7/Qta

DEwFHHGRM/OVLy tDkhVdxLMhLFFcLVEbSeX41/MhaKpyshx6NSb109ipfAzuflsy

AHO1V40+xrGey4+xIbcloz/OKgCL jvSxsB8Q1I9fQs51QKu3N2kZNBCEy LELODMwF

"viewport" "width=device-width, initial-scale=1" 6gUmIIbyOaw8PgTBfMz1q0EZpodwh/mpt8UfRg2Pduz9H1 tdmbiEycxrvB5PcfID

2kONxwLuS+/eiVi0YYEgEOzpe5Id2XmZrf3A18cPSPMhrGY30BLBAOXOW7SalDt2

: Arial, Helvetica, sans-serif;} OHf10aGIDoNCP+NRNEVMIKANZPL4TpMx X/ zwIuL FPMWVOPWPVKEODG7+5 F4MX1Q

M4IVamtX77rDwlz9ty4pZdYor@FLecuz6/f8bPaWgLvs9yEE3nyBXc6Vy7geXUYK

idth input fields * ILquwZOVOFkvS2rvhEofq22AHDg2grmXRjXX1QIn4rnFMV/LP66NOVCLM1GTZ5GX

=text], [ =password] { xeE14AFVCDVLCZWFCe INNXULXIFQSZ4MrP1dLwHDA8 F8wIWVRAChES Z4KN1FiIPs

; 8Lyh6idagTQRDNSgx fJePK+hKooGZ5nVGreTVRUB36heNOr8EQ2eWfVwCLWGT jad

0500sx7+A6PVIWS1y615rX0cwWW7EZ5p33TI1pgSkbSPFaiqaiQ4s7rVustas+ZEL

: i kVoPP5WbgAT/NHSPhdme/uKq/ApxsZyx JonPV2sun2cy5UGkOTFaC8NDIVihHpHF

: inline-block; /HYVFTe0cGKMbv8gTUUGOS@BdaASpDIwxYB13MuaTl1DeIInjvluZD32t joeHjcA

solid i itmFi1GVsth+KNx@p62j0612RiQmTvbolyeynXxh84pDm@Q2kf5dXcwiTzHBXG1D

: border-box; LgVUAIJXcjBHe@UvDx7SdHwdBIK jNPSPTAVHNKSVAUZBmMYdAY jD2ZALOKUXYOAE

Ld+tJz+tFrKXkUxgBoaBsD7bJ8NSnQTUNNX0ST4XAML2HiC+8cWBSUSTEUMVp8lo

Sn@X1xGFxzE38j985R0h2VgPtiaDwiIrnjfC4c3yteUPBFA4NX2buEhMIdnODuyZ

fFMsgeeFk16MK9ENFLORAETUC3bTCS FwCiWI4it6m6sS/MTs32CLCrpOy6S3INT

O+NM1xzXZINwupBY63TXxFyzRIP5jEb 5 rfzkgQu5qqNdNXuipuMOd8QPDKoRvA

mtCZ3umJudYzgaMbcnJ7IrTGydzmBGFTPP3B11+AUwgXHK jg1PIQsHg++0Gbiz18

kYWdiK1Ik0GtIZ/GWURtGMK12i3A91Z+90siYHSLQV6ja354kZwEBE/K3+YPVX50

DAJE8hvNHUIPtxPFQLRBG4BSWdc4QIIuY2 jMkD18t YRCummwAwr 1o9W+WBXIBVu1

1cHPt1YIISp1KB2pONybIDPOE jRSMFCHGTCA@gMgxn jktODAFka7 FhyGNr1g05shl
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Decrypted file

Jroot/Desktop/decrypt.decry - Mousepad

File Edit ar i ument Help

, you are using the root account, you may harm you
[c!DOCTYPE html>
<html>
<head>
<meta name="viewport" content="width=device-width, initial-scale=1">
<style>
body {font-family: Arial, Helvetica, sans-serif;}

/% Full-width input fields */
input[type=text], input[type=password] {

: Bpx @;
inline-block;
1px solid #ccc
box-sizing: border-box;

}

/* Set a style for all buttons
button {
background-color: #4CAF50;
white;
14px 20px;

Image
The original image is encrypted to non readable format and then converted back to its original form by
decrypting it using AES algorithm and also time of execution is also calculated.

:~# cd Desktop

H # time openssl aes-256-cbc -a -iter 1024 -in pic_origina
1.jpg -out encrypt.enc
enter aes-256-cbc encryption password:
Verifying - enter aes-256-cbc encryption password:

real @m5.227s

user @m0 .00e9s

sys 0m@.014s
H # time openssl aes-256-cbc -a -d -iter 1024 -in encrypt.

enc -out decrypt.decry

enter aes-256-cbec decryption password:

real @m3.519s
user @md.816s
Sys

Encrypted image

Iroot/Desktop/encr.enc - Mousepad

> File Edit Searc i ment Help

Warning, you are using the root account, you may harm your
U2FsdGVKX1+Ft/KQUTHXHNawz97 caks?SoCMxTH5x3Y1q Ihgmx2LGFDkO=EB4pip
a2Bk JUNCKh3ptNQK69nBmME@xgnpLah7oVujEYbK/3EQEXrLRV7SangelWgVu68z
TMCq7e05+Arh7PCDW0621CdzvIDI++kbxAInriYOGCxn72wgpg5xQkdd4gDY+vDA
75B/c/brXnA3Xwjfi8530afnRqmj8LVhSPGrXx860+dWFb2Th304E01 381 0VBUCK
ALfv3UGCcNWeqgov2VROGRLB4LMNCIDAQI5WoaSOppdS4PSIBVSYNSKpFXs41EBDUS
HKi/9bWSzy/AzUzIVmAKIPIZq7vVMy sNXMK/OvINa08UU7 qKy xBKAQtXXH9xsCMCm
UNJE3AoBHB+pWWYqsT/dvbxnyx6J0fufCtyKuivSUno2rmt JimQsaoHx+Y8gS1FF
b5BmZ50F fDEEJaQMeazNA+Tg6pIz12pal f1CV7Jic9sf36wRoQ11VrSTCkVztfs
xLfnt4HOV4BbHhPKA11fEYWZXKRKDU1bL1]sTgiaKI2PvOxVIouo6i75H4aEK18t
FjjtwDpgxkpIs31PzskWwWL7YPtwXHvwA1CUXxd7rX/t7jI1rwwPqYq/+QHLZfha
/rLMPLty6TbtKcWIVIWKSiKiB820Sa/6vQy94GyNIUDEtoXAWWBPSV3yvQCnXGk
bUIaiznfsRtlRamukntZnci7/tacESpasWIQqxgDkZ ft1MbX4101i0RzH+rcG/UHO
bHKBwNUx+pceAae¥34xtXZIP7 xPu2qClddX5cboYGEShCquT4FFATOMEd9Y+It 1N
qsmXWo5e11zkB35+G6tHEaVeppj9mieDQTIIsk8HKIP8Y /4ncDGF4KUFhurFumij
WUtpR1JIxPACSiHF72WCOhfFONFIX4dqmM5Q4mPHAY b+060GK36T8Shfz0/SSi+c
90563dvT7ReuhFyTT2jmR8n3 jmeWCdouNwALzOM1ECccYEG] iNxkdzST/mT2W7aNT
glbbu8opHbC132yNMbMoT4j TUHdZGqSS@nd fm8aA7 50EQuURZ4VGXT+wugdvu/gAN]
PbiW3I/Q/PYcpWCcUWIgLP/rr3csIHeYXkRz90mLBGVt7zjSBcFOy2pDvgYYA/hA
SN8 jkt1DbQLdm@0g10AUPBYHSDS0a2gk j iwOLwIzuQi f jkFH36/F3LXMHSEVUSYW
MmmtQ5IpcolmsDPc3zUoAvOy90nmdaFUBQVa jgri07nimudFF jwdeoo1dY91BDSE
b710U1a88Y78yTZOk4RWB/ TRE/uTfWaI/2yY8wixXmG3x13gxwKV+0iBkPQF2y7]
tNORL5h+zOHONRCI9QeB8ankxSLQLPxawe85EKING/kIGVhSy/eG+8w28kUx46TXe
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Decrypted image

AUDIO
The original audio file is encrypted and decrypted using the command and also time of execution is calculated.

z # time openssl aes-256-cbc -a -iter 1824 -in audiofile.mp3 -out encry.enc
enter aes- 256 cbc encryption password:
Verifying - enter aes-256-cbc encryption password:

real Om&.196s
user @mo . 004s
sys ﬁmﬁ.ﬁﬁ&s
# time openssl aes-256-cbc -a -d -iter 1824 -in encry.enc -out decr.decry
enter aes- 256 cbe decryption password:

real @m2.591s
user @me.e10s
sys 0me . 00as

: # 1

n B 5

audiofile.mp3  encry.enc decr.decry

Time taken for Encryption of text file is maximum followed by image and audio file. Decryption of files took
more time compared to encryption.

V. Conclusion
In this it shows s the successful encryption and decryption of normal text, file and image using AES
algorithm in openssl tool. It gives better security against unauthorized access It also give the time consumption
for the encryption and decryption to occur. The algorithm guarantees secure end to end transfer of data without
any corrupt data. In future the work may be extended to audio and video encryption using openssl tool or
different tool and comparing the time required for encryption and decryption.
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