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Abstract: 
Face recognition technology has evolved significantly with the integration of Internet of Things (IoT) and machine 

learning approaches, enabling real-time identification and verification in unconstrained environments. This 

comprehensive review examines recent advancements in IoT-based face recognition systems, focusing on 

methodologies that address challenges in unconstrained conditions including variations in pose, illumination, 

occlusion, and resolution. We analyze the progression from traditional handcrafted methods to deep learning 

architectures, exploring their implementation on resource-constrained edge devices such as Raspberry Pi. The 

paper systematically reviews face detection algorithms (MTCNN, RetinaFace, Haar Cascade), recognition 

models (FaceNet, ArcFace, VGG-16, ResNet-50), and their deployment strategies in IoT environments. 

Additionally, we examine critical aspects including privacy preservation, edge computing paradigms, and 

performance optimization techniques. Our analysis reveals that deep learning-based approaches, particularly 

CNNs with margin-based loss functions, achieve superior accuracy (95-97%) compared to traditional methods, 

even on edge devices. However, challenges remain in ensuring robustness under extreme unconstrained 

conditions, balancing computational efficiency with accuracy, and maintaining privacy in distributed IoT 

systems. This review provides insights into current state-of-the-art methodologies and identifies promising 

directions for future research in developing robust, efficient, and privacy-preserving IoT-based face recognition 

systems. 
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I. Introduction 
Face recognition technology represents one of the most successful applications of artificial intelligence 

and computer vision, providing non-intrusive biometric identification capabilities that have transformed security, 

authentication, and surveillance systems [1]. Unlike other biometric modalities such as fingerprints or iris 

scanning, face recognition offers contactless operation, making it particularly suitable for modern applications 

where hygiene and user convenience are paramount [2]. The integration of face recognition with Internet of 

Things (IoT) infrastructure has further expanded its applicability, enabling distributed, real-time processing across 

networked edge devices[3]. 

The distinction between face identification (1:N matching) and face verification (1:1 matching) is 

fundamental to understanding face recognition systems[4]. Face identification involves searching through a 

database of known faces to determine an individual's identity, while face verification confirms whether a captured 

face matches a claimed identity. Both tasks become significantly more challenging in unconstrained 

environments, where uncontrolled factors such as varying illumination, arbitrary pose angles, partial occlusions, 

diverse facial expressions, and low resolution severely impact recognition performance[5]. 

Traditional face recognition approaches relied on handcrafted features such as Local Binary Patterns 

(LBP), Histogram of Oriented Gradients (HOG), and Principal Component Analysis (PCA)[6]. While these 

methods demonstrated acceptable performance under controlled conditions, they exhibited substantial accuracy 

degradation when deployed in real-world unconstrained scenarios[5]. The emergence of deep learning, 

particularly Convolutional Neural Networks (CNNs), has revolutionized the field by enabling automatic feature 

learning from large-scale datasets, resulting in recognition systems that surpass human performance on 

benchmark datasets[7]. 

The integration of face recognition with IoT architectures presents unique opportunities and challenges. 

IoT-based systems enable distributed data collection, real-time processing at the edge, and seamless integration 

with smart environments[8]. However, deploying sophisticated deep learning models on resource-constrained 

devices such as Raspberry Pi requires careful optimization of computational complexity, memory consumption, 
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and energy efficiency[9]. Additionally, privacy concerns associated with collecting and processing biometric data 

necessitate robust security mechanisms and privacy-preserving techniques[10]. 

Recent face biometric  research  has focused on addressing these challenges through various approaches: 

developing lightweight architectures suitable for edge deployment, implementing privacy-preserving protocols, 

optimizing detection and recognition pipelines, and enhancing robustness to unconstrained conditions[11][12]. 

This review systematically analyzes these developments, providing a comprehensive overview of methodologies, 

architectures, and implementation strategies for IoT-based face recognition systems operating in unconstrained 

environments. 

 

II. Methodology 
The IoT-based face recognition methodology captures images and preprocesses them to improve quality. 

After detecting and aligning the face, deep learning extracts key features. These are matched with stored templates 

to verify identity, and the system performs actions such as marking attendance or updating records, more info 

refer 

 

 
(Fig.1) Methodology. 

 

III. Unconstrained Face Recognition: Challenges And Definition 
Definition of Unconstrained Conditions 

Unconstrained face recognition refers to the identification or verification of individuals under real-world 

conditions where environmental factors are not controlled [5]. Unlike constrained scenarios where subjects 

cooperate with standardized imaging protocols (frontal pose, neutral expression, uniform illumination), 

unconstrained conditions present multiple simultaneous challenges that degrade recognition performance. Key 

characteristics of unconstrained environments include [5][13]: 

 

Table.1: Characteristics of Unconstrained Environments 
Environmental Factor Description Performance Impact 

Pose Variation Arbitrary head orientations from frontal to extreme profile 

(±90°) 

30-40% accuracy drop at extreme 

angles 

Illumination Variation Uncontrolled lighting, shadows, directional light, low-light 
scenarios 

Significant appearance changes 

Occlusion Glasses, masks, scarves, objects obstructing facial regions 40-60% accuracy drop with >50% 

occlusion 

Expression Variation Non-neutral facial expressions causing geometric deformations Moderate impact on traditional 

methods 

Resolution & Quality Low-resolution, motion blur, compression artifacts 50-70% accuracy drop below 32×32 

pixels 

Aging & Appearance Long-term variations from aging, weight changes, hairstyles 15-20% accuracy degradation 

Environmental 

Degradation 

Weather conditions, atmospheric effects, camera artifacts Variable impact depending on 

severity 

 

 
Fig .2: Sample Unconstrained Faces (Own Dataset). 
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Shepley (2019) conducted a systematic review revealing a consistent increase in research interest in 

unconstrained face recognition between 2012 and 2018, driven by improvements in hardware capabilities, 

availability of large-scale datasets, and the emergence of powerful deep learning architectures [5]. The review 

identified that 39% of studies addressed unconstrained conditions generally rather than focusing on specific 

environmental factors, indicating that modern deep learning approaches learn to handle multiple unconstrained 

features simultaneously during training. 

 

Performance Degradation in Unconstrained Scenarios 

Traditional feature-based methods degrade severely under unconstrained conditions because they 

depend on geometric and texture patterns that become unstable with appearance variations [5]. Research by 

Hoermann shows occlusions cause major drops in accuracy, proportional to the size and location of the occluded 

regions [14]. When multiple unconstrained factors occur together—common in real-world surveillance—pose, 

resolution, and illumination variations create recognition challenges that simple algorithms cannot handle [15]. 

Recent benchmarks such as WiderFace and UFDD evaluate performance under these conditions and show that 

traditional methods still perform poorly, especially for small-scale and heavily occluded faces, with significant 

drops in detection rates [16]. 

 

Table.2: Performance Degradation in Unconstrained Scenarios 

Method Type Robustness 

Accuracy 

(Controlled) 

Accuracy 

(Unconstrained) Degradation 

Traditional Feature-Based Low 85-90% 40-60% 25-50% 

Handcrafted Features (LBP, HOG) Low 80-85% 35-55% 25-50% 

Early CNNs Moderate 90-95% 70-80% 10-25% 

Modern Deep Learning High 95-99% 85-96% 3-14% 

 

Evolution from Constrained to Unconstrained Recognition 

Face recognition has progressed from controlled laboratory systems to deep learning models achieving 

near-human accuracy [1][2][7]. Despite major gains, extreme unconstrained conditions and adversarial attacks 

remain ongoing challenges [5] 

 

Table. 3: Evolution of Face Recognition Technology 
Era Period Methods Accuracy Environment Key Development 

Laboratory Era 1960s-1990s Eigenfaces, 

Fisherfaces 

60-70% Controlled only Foundational algorithms 

Transition Era 2000s Viola-Jones, 
AdaBoost 

75-85% Mostly controlled First practical deployments 

Deep Learning Era 2014-2015 DeepFace, FaceNet 97-99% Both Superhuman performance 

Modern Edge Era 2018-2025 Optimized CNNs, 
Transformers 

92-98% Unconstrained Real-time edge deployment 

 

IV. Deep Learning Architectures For Face Recognition 
Convolutional Neural Networks (CNNs) 

CNNs dominate face recognition because they automatically learn hierarchical features directly from 

pixel data, removing the need for manual feature engineering [17]. Successive layers extract low-, mid-, and high-

level identity features for robust recognition [18]. 

 

The general CNN architecture for face recognition consists of[19]: 

1. Input Layer: Accepts preprocessed face images, typically normalized to fixed dimensions (e.g., 224×224 or 

160×160 pixels) 

2. Convolutional Layers: Apply learned filters to extract spatial features while preserving spatial relationships 

3. Activation Functions: Introduce non-linearity, commonly using ReLU (Rectified Linear Unit) activation 

4. Pooling Layers: Reduce spatial dimensions while retaining important features, providing translation invariance 

5. Fully Connected Layers: Aggregate features for final classification or embedding generation 

6. Output Layer: Produces identity classification (for closed-set recognition) or feature embeddings (for open-

set recognition) 

 

Transfer Learning and Pretrained Models 

Transfer learning has become essential for deploying face recognition on resource-constrained IoT 

devices, allowing models pretrained on large datasets to be fine-tuned for specific applications with limited 

training data[20]. Ahmed Ali Aboluhom et al. (2024) investigated transfer learning feasibility for facial 
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recognition on Raspberry Pi, evaluating multiple pretrained architectures including VGG-16, ResNet-50, and 

MobileNetV2[9]. 

 

 
Fig 3: Comparison of deep learning architectures for face recognition 

 

VGG-16 offers strong feature extraction using 3×3 filters but is computationally heavy, though works 

like Hussain et al. reported 97% accuracy with SVM in IoT access control [2]. ResNet-50 uses skip connections 

to train deeper networks effectively and performs well in face recognition when resources allow [2][9]. 

MobileNetV2 is lightweight and ideal for edge devices, with studies showing it outperforms VGG-16 and 

ResNet-50 on Raspberry Pi using transfer learning [9]. 

 

Landmark Architectures: FaceNet, DeepFace, and ArcFace 

FaceNet (2015) learns a 128-D embedding where face similarity is measured by Euclidean distance 

using triplet loss, achieving over 99% accuracy on LFW [21][22]. 
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Fig 4.3: FaceNet Pertained model 

 

DeepFace (2014) reached 97.35% accuracy on LFW using 3D alignment and a deep CNN trained on 

4M facial images [7]. 

ArcFace (2019) improves discrimination with Additive Angular Margin Loss, achieving 99.83% on 

LFW and outperforming FaceNet in real-world deployments [23][24]. 
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Loss Functions for Discriminative Learning 

Loss function evolution has played a major role in improving face recognition. Early CNN systems relied 

on softmax, which was insufficient for learning highly discriminative features at large scale [1]. Metric learning 

methods such as Contrastive Loss and Triplet Loss optimized embedding distances to cluster same-identity 

faces and separate different identities, but required careful sample selection [1][22]. Modern margin-based losses 

now dominate, including SphereFace (angular margin on a hypersphere), CosFace (cosine margin), and ArcFace 

(additive angular margin in arc-cosine space) [1][23]. These methods enforce stronger class separation and yield 

improved generalization under challenging real-world conditions. 
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V. Face Detection Algorithms 
Traditional Methods: Haar Cascade and Viola-Jones 

Haar Cascade, based on the Viola-Jones framework, is one of the earliest practical face detection 

algorithms [25]. It uses Haar-like features with integral images for fast computation, AdaBoost for feature 

selection, and a cascade of classifiers for rapidly rejecting non-face regions [2][26]. Hussain et al. (2022) used 

Haar Cascade in an IoT medical facility system, citing high detection accuracy, fast processing, and low false 

positives on devices like Raspberry Pi [2]. However, Haar Cascade performs poorly under unconstrained 

conditions, struggling with pose changes, occlusion, and non-frontal faces [27]. 

 

 
Fig 4: Face detection algorithms performance comparison 

 

 
Fig 4.: Features using Haar Cascade to localize the Region of Interest (ROI). 

 

Comparative studies by Ananda et al. (2024) demonstrate that while Haar Cascade performs adequately 

for frontal faces in controlled conditions, it fails substantially when faces are occluded or captured at extreme 

angles [27]. This performance gap has driven the adoption of deep learning-based detection methods for modern 

unconstrained applications. 

 

Multi-task Cascaded Convolutional Networks (MTCNN) 

MTCNN represents a significant advancement in face detection, employing a three-stage cascaded 

architecture that simultaneously performs face detection and facial landmark localization[28]. The cascade 

consists of: 

1. Proposal Network (P-Net): Rapidly generates candidate facial regions through a fully convolutional network 

2. Refine Network (R-Net): Refines candidate boxes and rejects false positives 

3. Output Network (O-Net): Produces final face boxes with high precision and detects five facial landmarks 

(eyes, nose, mouth corners) 
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MTCNN uses a multi-task learning framework to jointly optimize face classification, bounding box 

regression, and landmark localization, improving detection accuracy and enabling reliable face alignment 

[24][28]. Asmara et al. reported MTCNN is effective as a backend detector, though RetinaFace performed better 

in comparison [24]. MTCNN can detect multiple faces with landmark output, making it useful for IoT 

surveillance, but its computational load is higher than Haar Cascade and requires optimization for edge devices 

[29]. 

 

RetinaFace: State-of-the-Art Single-Stage Detection 

RetinaFace is a state-of-the-art face detector based on the single-stage RetinaNet architecture, enhanced 

with multi-task learning (detection + landmarks + 3D alignment), Feature Pyramid Networks for multi-scale 

detection, context modules for small faces, and dense regression with deformable convolutions [30]. Ren et al. 

(2025) reported 96.12% accuracy on WiderFace, showing strong performance on small and distant faces [30]. 

Studies consistently find RetinaFace outperforms Haar Cascade and MTCNN under occlusion, pose variation, 

and varying scales, and Asmara et al. recommend pairing RetinaFace detection with ArcFace recognition for 

highest accuracy despite higher computational cost [24][27][30]. 

 

Comparative Performance Analysis 

Recent comparative studies provide clear guidance on detector selection based on application 

requirements. Ananda et al. (2024) conducted comprehensive analysis across four detection algorithms (Haar 

Cascade, MTCNN, YOLOFace, RetinaFace) under various unconstrained conditions[27]: 

 

 
Fig 5: Comprehensive comparison of face detection algorithms 

 

For IoT edge deployments, balancing accuracy and computational efficiency is crucial. RetinaFace offers 

top accuracy, but lightweight options such as MTCNN or optimized YOLOFace are often better suited for 

resource-limited devices [31]. Detector choice should reflect application needs, hardware capacity, and the 

expected level of unconstrained conditions. 

 

VI. IoT-Based Face Recognition Systems 
IoT Architecture for Face Recognition 

IoT-based face recognition typically uses a three-tier architecture: a Device Layer for image capture, 

an Edge Computing Layer for detection and feature extraction, and a Cloud Layer for large-scale storage and 

model training [2][9][32]. Xiang et al. (2025) demonstrated adaptive edge systems enabling sustainable, 

unmanned operation in real-world environments [33]. 

 

Table.4: Three-Tier IoT Architecture 
Tier Layer Name Components Functions Output 

1 Device Layer Cameras, sensors Image capture, basic preprocessing Raw/filtered images 
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Tier Layer Name Components Functions Output 

2 Edge Computing RPi/Jetson, local 
processors 

Detection, feature extraction, 
recognition 

Results, embeddings 

3 Cloud Layer Centralized servers Database management, model 

training, analytics 

Logs, insights, 

models 

 

Raspberry Pi as Edge Platform 

Raspberry Pi has emerged as a popular platform for deploying face recognition at the edge due to its low 

cost, moderate computational capability, compact form factor, and extensive community support[9][22][34]. 

Multiple studies have demonstrated successful implementation of deep learning-based face recognition on 

Raspberry Pi platforms: 

 

Table.5: Edge computing platforms for face recognition 
Platform CPU RAM FPS Accuracy 

RPi 3 Model B 1.4GHz 4-core 1GB 2[35] 97%[35] 

RPi 4 Model B 1.8GHz 4-core 2-8GB 5-10[9] 95%[9] 

RPi 4 (8GB) 1.8GHz 4-core 8GB 8-12[37] 94.6%[37] 

Jetson Nano 1.43GHz 4-core 4GB 15-20 96-97% 

 

Real-time Processing and Performance Optimization 

Real-time edge performance requires multi-level optimization. Rana et al. (2023) showed practical 

Raspberry Pi deployment by balancing accuracy and speed through preprocessing (resolution reduction, fast 

detection, frame skipping) [28][37], efficient model choices like depthwise separable convolutions and inverted 

residual blocks (MobileNetV2) [9], and inference techniques such as quantization, pruning, and hardware 

acceleration [22][37]. Pipeline strategies include multi-threading, frame buffering, and adaptive quality control 

[33][37]. Sumathi et al. (2022) demonstrated that careful IoT system design can achieve low-latency face 

detection even on constrained devices [8]. 

 

Table.6:  Real-Time Processing Optimization Strategies 
Strategy Technique Speed Improvement Accuracy Impact 

Image Preprocessing Lower resolution, frame skipping 20-30% faster <2% loss 

Model Selection MobileNet over VGG-16 3-5x faster 2-3% loss 

Quantization Float32 → Int8 2-4x faster 1-2% loss 

Pruning Remove redundant weights 1.5-3x faster <1% loss 

Multi-threading Parallel detection-recognition 30-50% faster No loss 

Frame Buffering Process queue smoothing Consistent speed No loss 

Hardware Acceleration NEON instructions (ARM) 1.5-2x faster No loss 

 

Integration with Access Control and Security Systems 

IoT-based face recognition is widely used in smart door locks, attendance systems, surveillance, and 

multi-factor authentication [2][38]. Hussain et al. (2022) implemented Raspberry Pi–based door access control 

[2], while Warman et al. (2023) used FaceNet for real-time attendance synchronization across facilities [40]. 

Integrating edge processing with CCTV and additional factors like RFID improves security and reduces 

bandwidth needs [39][41]. 

 

VII. Privacy And Security In IoT Face Recognition 
Privacy Challenges in Biometric Systems 

Face recognition in IoT environments presents major privacy risks due to sensitive biometric data and 

distributed system vulnerabilities to multiple attack vectors [10][42]. 

Data collection and consent: Facial biometrics can be captured without user awareness, and compromised faces 

cannot be changed [5]. 

Storage and transmission security: Raw images and templates moving between edge and cloud are vulnerable 

to interception and identity theft [43]. 

Inference and linkage attacks: Facial data can reveal sensitive attributes and allow cross-system tracking 

without consent [10]. 

Model extraction and inversion: Attackers may steal models or reconstruct faces from embeddings through 

repeated queries [42]. 
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Table.7: Privacy threats and mitigation strategies in IoT face recognition systems 

Privacy Threat Attack Vector Severity 

Detection 

Difficulty 

Mitigation 

Cost Best Mitigation 

Unauthorized Capture Hidden cameras High High Medium Consent 

frameworks 

Data Interception Network 
sniffing 

Critical Low Low AES-256 
encryption 

Database Breach Server 

compromise 

Critical High Medium Encrypted 

storage 

Attribute Inference ML analysis of 
embeddings 

Medium High High Differential 
privacy 

Cross-DB Linkage Feature 

matching across 
systems 

Medium Medium High Template 

protection 

Model Inversion Gradient attacks Medium Very High Very High Federated 

learning 

Presentation Attack Photo/video 
spoofing 

High Medium Medium Liveness 
detection 

 

Privacy-Preserving Techniques 

 
 

Recent research has developed multiple approaches to protect privacy while maintaining recognition 

performance in IoT environments: 

Local Differential Privacy (LDP): Adds calibrated noise to facial features at the edge to protect cloud-

transmitted data [10]. 

Homomorphic Encryption: Performs recognition on encrypted biometrics without exposing raw data [43]. 

Secure Multi-Party Computation: Splits processing across non-colluding servers to prevent full data exposure 

[43]. 

Bloom Filter Representations: Converts features into irreversible encodings for safe matching in IoT systems 

[44]. 

Federated Learning: Trains models locally and shares only aggregated updates, not raw biometric data [33]. 

 

Authentication and Encrypted Communication 

Ensuring data integrity and authenticity throughout the IoT face recognition pipeline requires robust 

cryptographic protocols [10][43]. Device registration & authentication: Only verified devices can submit or 

receive face data, preventing unauthorized access [10]. End-to-end encryption: AES encryption and hash checks 

protect image transmission and data integrity [10]. Blockchain integration: Enables immutable logs and 

decentralized biometric access control, but currently faces scalability and latency challenges [45]. 

 

Table.8: Encryption Standards for IoT Systems 
Standard Key Size Speed Security Level Suitable for RPi 

AES-128 128-bit Fast Good Yes 

AES-256 256-bit Fast Excellent Yes 

RSA-2048 2048-bit Slow Good Yes (limited) 

RSA-4096 4096-bit Very Slow Excellent No 



Deep Learning Techniques For Unconstrained Face Identification And Verification In IoT…….. 

DOI: 10.9790/0661-2706044963                              www.iosrjournals.org                                               57 | Page 

Standard Key Size Speed Security Level Suitable for RPi 

ECC-256 256-bit Fast Excellent Yes 

 

Liveness Detection and Anti-Spoofing 

Beyond privacy preservation, security requires protecting against presentation attacks where adversaries 

attempt to spoof face recognition systems using photographs, videos, masks, or 3D reconstructions [46]: 

 

Table.9: Anti-Spoofing/Liveness Detection Methods 

Method 
Detection 

Type 
Computation Accuracy Speed 

Hardware 

Required 
Citation 

Challenge-

Response 
Interactive Low 98%+ Slow (1–2s) None [47] 

Multi-Spectral Passive High 95%+ 
Medium 

(200–500 ms) 
Multi-sensor [46] 

Depth Sensing Passive Medium 96%+ Fast (100 ms) Depth camera [47] 

Motion 
Analysis 

Passive Medium 93%+ 
Medium (200 

ms) 
Standard 
camera 

[46] 

Texture 

Analysis 
Passive Low–Medium 90%+ Fast (100 ms) 

Standard 

camera 
[46] 

Combined 
Approach 

Active+ 
Passive 

High 99%+ 
Medium 

(300–500 ms) 
Multiple 
sensors 

– 

 

VIII. Performance Evaluation And Benchmarks 
Evaluation Metrics 

Face recognition performance is measured using various metrics that capture accuracy, error rates, and 

overall system reliability. 

Hussain et al. (2022) achieved optimal performance at a 90% threshold with FAR=26.67%, 

FRR=9.33%, and EER=21.33%, highlighting the security–convenience trade-off [2]. For IoT edge devices, 

processing time, throughput, memory use, and energy consumption are critical efficiency metrics alongside 

accuracy [9][37]. 

 

Table.10: Performance Evaluation Metrics 

Metric Definition Formula Ideal Value 
Acceptabl

e Range 
Critical For 

Measurement 

Method 

Accuracy Overall 
correctness 

(TP+TN)/ 
(TP+TN+FP+FN) 

100% >95% General 
performance 

Confusion 
matrix 

True Positive 

Rate (TPR) 

Correct positive 

identifications 

TP/(TP+FN) 100% >98% Security 

(catch 
intruders) 

Positive samples 

False Positive 

Rate (FPR) 

Incorrect 

positive 

identifications 

FP/(FP+TN) 0% <1% User 

experience 

Negative 

samples 

False 

Negative Rate 

(FNR) 

Missed positive 

identifications 

FN/(TP+FN) 0% <2% Security 

(authorized 

access) 

Positive samples 

Precision Positive 
prediction 

accuracy 

TP/(TP+FP) 100% >95% Minimize 
false alarms 

Predicted 
positives 

Recall 

(Sensitivity) 
Actual positive 

detection 
TP/(TP+FN) 100% >98% Comprehens

ive detection 
Actual positives 

F1 Score Harmonic mean 

of 
precision/recall 

2×(P×R)/(P+R) 1.0 >0.96 Balanced 

performance 

Combined 

metric 

Equal Error 

Rate (EER) 

FPR = FNR 

point 

Intersection point 0% <3% System 

threshold 

tuning 

ROC curve 

Inference 

Time 

Processing 

speed 

Time per image <50ms <200ms Real-time 

applications 

Benchmark 

Throughput Images per 

second 

FPS >30 >10 Video 

processing 

Continuous feed 

 

Standard Datasets for Unconstrained Face Recognition 

The table compares major face recognition datasets commonly used in benchmarking, including LFW 

with 13,233 unconstrained images achieving over 99% accuracy 7, WiderFace featuring 32,203 images with 

multi-scale difficulty levels 1630, UFDD focusing on extreme conditions like weather and blur 16, MegaFace 

providing over one million faces for large-scale identification 23, and IJB-C offering unconstrained images and 

video with significant pose and illumination variations 48. 
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Table.11: Face Recognition Datasets Comparison 

Dataset Images Identities Primary Focus Difficulty Unconstrained Variations 

LFW 13,233 5,749 Verification Medium Pose, lighting, expression [7] 

WiderFace 32,203 – Detection 

Easy / 

Medium / 

Hard 

Scale, pose, occlusion, 
illumination [16][30] 

UFDD 6,424 – Extreme conditions Hard 
Weather, blur, degradation 

[16] 

MegaFace 1M+ 690K+ 
Large-scale 

identification 
Medium–Hard Scale variation [23] 

IJB-C 31,334 3,531 
Unconstrained 

video 
Hard 

Pose + illumination variations 
[48] 

CASIA-

WebFace 
494,414 10,575 Training Medium Web-sourced variations 

MS-Celeb-1M 10M+ 100K+ Large-scale training Medium Celebrity image variations 

 

Reported Performance in Recent Studies 

Recent implementations demonstrate the progression of face recognition performance on IoT platforms: 

 

 
Fig 7: Recognition accuracy and processing speed in recent IoT implementations 

 

Accuracy varies due to differences in datasets and conditions, reaching 95–97% in controlled settings 

and 84–96% in real-world scenarios [2][9][30]. Processing speed on Raspberry Pi has improved from 2 FPS on 

early boards to near real-time on RPi 4 with optimized models [35][37]. 

 

Factors Affecting Real-World Performance 

Studies consistently identify several factors impacting deployed system performance, Fig.7: 
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Environmental Conditions: Lighting variation reduces recognition accuracy; standardized lighting improves 

performance [2][50].  

Data Quality & Variation: Diverse and large training datasets are essential for robust recognition in real-world 

conditions [2][9]. 

Image Resolution: Low-resolution or distant faces require specialized models for reliable recognition [30].  

Positional Changes: Capturing multiple facial poses or using pose-invariant methods improves matching 

accuracy [2].  

Occlusion Robustness: Techniques like face completion or partial face matching help handle masks, glasses, 

and occlusions [14].  

Training with Augmentation: Synthetic data augmentation strengthens model performance under unconstrained 

environments [50]. 

 

Table.12: Impact of Unconstrained Conditions on Accuracy 

Condition Severity Traditional 
Deep Learning 

(pre-2015) 

Modern 

CNN 
ArcFace 

Frontal, Controlled None 95% 97% 99% 99.80% 

Pose ±45° (Positional Changes [2]) Moderate 70% 80% 92% 96% 

Pose >75° (Positional Changes [2]) Severe 40% 55% 75% 85% 

Partial Occlusion (30%) (Occlusion 
Robustness [14]) 

Moderate 65% 75% 90% 94% 

Heavy Occlusion (50%) (Occlusion 

Robustness [14]) 
Severe 25% 35% 70% 80% 

Low Light (Environmental Conditions 
[2][50]) 

Moderate 60% 70% 85% 90% 

Low Resolution (32×32) (Image 

Resolution [30]) 
Severe 30% 40% 60% 72% 

Combined Challenges (Training + 
Variation [2][50][9]) 

Extreme 20% 30% 50% 65% 

 

IX. Current Challenges And Future Directions 
Remaining Technical Challenges 

Despite significant advances, several challenges persist in IoT-based face recognition for unconstrained 

environments: 

 

Table.13: Current challenges and their impact on face recognition performance 

Challenge Description 

Impact 

Level Current Solutions 

Limitations of 

Solutions 

Future 

Research 

Directions Timeline 

Extreme Pose 

Variations 

Profile views 

(>60°) 

High 3D face 

reconstruction, 
multi-view training 

Computational 

cost, limited 
datasets 

GAN-based 

frontal view 
synthesis 

2-3 years 

Low-light 

Conditions 

Poor 

illumination 
(<10 lux) 

High NIR cameras, image 

enhancement 

Hardware cost, 

noise amplification 

Thermal 

imaging fusion 

1-2 years 

Adversarial 

Attacks 

Printed photos, 

masks, 

deepfakes 

Very 

High 

Liveness detection, 

3D sensing 

Sophisticated 

attacks evolving 

Multi-modal 

biometrics 

Ongoing 

Privacy 

Regulations 

GDPR, CCPA 

compliance 

High On-device 

processing, 
encryption 

Performance trade-

offs 

Federated 

learning, 
homomorphic 

encryption 

2-4 years 

Computational 

Constraints 

Limited edge 

device 

resources 

Medium Model compression, 

quantization 

Accuracy 

degradation 

Neural 

architecture 

search, 
efficient 

designs 

1-3 years 

Dataset Bias Demographic 
imbalances 

High Balanced datasets, 
fairness-aware 

training 

Limited diverse 
data 

Synthetic data 
generation 

2-3 years 

Real-time 

Processing 

Latency 

requirements 
(<100ms) 

Medium Hardware 

acceleration, 
optimization 

Cost, power 

consumption 

Neuromorphic 

computing 

3-5 years 

Scalability Millions of 

identities 

Medium Distributed 

databases, indexing 

Memory, search 

complexity 

Approximate 

nearest 
neighbor 

search 

1-2 years 
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Extreme Pose & Occlusion: Severe pose (>75°) and heavy occlusion (>50%) still reduce accuracy despite 

modern methods [14][50].  

Cross-Domain Generalization: Models trained on one dataset often fail in new environments due to domain 

shift [51].  

Adversarial Robustness: Systems remain vulnerable to adversarial patches, makeup attacks, and deepfake 

presentations [46].  

Resource–Accuracy Trade-off: Lightweight edge models can lose accuracy, while high-accuracy models exceed 

device limits [9][33].  

Privacy–Utility Balance: Strong privacy protections often reduce recognition accuracy, making balance 

challenging [10][42]. 

 

Scalability and System Integration 

Large-Scale Deployment: Managing thousands of IoT devices requires strong orchestration, model updates, and 

consistency across hardware [33].  

Continuous Learning: Systems must adapt to user appearance changes without forgetting previous knowledge 

[52].  

Multi-Modal Integration: Combining face data with other biometrics or contextual cues improves recognition 

robustness [53].  

Interoperability Standards: Common APIs, data formats, and benchmarks are needed to ensure system 

compatibility and evaluation [54]. 

 

Table.14: Scalability and System Integration Needs 
Requirement Current Status Gap Solution Approach Priority 

Large-Scale 

Deployment 
Limited to 10-100s 

devices 
Managing 1000s of 

devices 
Robust orchestration, model 

versioning 
High 

Continuous 

Learning 

Static models Cannot handle long-

term drift 

Continual learning at edge High 

Multi-Modal 

Integration 
Single modality 

(face only) 
No fusion capability Multi-modal architectures Medium 

Standardization No common 

standards 

Interoperability issues API/format standardization Medium 

Model Updates Manual deployment Time-consuming 
rollouts 

Automated OTA updates High 

 

Emerging Technologies and Approaches 

Transformer Architectures: Vision Transformers (ViT) show promises for face recognition; efficient edge 

variants are an active research area [55].  

Federated Learning: Enables collaborative training without sharing raw data; ongoing work focuses on 

communication efficiency and non-IID edge data [33][56].  

Neural Architecture Search (NAS): Automatically discovers optimized models for latency, memory, and 

energy constraints on IoT devices [57].  

Synthetic Data / Generative Models: GANs and diffusion models provide realistic training data without 

exposing real biometrics [1][58].  

3D Face Recognition: Depth-based approaches improve robustness to pose and spoofing; efficient edge 

deployment is a key challenge [5].  

Quantum Machine Learning: Quantum neural networks are being explored as future high-accuracy biometric 

recognition methods [59]. 

 

Ethical and Regulatory Considerations 

Bias & Fairness: Systems can perform unevenly across age, gender, and ethnicity; fairness mechanisms are 

needed for equal error rates [60].  

Regulatory Compliance: Laws such as GDPR and BIPA require secure biometric data handling, deletion 

options, and audit capabilities [10].  

Transparency & Explainability: Deep models are often black boxes; interpretable systems can improve trust 

and error analysis [61].  

Social Acceptance: Public trust varies by region and context; deployments must ensure transparency and offer 

opt-out options [62]. 
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Table.15: Ethical and Regulatory Landscape 

Concern Current Status 

Regulatory 

Pressure Required Actions Timeline 

Demographic Bias Exists (higher errors for 

minorities) 

Increasing Fairness audits, balanced 

datasets 

Immediate 

GDPR Compliance Many systems non-
compliant 

Critical Data deletion, consent, audit 
trails 

Immediate 

Surveillance Ethics Controversial deployments High Transparency, oversight, limits Ongoing 

Accuracy Standards No mandatory thresholds Emerging Performance certifications 1-2 years 

Consent Frameworks Weakly defined Increasing Clear consent mechanisms 1-2 years 

Explainability Limited transparency Growing 
demand 

Interpretable AI research 2-3 years 

 

X. Conclusion 
From 2019 to 2025 Year, IoT-based face recognition has progressed rapidly, supported by deep learning 

and edge computing that now allow small devices like the Raspberry Pi 3,4,5 to achieve about 95–97% accuracy. 

Modern systems most of the use pretrained CNN models such as VGG-16, ResNet-50, and MobileNetV2, along 

with reliable face detectors like RetinaFace and MTCNN and powerful loss functions such as ArcFace. Processing 

data directly on edge devices helps reduce delays, saves network bandwidth, and protects sensitive Face biometric 

information, with techniques like differential privacy and federated learning adding further security. Even with 

these improvements, the field still faces several challenges, including performance drops under occlusion or 

extreme angles(different poses), limited computational resources, adversarial attacks, domain shifts, demographic 

bias, and issues that emerge when scaling systems in real environments. Looking ahead, research is moving 

toward transformer-based models, better federated learning approaches, neural architecture search tailored for 

edge hardware, 3D sensing, and the use of privacy-preserving synthetic data. In this paper, we focused on 

understanding the key concepts, challenges, and requirements of unconstrained face recognition system. In the 

next phase of our work, we will perform IoT-based image acquisition to create a robust unconstrained face dataset 

and apply detailed preprocessing and hybrid preprocessing techniques to the captured images. 
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