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Abstract : This paper proposed for a new authenticated access control scheme for securing data in cloud 
system. In this scheme cloud system verifies the authenticity of user and provides access control only to 

applicable user to decrypt the stored data. The scheme prevents replay attacks and supports creation, 

modification, and reading data stored in the cloud. By impersonating legal users, intruders can use the copious 

resources of cloud computing environments. CIDS also provides a component to summarize the alerts and 

inform the cloud administrator. CIDS architecture is scalable and elastic with no central coordinator. This 

paper also describes the components, architecture, detection models, and advantages of CIDS. 
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I. INTRODUCTION 
     Research in cloud computing is receiving a lot of attention from both academic and industrial worlds. 

The trend of using cloud environments is growing for storage and data processing needs. Cloud computing is an 

Internet-based computing, whereby shared resources, software, and information are provided to computers and 

other devices on demand. It is very costly and cumbersome to manage database systems in-house especially for 

small or medium organizations. Data-as-a-Service (DaaS) hosted in the cloud provides an attractive solution, 

which is flexible, reliable, easy and economical to operate, for such organizations. However security and privacy 

issues concerning the storage of the data in the cloud and access via the Internet have been major concerns for 
many organizations. However, a major barrier for cloud adoption is real and perceived lack of security. Hence, 

they should be strongly protected. 

     The idea is to construct a new privacy preserving access control scheme for securing data in clouds.  

The cloud verifies the authenticity of the user without knowing the user's identity before storing information. It 

has the added feature of access control in which only valid users are able to decrypt the stored information. This 

is also prevents replay attacks and supports creation, modification, and reading data stored in the cloud. 

Moreover, authentication and access control scheme is decentralized and robust, unlike other access control 

schemes designed for clouds which are centralized. The communication, computation, and storage overheads 

are comparable to centralized approaches.  Organizations enjoy all the benefits of data in the cloud while at the 

same time organization used a framework for "CIDS" a cloud based intrusion detection system, to solve the 

deficiencies of current IDSs. CIDS also provides a component to summarize the alerts and inform the cloud 
administrator. CIDS architecture is scalable and elastic with no central coordinator. This describes the 

components, architecture, detection models, and advantages of CIDS. 

     Access control in clouds is gaining attention because it is important that only authorized users have 

access to valid service. A huge amount of information is being stored in the cloud, and much of this is sensitive 

information. Care should be taken to ensure access control of this sensitive information which can often be 

related to health, important documents (as in Google Docs or Dropbox) or even personal information (as in 

social networking). 

 

There are broadly three types of access control:  

1.User Based Access Control (UBAC),  

In UBAC, the access control list (ACL) contains the list of users who are authorized to access data. This is not 

feasible in clouds where there are many users 
2.Role Based Access Control (RBAC),  

In RBAC users are classified based on their individual roles. Data can be accessed by users who have matching 

roles. The roles are defined by the system. For example, only faculty members and senior secretaries might have 

access to data but not the junior secretaries. 

3.Attribute Based Access Control (ABAC).  
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The ABAC is more extended in scope, in which users are given attributes, and the data has attached access 

policy. Only users with valid set of attributes, satisfying the access policy, can access the data. For instance, in 

the above example certain records might be accessible by faculty members with more than 10 years of research 
experience or by senior secretaries with more than 8 years experience. 

 

II. CLOUD INTRUSION DETECTION SYSTEM 
Cloud computing has a broad appeal because it enables IT managers to provision services to users 

faster and in a cost-effective way. However, it does raise some concerns and chief among them is securing data 

in the cloud because of their operational models, the enabling technologies, and their distributed nature, clouds 

are easy targets for intruders. While intrusions can be handled by an Intrusion Detection System (IDS) , current 

IDSs have many deficiencies which hinder their adoption in a cloud environment. This paper describes CIDS, a 

framework for a Cloud based Intrusion Detection System to deal with attacks like: 
(1) Masquerade attacks: where threats impersonate legitimate users,  

• This is a PaaS attack tht includes any attack that impersonates a legitimate user to use service resources 
maliciously.  

• This is by far the most critical attack, as its exploitation is rather easy.  

• An intruder masquerades as a legal user by obtaining the user’s password and this 

       leaves some trails left at the service location.  

• CIDS detects this attack through HSGAA. 

 
(2) Host-based attacks: these can be a consequence of masquerade attacks and generally result in an          

observable user behavior anomaly and  

(3) Network-based attacks. CIDS also summarizes the intensive network based IDS alerts according to the 

attack signature and target.  

 

III. SECURITY PROVIDED TECHNIQUES 
By using encryption, the cloud server  is prevented  data stored in cloud from malicious user 

All these work use a cryptographic primitive known as Attribute Based Encryption (ABE).and Attribute Based 

Signature (ABS). 

 

1 .Attribute Based Encryption 

Standard encryption is inefficient when selectively sharing data with many people, since the data needs to be 

encrypted  using every user's public key. ABE can be implemented by 

a. Key-policy ABE:- 

         1 .KP-ABE the sender has an access policy to encrypt data. 

         2. The receiver receives attributes and secret keys from the attribute authority 

         3. decrypted data if matching occur 

  

2.  Attribute Based Signature 

In the case of attribute-based signatures (ABS), users obtain from an authority their secret keys as a function of 

the attributes they hold, with which they can later sign messages for any predicate satisfied by their attributes. A 

verifier will be convinced of the fact that the signer’s attributes satisfy the signing predicate while remaining 

completely ignorant of the identity of the user. Some feature of ABS are given below 
 Users have a claim predicate associated with a message.  

 The claim predicate helps to identify the user as an authorized  user 

 Other users or the cloud can verify the user and the validity of the message stored.  
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Figure 1: Flowchart for ABE & ABS 

 

IV. INTRUSION DETECTION OF MASQUERADING ATTACKS 

Audit exchange model 
In this model nodes exchange their audit data among each others for current data. The detection phase depends 

on two parameters: 
(1) The alignment score computed  

(2) Alerts fired by the HIDS component. 

In this way, the detection overhead is balanced among nodes with no single point of failure. 

 
Figure 2: Audit Exchange Model 
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V. CONCLUSION  
This paper presents the secure authentication to access policies of cloud. Our scheme not only provides 

fine-grained access control but also authenticates users who store information in the cloud. Under such 

conditions, the authenticity of the data must be verified by the users. Also, it may be very important to hide the 

identity of the users and owners, at the same time provide their authentication. Different IDS techniques are 

used to counter malicious attacks in traditional networks. For Cloud computing, enormous network access rate, 

relinquishing the control of data & applications to service provider and distributed attacks vulnerability, an 

efficient, reliable and information transparent IDS is required. 
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