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ABSTRACT: Visual cryptography is a type of cryptography which allows the visual information to be 

encrypted in such a way that their decryption can be performed by human visual system. It encodes a secret 

binary image into shares of different binary patterns. When the shares are xeroxed onto transparencies, the 

secret image can be visually decoded by superimposing a set of transparencies. But the shares of the decoded 

image have no meaning. Extended visual cryptography [1] was proposed to construct meaningful binary images 

as shares, but the visual quality is poor. In this paper, a technique named halftone visual cryptography is 

implemented to achieve visual cryptography via halftoning. This method utilizes the void and cluster algorithm 

[2] to encode a secret binary image into halftone shares (images) carrying significant visual information. The 

simulation shows that the visual quality of the obtained halftone shares is observably better than that attained 

by any available visual cryptography method. 
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I. Introduction 
The two out-of-two visual threshold scheme where each pixel p of the secret image is encoded into a pair of sub 

pixels in each of the two shares is considered. If p is white, one of the two columns under the white pixel in Fig. 1 

is selected. If is p black, one of the two columns under the black pixel is selected. In each case, the selection is 

performed randomly, such that each column has equal probability to be chosen. Then, the first two pairs of sub 

pixels in the selected column are assigned to share 1 and share 2, respectively. Since, in each share, is encoded 

into a black–white or white–black pair of sub pixels with equal probabilities, independent of whether is black or 

white, an individual share gives no clue as to the value ofp. No secret information can be gained by looking at 

groups of pixels in each share. If a pixel is white, the superposition of the two shares always outputs one black 

and one white sub pixel, no matter which column of sub pixel pair  is chosen during encoding. If p is black, it 

results into two black sub pixels. This is shown in fig. 1. Encoding the secret image shown in Fig.2 (a) leads to 

the two shares shown in Fig. 2(b) and (c), respectively. Superimposing these two shares leads to the output secret 

as shown in Fig. 2(d). The decoded image is clearly identified, although some contrast loss is observed. The 

width of the decoded image is twice that of the original secret image since each pixel is expanded to two sub 

pixels in each share as shown in Fig. 1. This is called as pixel expansion. The two-out-of-two visual threshold 

scheme demonstrates a special case of t-out-of-n schemes [3], [7]–[9]. All qualified and forbidden subsets of the 

participants are defined in a more general model for visual sharing schemes based on general access structures in 

[10]. The participants in a qualified subset can recover the secret image while the participants in a forbidden 

subset cannot. The properties of t-out-of- n scheme including the conditions needed for optimal contrast and the 

minimum pixel expansion that can be attained can be found in [7]–[9]. The concepts of VC have been recently 

extended such that the secret image is allowed to be a grey-level image rather than a binary image in [12]. 

Although the secret image is grey scale, shares are still constructed by random binary patterns.  The limitation of 

above methods is that all shares are random patterns carrying no visual information, raising the suspicion of data 

encryption. Very recently, the method referred to as extended VC has been implemented in [1], where 

hypergraphcolourings are used aimed at constructing meaningful binary images as shares. Extended VC, 

however, provides very low quality visual information in the shares, as illustrated later in this paper. Since 

hypergraphcolourings are constructed by random distributed pixels, the resultant binary shares contain strong 

white noise consequently leading to inadequate results. The shares also suffer from low contrast between 

hypergraph black and hypergraph white pixels. This paper focuses on implementing a general halftone visual 

cryptography framework, where a secret binary image is encrypted into high-quality halftone shares. It applies 

the rich theory of blue noise halftoning to the construction mechanism used in conventional VC to generate 

halftone shares, while the security properties are still maintained. The same contrast is obtained over the whole 

decoded image.
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Fig1. A pixel can be encoded into two subpixels in each of the two shares 

 

(a) (b)  

 

(c)              (d)   

 

Fig.2 Example of (2,2) visual cryptography. 

The halftone shares carry significant visual information to the viewers. The visual quality obtained by the new 

method is significantly better than that attained by extended VC. 

 

II. Two-out-of-two halftone visual cryptography method: 

Two out- of-two halftone visual threshold scheme is shown in Fig. 3. In this method, a halftone image I, 

obtained by applying any halftoning method such as the error diffusion algorithm on a grey level image GI, is 

given to participant 1, and its complementary image Î, obtained by reversing all black/white pixels of to 

white/black pixels, is given to participant 2. To encode a secret pixel into a Q1×Q2 halftone cell in each of the 

two shares, only two pixels, referred to as the secret information pixels, in each halftone cell need to be 

modified. The two secret information pixels should be at the same positions in the two shares, such as pixels A 

and B in Fig. 3. If is white, M a matrix is randomly selected from the matrices C0 of conventional VC. If is 

black, is M randomly selected from C1. The secret information pixels in the i
th

 share are replaced with the two 

subpixels in the i
th

 row of M, as shown in Fig.3. Since C0 and C1 are the collections of conventional VC, these 

modified pixels carry the encoded secret. The other pixels in the halftone cell which were not modified are 

referred to as ordinary pixels, maintaining halftone information. 

It can also be found that if p is white, one out of pixels in the reconstructed halftone cell, obtained by 

superimposing the two encoded halftone cells, is white while all other pixels are black as shown in Fig. 4(a) and 

(b). If p is black, all pixels in the reconstructed halftone cell are black, as shown in Fig. 4(c) and (d). Thus, the 

contrast condition is satisfied. The secret pixel can be visually decoded with contrast (1/ Q1×Q2). In the above 

procedure, the selection of the secret information pixels in a halftone cell is important as it affects the visual 

quality of the resultant halftone shares. The simplest method to select the locations of the secret information 

pixels is random selection. The corresponding pixel replacements, however, are equivalent to adding white 

noise, which leads to poor visual quality. To obtain better visual results, the void and cluster algorithm [2] is 

applied to choose these pixel locations. The void and cluster algorithm, performed on a binary dither pattern of 

the halftone cell, first applies a low-pass finite-impulse response (FIR) filter to obtain a measure of minority 

pixel density (m.p.d.) at each minority pixel location. The minority pixel is white/black and the majority pixel is 

black/white, if the halftone cell contains more black/white pixels. The minority pixel with the highest density, 

denoted as pixel, is replaced with a majority pixel. The dither pattern is then filtered again by the same low-pass 

FIR filter to obtain a measure of m.p.d. at each majority pixel location. The majority pixel (different from pixel) 

with the lowest density, denoted as pixel B, is then replaced with a minority pixel. Since the complementary pair 

has the same distribution of the minority and majority pixels, the located pixels A and B are at the same 

positions in the two shares. The void and cluster algorithm, identifies the minority pixel A with the highest 

Stack share1 

& share 2 

Share 1 

Share 2 
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m.p.d. and the majority pixel B with the lowest m.p.d., and switches their locations. This, in effect, spreads the 

minority pixels as homogeneously as possible leading to an improved blue noise halftone cell in each share. 

The locations of the secret information pixels are then chosen as that of the pixels A and B. Once the matrix M 

is randomly selected, the j
th

 located secret information pixel in the i
th

 share is replaced with the j
th

subpixel in the 

i
th

 row of M. The replacement in each share either keeps their original values or switches them with equal 

probabilities. If the values are kept original, the blue noise halftone cell, generated by the error diffusion 

algorithm, is used, e.g., the first halftone cell in Fig. 4(a) and (c), and the second halftone cell in Fig. 4(b) and 

(c). On the other hand, if the values are switched, the new blue noise halftone cell, generated by the void and 

cluster algorithm, is used, e.g., the first halftone cell in Fig. 4(b) and (d), and the second halftone cell in Fig. 4(a) 

and (d). Visually pleasing halftone shares are thus obtained. In the void and cluster algorithm, generally, the 

filter window covers multiple neighboring halftone cells besides the one currently being processed. If a white 

secret pixel p=0 was encoded into one of the neighboring halftone cells, there is inconsistancy in the distribution 

of the minority/majority pixels between two shares, such as Fig. 4(a) and (b). If the conventional void and 

cluster algorithm [2] is performed on each share, it may result in different locations of the secret information 

pixels in the two shares, which is highly undesirable in the halftone VC scheme.  

To address this problem, a slightly modified void- and cluster-finding filter, is used to find the m.p.d:  

 

 

                                                                            (1) 

 

 

where, DA(x, y)is the m.p.d. of the pixel with coordinate is the filter, also called weighting function, W is the 

filter’s window width, and P(x+p, y+q) is the pixel value at defined as follows: 

 

 

P x + p, y + q =

 
 
 

 
 

0.5            if P(x + p, y + q) is a
secret information pixel

1              if P x + p, y + q is a
minority pixel

0             if P x + p, y + q is a 
majority pixel

                                                                                  (2) 

The Gaussian filter is used in [2] as: 

 

𝑓 𝑝, 𝑞 = 𝑒
 −

 𝑝2+𝑞2 

2𝜎2  
                                                                                                                                 (3) 

where is a scalar constant, offering best results at 𝜎 = 1.5  in the void and cluster algorithm based on 

Ulichney’s simulations. Unlike the conventional void- and cluster-finding filter, each secret information pixel in 

the previously processed neighboring cells always takes the value 0.5 in this method, regardless if it is a 

minority or majority pixel. The value 0.5 is the statistical mean of each secret information pixel, because it has 

equal probability to be a minority or majority pixel. The above modification of the void and cluster algorithm 

guarantees that the selection of the secret information pixels A and B is independent of the value of any secret 

information pixel in the previous halftone cells. Thus, no secret can be inferred from the locations of the secret 

information pixels which can be detected by comparing the original halftone image and the corresponding 

halftone share. In addition, since the values of secret information pixels come from the basis matrices of 

conventional VC, no secret can be obtained by looking at the values of secret information pixels of one share 

either. Thus, this halftone visual threshold scheme is fully secure. The above proposed construction implements 

a two out- of-two halftone VC scheme with a pixel expansion 𝑚𝑕 = 𝑄1𝑄2 and relative difference𝛼𝑕 =
 𝑄1, 𝑄2 , where the superscript “h” indicates that the parameters are for halftone VC. Visually pleasing halftone 

shares are generated by the blue noise halftoning techniques and the secret image can be reconstructed by 

superimposing the two shares. The peak signal-to-noise ratio (PSNR) of each halftone share, compared to its 

original halftone image, can be estimated as, 

 

𝑃𝑁𝑆𝑅 = 10𝑙𝑜𝑔
2552

 0−255 2 .
2

𝑄1𝑄2
.50%

                                                                                                     (4) 

 

=          10 log𝑄1𝑄2 

where, the item  0 − 255 denotes the value difference of switching a secret information pixel, the item 
2

𝑄1𝑄2
indicates that two out of Q1Q2 pixels are secret information pixels, and the item 50% indicates that each 
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secret information pixel is either unmodified or switched with equal probabilities. Thus, the larger the halftone 

cell size, the higher the PSNR. Also, better performance of the void and cluster algorithm can be obtained in 

larger halftone cells, leading to higher visual quality halftone shares. On the other hand, the relative difference 

𝛼𝑕 =  𝑄1, 𝑄2 is proportional to the reciprocal of the cell size. Smaller halftone cell sizes lead to higher contrast 

of the decoded secret image. Therefore, a tradeoff exists between the visual quality of the halftone shares and 

the contrast of the reconstructed secret image. Also, the share size is usually limited. If the number of sub pixels 

is increased, the size of sub pixels becomes smaller; this leads to difficulty of superimposing the transparencies 

onto one another. 

 

III. Simulation results: 

Simulation results for the halftone visual threshold method are illustrated in this section, including the 

comparison of the proposed method with the method of extended VC. The relationship between the visual 

quality of the halftone shares and the contrast of the decoded secret image is also exposed. 

To compare the result of halftone VC with that of extended VC, a 128× 128 secret binary image is encoded into 

two 512 ×512 halftone images using the two methods, respectively. The pixel expansion (halftone cell size) and 

the relative difference of both methods are the same. The original halftone images, obtained by the error 

diffusion algorithm and pixel reversal are shown in Fig. 5.  The extended VC method [1] results in two shares 

with poor visual quality and low contrast as shown in Fig. 6(a) and (b). The halftone VC method results in the 

two visually pleasing halftone shares shown in Fig. 6(c) and (d). The PSNR of these two halftone shares is 

greater than extended VC. Having the same relative difference in both methods indicates that the same contrast 

of the reconstructed secret images can be obtained by both methods. This is precisely the case, as shown in Fig. 

6(e) and (f). The advantage of the error difuusion is that halftone shares with much better visual quality can be 

generated, reducing the suspicion of encrypted secret. Note that the positions of secret information pixels in 

halftone shares are content-based, selected by the void and cluster algorithm. It causes the appearance of some 

content information in reconstructed secret images, such as the shape of the star in Fig. 6(f). 

 

IV. Conclusion: 

In this paper, a general framework of halftone visual cryptography is implemented. Applying the theory of blue 

noise halftoning into the construction mechanism of conventional VC, the proposed method generates visually 

pleasing halftone shares carrying significant visual information. The obtained visual quality is better than that 

attained by any other available VC method known to date. The new method can be broadly used in a number of 

visual secret sharing applications which require high-quality visual images, such as watermarking, electronic 

cash, etc. 

 

 
Fig 3.Construction of a two-out-of-two method. 
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Fig .4 Matrix M is randomly selected (a),(b) from C0 if p=0, (c), (d) from C1 if p=1 and SIPs are replace 

with corresponding sub pixels in          

 

Fig.  5. Original complementary halftone images generated by error diffusion algorithm and pixel 

reversal, respectively. 

 

(a) (b) (c)    

(d) (e)   (f)  

Fig.6. Comparison between extended VC and halftone (a), (b) Two shares of extended VC. (c), (d) Two 

shares of halftone VC. (e) Decoded Image of extended VC. (f) Decoded image of halftone VC. 
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