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Abstract: - In this paper, a steganographic method for selecting cells of a container image is proposed for 

efficiently embedding bits of a secret message. Based on the conducted studies, the optimal number of low-order 

bits was chosen to embedding a secret message. In this case, the cell codes were arranged in descending order 

(ascending). To increase the volume of the introduced message, it is suggested to introduce noise into the 

original image and embed additional bits into the codes of the noise cells. Studies were carried out to change 

the visual characteristics when embedding a secret message into the codes of selected cells. Studies are 

presented to select noise cells at different thresholds of image binarization with noise, which made it possible to 

determine the optimal binarization threshold. Based on the research conducted and the results obtained, a 

scheme of steganography protection of information is built. 
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I. Introduction 

Among all the known methods and means of information protection gained wide popularity 

steganographic methods [1-3]. The peculiarity of steganographic methods is the concealment of the very fact of 

the existence of a secret message. Increase the degree of information security allows the use of cryptographic 

methods. Initially, the secret message is encrypted by known methods, and then it is injected into the container 

using steganographic methods. 

As containers, various digital data are used, which can be represented by graphic, audio or text files. 

Containers come in different volumes. Containers of limited volumes are vulnerable. It is impossible to crack 

messages of unlimited value embedded in streaming containers. In containers of unlimited size (stream 

containers), it is difficult to determine the beginning and end of an embedded secret message. 

In modern steganography, graphic containers are most often used, which can be generated by the 

steganographic system itself and can be selected inside the system, as well as those that come from outside. 

One of the main tasks of steganography is the task of selecting image cells, in the bits of which will be 

embedded the bits of the secret message. The cells of the image must be chosen in such a way that the observer 

cannot identify them from the whole set of cells (pixels) that form the image of the container. In this case, the 

task is also to select such image cells that do not cause significant visual distortions of the container. 

This approach limits the number of pixels used by the image, and therefore limits the length of the 

secret message. In this connection, the task is to increase the number of used cells, into which bits of the secret 

message can be embedded. The solution of this problem requires additional studies in the field of visual 

characteristics of images. 

If the container is designed by the user of the system, then the solution of this problem is simplified 

since the used cells are set initially. If the container is not created but comes from other sources, then the 

solution of this problem requires searching for optimal approaches and developing new methods for solving it. 

In this paper, the task is solved of developing an efficient algorithm for selecting the cells of the 

container image into which the bits of the secret message are embedded. In this case, the container can come 

from other sources, and the user can make changes as an additional noise. 

 

II. System Implementation 
All methods of computer steganography are based on the embedding or addition of bits of digital 

messages to binary codes of digital containers. The most popular method is the LSB method [2, 4-6]. This 

method is based on replacing the lower bits of the pixel codes by the bits of the message. In this case, the 

embedding in all bits of the container does not always give effective protection. Therefore, the study and search 

of algorithms for sequential selection of container cells is carried out, for which no visual changes occur. Much 
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attention is paid to the preliminary introduction of such cells into the image [7, 8]. In this case, the container is 

generated by the system itself. 

One of the most effective methods of forming the information cells of a container is to introduce noise 

(for example, noises like "salt" and "pepper"). Noises of this type are present in almost all images and do not 

cause suspicion in the observer. An example of an image of a container with added noise in Fig. 1 is shown. 

 

 

 
Fig. 1. An example of the introduction of noise (7%) such as "salt" and "pepper" when forming a container. 

 

To select the cells of the image of the container, methods are used that are based on the theoretical 

foundations of cellular automata (CA) [9-12]. Local logic functions are assigned to each image cell, according 

to which only noise cells are allocated. For our example (Figure 1), the isolated noise cells in Fig. 2 are shown. 

Before you select cells, the image is binarized by the specified brightness threshold. In this image, no additional 

artificial noise was introduced. 

 

 
Fig. 2. An example of extracted cells for different brightness thresholds in the image of the container "Parrots". 

 

As can be seen from Fig. 2 the number of cells extracted is different for different brightness thresholds. 

In this case, different cells are selected for different brightness thresholds. Can be selected cells that do not 

belong to noise, but belong to the original image. Such cells are isolated from neighboring cells at appropriate 

brightness thresholds. The embed of a secret message bit into these cells can change the visual characteristics of 

the container image. However, in the codes of cells belonging to noise, it is possible to embed secret bits not 

only in the lower order bits. This will not affect the visual characteristics of the container image. 

Disadvantages of this method is a small number of image cells, in which secret bits can be embedded. 

In addition, the method does not give a good result when there is a need to use a container image that came from 

outside. Especially if one knows about this image. This situation can lead to a problem, which is that the volume 

of the container is less than the volume of the secret message. To solve the emerging problems, there is a need to 

search for new methods that make it possible to use almost all cells of the image without changing its visual 

characteristics. 

The investigated method of steganographic protection of messages in a graphic container consists of 

the following steps. 

An image as a container are selected (color or multi-gradation).The codes of all points (cells) of the 

image are analyzed. The cells from the maximum to the minimum code are enumerated. The cell arrays with 

equal codes are looking for. The arrays of cells of the first code are selected. The sequence of cell numbering in 

the selected array (line by line from left to right and from top to bottom) are specified). 

The input image are analyzed. A sequence of writing the ni bits of the message into a selected array of 

cells are selected. After the selected array of cells is filled, the next cell array is selected in which the code is 

more one per unit from the previous one. 

The following bits of the message are inserted into this array, etc. The recording is performed until the 

secret message is fully implemented. The received steganogram to the data transfer channel is transferred. The 

digital sequence and receive a secret message are decrypted. 

In accordance with this algorithm, the selected message is embedded in the image codes of the 

container in ascending order (decreasing) the value of the number represented by the code of each cell. It is 

important to determine the number of least significant bits of the codes of each cell, which do not give visual 

image distortions as a result of the introduction of the message bits. Such information can be obtained as a result 

of experimental studies of the method. In connection with this, an experiment was conducted, which is aimed at 

determining the image cells into which as many as possible of the bit of the secret message are embedded. 
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To analyze the method, we used an image of 100 × 100 cells with a resolution of 96 pixels / inch,in Fig. 3 is 

shown. 

 
Fig. 3. The original image of "Parrots". 

 

The color and brightness of each image cell is determined by a 24-bit binary code (3 bytes). As a result 

of the analysis, it was determined that 10,000 codes are used to represent the Parrot's control image (the 

minimum value corresponds to 987961, the maximum value is 16709610). Different codes used only 7700. The 

remaining codes formed groups with the same codes.A fragment of the binary code that was embedded in the 

container represented by the image of "Parrots" is shown in Fig. 4. 

 

 
Fig. 4. Example of a message fragment represented by a binary code. 

 

For insertion into the least significant bits (one least significant digit) of the container, 10,000 bits are 

used from the message. The more junior bits are allocated to the introduction of message bits, the more message 

volume can be embedded in the container. The secret message was embedded in one low-order bit, two low-

order bits, three low-order bits, etc., of all the cells in the container. The image of "Parrots" (Figure 3) with an 

embedded message (Figure 4) for a different number of low-order bits is shown in Fig. 5. 

 

 
Fig. 5. Images of "Parrots" with the embedded message in a different number of low-order bits. 

 

As a result of the visual analysis, noticeable differences from the initial one begin with the container, in 

which more than 3 minor bits of cells are amended. The result indicates that a message can be inserted into the 

selected container with a length of 30000 bits without changing the visual characteristics. Fragments of images 

of "Parrots" measuring 10 × 10 with embedded messages (Figure 5) in Fig. 6 are shown. 
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Fig. 6. Fragments of images "Parrots" size 10 × 10 with embedded messages in a different number of low-order 

bits of code for each cell. 

 

Increased fragments of images with embedded messages do not display visual changes, in cases of 

changes 1, 2, 3 lower bits of codes in each cell.Thus, in a container image of 100 × 100 cells we can inject 

30,000 bits of a secret message without significant visual changes. To increase the volume of a secret message, 

you can use a larger container. In this case, the visual picture of the image changes, and the volume of the 

graphic image is increased. 

There are tasks in which it is necessary to use the same container image without increasing its size and 

memory size. In such situations it is necessary to look for such cells of the container image in which more bits 

of the secret message can be embedded. As such cells can be used cells that make cells of noise such as "salt" 

and "pepper" [13, 14]. These cells can be extracted using the theory of cellular automata [9, 10]. For this, the 

necessary local function of the state of the cell is given, with the help of which all the neighborhood cells are 

analyzed. Additional bits can be embedded in noise cells beginning with the 4th bit. In addition to the three 

embedded bits in the least significant bits, it is also possible to embed more of the message bits into the noise 

cell codes. At the same time there are no visual changes in the container. 

The number of additional cells for embedding additional bits can be increased in several ways. The first 

way is to increase the percentage of noise. However, it greatly distorts the image. The second way is based on 

the choice of the necessary brightness threshold for image binarization in the noise cells extraction algorithm. 

Since the increase in noise cells does not satisfy the desired requirements, the studies were carried out for the 

second variant of increasing the information cells. 

In the initial image of the container, noise such as "salt" and "pepper" was introduced. The studies were 

carried out for brightness thresholds of 20%, 50%, and 75%. For each threshold, a different number of cells are 

extracted. The greatest number of cells was obtained for the binarization threshold of 50%. For the initial image 

without embedded noise, 21 cells were extracted for the binarization threshold of 50%. In this case, the situation 

was taken into account when messages were embedded into the code of each cell in the three least significant 

bits. 

Initially, the message to the three least significant bits of the code of each cell was introduced into the 

initial image of the Parrot on the algorithm described above, and this image was used as the initial one in the 

experiment. In the container with the embedded message, cells were extracted for the specified brightness 

thresholds. For the 20% threshold, 73 cells were highlighted, for the 50% threshold - 214 cells and for 75% of 

the threshold - 91 cells were highlighted. In the codes of the selected cells 3, 4, 5, ..., 10 bits of the additional 

message are embedded. Since the bits of the message are already embedded in the three least significant bits of 

the codes of each cell in the container, the bits of the additional message were embedded in the codes of the 

selected cells starting from the 4th lower order (Fig. 7). 

 

 
Fig. 7. Format of the fields of the code of the selected cell with embedded bits of the initial and additional 

message. 

 

The code for the additional message was divided into groups of 3, 4, 5, 6, ..., 10 and embedded in the 

codes of the selected cells. The results of embedding the additional message code in Fig. 8 are shown. 



A Novel Methods For Image Steganography By Effective Image Points Selection 

DOI: 10.9790/1676-1405020611                                 www.iosrjournals.org                                             10 | Page 

 
Fig. 8. The image of "Parrots" with embedded three bits in the lower bits of each cell code and with a different 

number of bits of embedded additional message. 

 

The results show that the number of embedded bits in the noise cells does not result in significant 

visual distortions. In this example, 30000 bits of the main message and 2140 bits of the additional message was 

embedded.This approach also does not provide visual changes in the original image, since noise cells remain in 

the image area and are perceived as noise, rather than as cells with embedded bits of the digital message. To 

eliminate the possibility of disclosing and detecting an embedded message, an additional bit sequence 

conversion (encryption) is used which practically implements streaming encryption [15].  

The device for forming the key gamma is a pseudorandom bit sequence generator (PRNG). PRNG, 

which form a key gamma of a long length, allow you to embed large amounts of messages and are most resistant 

to unauthorized intervention. The most effective PRNG are generators, which are described in detail in the 

works [11, 12, 15, 16]. These PRNGs are implemented on the basis of CA and give a key gamut of high quality. 

 

III. Developed system 
According to these provisions, a general scheme of the method of steganographic protection of 

messages based on design steganography is constructed (Fig. 9). 

 

 
Fig. 9. Structural diagram of steganographic protection of messages based on design steganography. 

 

The circuit is divided into transmitting and receiving parts. The transmitting part embeds the secret 

message. First, the secret message is encrypted based on PRNG and encryption unit (EU). The container is also 

designed using a cell extraction unit (CEU). At this stage, noise cells are embedded into the image of the initial 

container.  The ciphertext bits are came to the bit introduction into the cell unit (BICU), and at the second input 

is came with a constructed container. BICU analyzes the codes of the cells of the container and arranges them in 

ascending order (decreasing). According to the proposed algorithm, BICU embedes three bits of the input 

message into the three least significant bits of the codes of all the cells in the container image.  

In the unit of consecutive selection of the extracted cells (UCSEC), the binarization threshold is set and 

cells that are isolated in the image field. The coordinates of the selected cells are came to the input of the 

embedded unit of the additional message (EUAM). At the output of this block, a steganogram is formed, which 

is came into the transmission channel. 

Extraction of a secret message on the receiving side is carried out in the reverse order. The 

steganogram is came to the input message extraction unit (MEU). The UCSEC sequentially determines the cells 

into which the bits of the additional message are embedded. At the MEU output, a ciphertext is generated, the 

bits of which are taken from the bits of the extracted cells beginning with the 4th LSB of the code. The cipher 
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message is came to the additional input decryption unit (DU), at the output of which the initial additional 

message is extracted. At the same time, the steganogram enters at the input of the bit extraction cell unit 

(BECU), which performs a sequential search of cells, extracts from the codes of these cells the three least 

significant bits of the cipheredgram and generates it at the output. The received cipher message of the main 

original secret message is received at the main input DU. The DU output generates the main and additional 

messages.  

In fact, the primary and secondary messages represent one whole secret message. During the 

implementation, it is divided into two. The additional message begins after the insertion of the initial message 

into the cells of the entire container, per three bits into each cell.To perform steganographic protection of digital 

messages, it is necessary that both the receiving and transmitting parts know the following data. The encryption 

key (decryption), which specifies the initialization vector PRNG. Structure and algorithm of work of 

PRNG.Brightness threshold for image binarization. 

Local function of one cell of the CA to select cells in the container image.Algorithm for sorting out 

selected cells (Algorithm of cell distribution by code size). The number of additional bits for the embedding of 

bits of additional messages into extracted cells.Such parameters constitute a large data set, which is very 

difficult to select by analyst, so the method provides a high degree of protection. 

 

IV. Conclusion 

The paper presents an experimental technique for determining cells into which the maximum number 

of bits of a secret message can be embedded. An algorithm is proposed that determines the sequence of cells and 

the number of least significant bits of the message embedding injected in each cell. Also, an algorithm for 

embedding a bit of an additional message was proposal. The proposed algorithms and the conducted experiment 

allowed to increase the volume of the embedded secret message without changing the volume of the image of 

the container. The use of the theory of cellular automata allows you to specify different combinations of isolated 

cells. The conducted studies show that visual changes do not occur after the insertion of the message into the 

three least significant bits of the code of each cell of the container image. The introduction of noise into the 

image of the container allowed to increase the volume of the embedded message. The optimum binarization 

threshold is also determined, in which the number of additional embedded bits is maximally. 
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