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Abstract:Ciphertext policy attribute-based encryption(CP-ABE) scheme widely used in cloud storage for 

realizing the flexible and scalable fine-grained data access control for secure data sharing with user’s under 

certain credential or attribute’s. However most of the (CP-ABE) scheme have the problems such as access 

policy complexity, low computational efficiency, efficient revocation cannot be performed. Where traditional 

attribute-based encryption fails to provide efficient keyword’s search due to week encryption scheme. In this 

paper we proposed verifiable ciphertext policy attribute based encryption(VCP-ABE) scheme with efficient 

attribute’s user’s revocation and secure keyword search on the encrypted keywords index using keywords 

search trapdoor where many of existing (CP-ABE) cannot support keyword search. The cloud server cannot 

learn any information about the keywordssearch trapdoor. Our proposed scheme achieves large universe set 

and multiple authority with flexible number of attribute’s users. The data owner encrypts keywords index and 

ciphertext to cloud server under hidden access structure and access policy. Where many of outsource computing 

task can be done by the cloud proxy server CPS like outsource encryption, decryption and revoked related 

attribute’s user’s ciphertext update verification that greatly reduce the computational task at user’s client side. 

We provide details of correctness analysis, performance analysis and security proof against chosen keywords 

attack in standard model for our scheme. 

Keywords:Attribute-based encryption, Access control, Verifiability, Keyword search, Revocation 

---------------------------------------------------------------------------------------------------------------------------------------  

Date of Submission: 27-08-2019                                                                          Date of Acceptance: 11-09-2019 

---------------------------------------------------------------------------------------------------------------------------------------  

 

I. Introduction 
Attribute based encryption(ABE) is promising alternative technique that achieving fine grained access 

control for the encrypted data to related security threats via cryptographic mean. Where using public key 

encryption can be viewed as to share data with targeted users or the devices that should providing confidently 

from unauthorized users. The data provider knows the exact eligible user to share his data where the people are 

identified by the attribute’s which is not realistic, in practical application for the data access control in which the 

data owner want to convey based on access policy for the privilege user’s attributes. To solve this problem, the 

first attribute based encryption scheme ABE [1] proposed by Sahai and water where the attribute authority(AA) 

issues the secret key or key generation authority based on ABE for their attributes and the data provider 

specifies an access policy to set of attributes users. Only the users will be able to access and decrypt if he/she 

satisfy the access policy with access structure with associated ciphertext. To get a secret key each user’s must 

prove the legality with set of attributes through set of trusted attribute authority. Goyal et al and Bethencourt 

[2,3] formalized two supplementary form of ABE ciphertext policy attribute based encryption(CP-ABE) and 

key policy attribute based encryption(KPABE). In (KP-ABE) [2] the ciphertext associated to attribute set and 

secret key attach to access policy for fine grained data access control for users to decrypted the ciphertext. The 

(CP-ABE) [3] the secret key attach to ciphertext and access policy connected to attribute set, where each users 

possess private key to corresponding attribute’s set the ciphertext embedded into access policy, the attribute’s 

users can be decrypt the ciphertext if his attributes satisfy the access policy. To overcome this problem of 

security and privacy the concept of multi authority AAs [4,5] was introduce with central authority and each 

authority distribute secret key correspond to the different set of attributes for the ciphertext decryption. Since in 

the presence of ABE solve the security issue but the users with different attributes user’s access different level 

of encrypted data that fails the attribute user may be change with time that is imitated as attribute’s revocation. 

To solve this problem with attribute user’s revocation to periodically update key that allow only non-revoked 

user’s to update secret key for thedecryption of newly encrypted data. In the scenario of revocable ABE [6] 

consists of two method i) indirect revocation in which the data sender encrypts his data under attribute set the 

and for fixed time the attribute authority according to revoked attribute list update the secret key for non-

revoked attribute user’s in each time periodically for the current ciphertext decryption. ii) Direct revocation in 

which sender during encryption algorithm specify the revocation list so that the data owner doesn’t need to 
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update the secret key with instantly and without indirect revocation. Zheng et al [7] proposed Verifiable 

attribute-based keywords search (VABKS) searchable encryption scheme using access control policies for the 

keywords encryption. In the process of execution verification algorithm, the users whose credential satisfied the 

data owner access policy determined whether the sever return the verification algorithm for the desired policy 

and returned the information correctly. While the Scheme is less efficient due to access tree structure to related 

attribute and attribute revocation is not implement in his scheme. To achieve keywords based search and data 

access control several attribute based encryption has been proposed [8,9]. Which achieved keyword search 

encryption and data access control over the encrypted keywords index on using attribute based encryption 

technique his scheme also achieves attribute’s user’s revocation under with some limitation. 

 

A. Related work 

The efforts of scholar and researcher in cryptography achieve their own techniques in different field of 

cryptography for the purposes of data security. However, after the development of identity based encryption in 

cryptography that based on fuzzy identity encryption in [1] notion ofattribute-based encryption the attribute set 

represents identities the data sender need to specify some attributes for the data receiver no need of specify with 

specific identity where the attribute-based encryption has nice property that provide data access control the 

decryption side are not fixed. Then Ostrovsky et al in [10] proposed attribute-based encryption scheme of 

private keys for any access structure of Boolean formula that handle AND\OR gate including non-monotonic 

access structure one. After that Goyal et al [2] and Bethencourt [3] proposed for (KP-ABE) and (CP-ABE) 

based that based on attribute base encryption for the data access control access policy for security and privacy. 

Constant size ciphertext is also a type of ABE in research direction. Doshi et al [11] proposed fully secure 

constant size (CP-ABE) scheme to study about the access structure of attributes with secret key to an any subset 

of attribute can be part of ciphertext policy which creates the security issues for the proposed scheme. There are 

many multi authority attribute based encryption Yang et al [12,13,14] has been proposed for secure data access 

control that achieve the attribute revocation under random oracle model but these scheme cannot approach about 

the efficient access policy changes to new policy in attribute revocation for the encrypted data that provide 

forward security. Chen et al [15] presented a secure attribute based encryption scheme with threshold access 

structure for constant ciphertext in attribute based encryption and attribute based signature ABE/ABS. Further 

his design scheme support both KP-ABE and (CP-ABE) that applicable to large attribute universe with constant 

size ciphertext with ABS and reduce a pairing evaluation to a constant size, that has a nice property for practical 

attribute based encryption but his scheme cannot support keyword search and revocation. Qiu et al [16] 

formulized hidden ciphertext policy attribute based encryption keywords search scheme in which any user’s 

only able to access and search the keywords if he\she satisfy the access policy of the data owner encrypted data 

and prove that his scheme secures under general group model for indistinguishable against keywords with 

access structure. Ciu et al [17] put a forward CP-ABE Scheme with partially hidden access policy with access 

structure give attribute’s name, attribute’s values are not given in the ciphertext where his scheme cannot 

support the attribute revocation and data verifiability that remains. After that Wang et al [18] presented a 

keyword searchable attribute based encryption and revocation scheme if the attribute set satisfy the access 

policy given token match to the keyword index the respective user’s will be able to get the attach keywords 

query, but his scheme cannot clear about AND/OR gate access policy thus the scheme cannot achieve both 

AND/OR gate access policy only support AND gate access policy. To solve this problem, the Yin et al [19] 

proposed an efficient Ciphertext policy attribute-based searchable encryption scheme and support AND/OR 

gates access policy with threshold gates but his scheme the search token deterministic the query keywords in 

trapdoor vulnerable against chosen plain text attack. Lai et al [20] proposed verifiable ABE outsource 

decryption some extra information are added in ciphertext for the verification and transformation result 

correctness verification proof also his scheme support outsource decryption. Zhang et al [21] presented 

adaptively secure multi authority ABE that support outsource decryption verification but his scheme cannot 

support outsource encryption and verifiability. Wang et al [22] proposed Verifiable and multi keywords 

searchable attribute based encryption scheme for multi keywords the CS does not learn any information from 

keywords search trapdoor but his design scheme cannot support attribute revocation. Xiong et al [23] proposed a 

complicated Encryption Service Provider (ESP) verifiable scheme for outsource decryption result can be 

checked by the user’s. Where they demonstrate that the intermediate ciphertext return to the user’s by using 

either ESP scheme without any detection. In this paper we propose verifiable ciphertext policy attribute based 

encryption scheme keywords search and attribute revocation. Our VCP-ABE scheme consists secret key 

generation verification, outsource encryption, outsource decryption, and ciphertext update verification to ensure 

that ciphertext successfully update only non-revoked attribute users can access to new encrypted and updated 

data. 
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B. Contribution andChallenges  

We proposed a verifiable ciphertext policy attribute-based encryption (VCP-ABE) scheme supporting 

attribute’s revocation with keywords search in existing of central authority and multiple authority scenario that 

can be regarded with following contribution. 

a) We proposed a (VCP-ABE) multiple authority scheme in the existing of central authority with keyword 

search and data access control for the authorized user’s in order to support outsource encryption outsource 

decryption and ciphertext update verification through CPS that is high computing power to reduce workload on 

CS and user’s client side.  

b) In our Scheme each attribute authority first verifies the certificate of the user’s for identification issued from 

central authority. If the user’s is legal the corresponding attribute authority generate the secret key with unique 

identity of each user’s that prevent the users from the collision attack.  

c) We also design the attribute’s revocation for multiple authority(𝐴𝐴𝑘) the central authority first completely 

remove the revoked user’s from list with identity send the revoked user’s list to attribute authority. The 

attribute’s authority stop issuingto update key the list of revoked users with identity. The attribute authority 

periodically updates the secret key component for non-revoked attribute users to access and decrypt the new 

encrypt and update data on the basis of access policy verification.    

d) In our proposed scheme the CS update the ciphertext after the secret key update while each attribute authority 

can verify the update ciphertext through CPS. The CPS return 1 mean the ciphertext successfully updated 

otherwise output 0 in case of unrevoked attribute’s user’s. 

e) In order to resolve the issue of collision all users in the system to prevent collision attack it is necessary for 

the compromising security. The revoked user’s cannot able to combine their secret key information with revoke 

identity of non-revoked attribute’s users with unique identity verification from the attribute authority in key 

updating process. Hence the revoked attribute users cannot use the old keys to update his secret key and decrypt 

newly created ciphertext.   

The reminder of this paper is organized as follow. 

In section II we briefly review preliminaries and some definition associated with this work. System 

model, system framework and security model in section III. The scheme concreates construction of (VCP-ABE) 

scheme including revocation system security and correctness analysis explain in section IV. In section V we 

compare our scheme previous existing scheme and then extend our (VCP-ABE) with keyword’s search and 

multiple authority revocability scheme with improve efficiency. Finally, we conclude this paper in section VI. 

 

 
Figure1 System Model 
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II. Preliminaries 
In this section we review some of the basic cryptographic definitions including Bilinear maps, Access 

structure and Linear secret sharing scheme that are related to our verifiable ciphertext policy attribute-based 

encryption scheme. 

 

A. Deination1: Bilinear maps 

Let 𝔾1,𝔾2 be two multiplicative cyclic group of prime order 𝑝where 𝑔 is generator of group 𝔾1. A bilinear 

pairing constructed with following properties. 

1)Bi-linearity For all 𝑢, 𝑣 ∈ 𝔾1and 𝑥, 𝑦 ∈ ℤ𝑝
∗ , 𝑒 𝑢𝑥 , 𝑣𝑦  = 𝑒(𝑢, 𝑣)𝑥𝑦  exists.  

2)Non-degeneracy 𝑒 𝑔,𝑔 ≠ 1, where 𝑔 is generator of group 𝔾1 

3)Computability For all 𝑢, 𝑣 ∈ 𝔾1 there exist an efficient polynomial time algorithm 𝑒(𝑢, 𝑣) ∈ 𝔾2. 

 

B. Deination2: Access Structure [24]  

Let 𝕃 = {𝐿1 , 𝐿2 ,…𝐿𝑘} be set of attributes a collection 𝔸 ⊆ 2{𝐿1 ,𝐿2 ,…𝐿𝑘 } if ∀𝐵,𝐶: if 𝐵 ∈ 𝔸 and 𝐵 ⊆ 𝐶 

then 𝐶 ⊆ 𝔸 an access structure respectively, monotonic access structure and monotonic access structure is a 

collection respectively, monotonic collection of 𝔸 non-empty subset of 

𝕃 = {𝐿1 , 𝐿2,…𝐿𝑘}i.e𝔸 ⊆ 2 𝐿1 ,𝐿2 ,…𝐿𝑘  ∖ {∅}. Thus the set in 𝔸 is called authorized attributes sets and the sets not 

in 𝔸 is called non-authorized attributes sets. 

 

C. Defination3: Linear secret sharing scheme [25] 

A linear secret sharing scheme is set of attributes 𝕃 of matrix 𝑀 with 𝑙 row and 𝑛 column. Let 𝜌 be a 

function as 𝜌: 1,… , 𝑙 → 𝕃 that map each row of 𝑀 to an attributes set for labeling. A secret sharing scheme Π is 

set of attributes 𝕃 is called a linear secret sharing scheme over ℤ𝑝  if, 

1) The share for each attribute from a vector over ℤ𝑝 . 

2) There exist a matrix 𝑀 with 𝑙 row and 𝑛 column called the sharing generating matrix for Π. For 

𝑖 = 1,… , 𝑙 we let the function 𝜌 is map each attributes of matrix to an attributes 𝑖 is 𝜌 𝑖 . Considering that 

column vector 𝜈=(s,𝑟1,…,𝑟𝑛 ) and s∈ ℤP is share of secret to be shared and 𝑟1,…,𝑟𝑛 ∈ ℤ𝑝are randomly chosen 

then 𝑀 𝑣 𝑖 is called 𝑙 share according to Π and share 𝑀 𝑣 𝑖 belong to attribute 𝜌 𝑖 . According to linear 

reconstruction property of Π is LSSS for access structure 𝔸 and 𝐿𝑖 ∈ 𝔸 be authorized set of attributes and 

𝐼 ⊂ {1,… , 𝑙} can be define as 𝐼 = {𝑖: 𝜌 𝑖 ∈ 𝐿𝑖}. Then the vector (1,0,… . ,0) is in the span of row of matrix 𝑀 

indexed 𝐼 there exist a constant {𝜔𝑖 ∈ ℤ𝑃} such that if 𝛾𝑖  is valid share s according to Π, then 𝑠 =  𝜔𝑖𝛾𝑖𝑖∈𝐼  for 

authorized set otherwise for unauthorized set no such constant are existing.  

Boolean Formula. LSSS access structure can be derived from representation of Boolean formulas. There are 

generic methods to convert monotonic Boolean formula into LSSS matrix. A Boolean formula can be 

represented as an access tree in which AND/OR gates denote an interior nodes and attribute are denoted in leaf 

nodes. The number of leaf nodes in the access tree are equal to the number of rows in LSSS matrix. 

 

Table1Notations used in this Paper 
Notation Description  

𝑃𝐾𝐶𝐴 

𝕃 

𝐿𝑖  
𝐴𝑖𝑑  

𝑆𝐾𝐴𝑖𝑑  

𝑈𝑖𝑑 

𝑢𝑖𝑑 

𝑆𝐾𝑢𝑖𝑑  

𝐴𝐴𝑘  

𝑆𝑖𝑔 𝑢𝑖𝑑  
𝔸 

𝒮 

𝑆𝐾𝑢𝑖  

𝑅𝐾𝑖 

𝐼𝐾𝑖  

𝑇𝐾𝑖 

𝐶𝑇𝑖  
𝐶𝑇′  

𝐸 

Public key of central authority  

Least number of attributes satisfy access policy 

The number of attributes satisfy access policy 
All attribute authority identity 

Authority secret key  

All user’s identity  

Each user’s identity 

Certificate holder user’s secret key 

Number of attribute authority 
Certificate signature 

Access structure 

Access policy 
User’s secret key  

Attribute user’s Retrieval key  

Intermediate key 
User’s keywords search token 

Encrypted ciphertext 

Re-encrypted ciphertext 
Outsource decrypted ciphertext 
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III. System Model And Security Model 
In this section we present system model and security model for our verifiable ciphertext policy 

attribute-based encryption keywords scheme(VCPABE) that consists six entities to performed efficient, 

verifiable and flexible multi keywords search on outsource encrypted data. 

 

A. System model 

As shown in Fig1 the system model for (VCPABE) verifiable ciphertext policy attribute-based 

encryption keywords search under the scenario of cloud storage consists of six entities the Central 

authority(CA), Attribute authorities Data owner (DO), Data users(DU), Cloud server(CS) and Cloud proxy 

Server(CPS). 

 

1)Central authority: Central authority is fully trusted authority that is responsible for the System initialization 

registration for both attribute authority and users it’s also provide certificate to legal user’s and send revoked 

user’s list at revocation time that is that required for the system security. Where Central authority does not 

participate any attribute related operation. 

 

2) Attribute Authority: The Attribute authority is trusted authority that responsible for verification of user’s 

certificate to generate secret key for attribute user’s and the distribution of secret key according to ownership of 

legal user’s identity, or role based access control and public key under a secure way. The attribute authority also 

responsible secret key update in revocation time for non-revoked attribute’s user’s.  

 

3)Data Owner: The data owner first defines access control, access structure and access policy for the attribute 

user’s in the system the data he intends to outsource to the cloud server. The data owner run keyword index 

generation algorithm to generate keywords index and ciphertext then extract index keywords from data file to 

corresponding attribute’s set that involve in the access policy for the define access structure. For the better data 

confidentiality, the data owner uses symmetric encryption key like AES symmetrically encrypt the keywords 

index and ciphertext to cloud server. Only the attributes users can search and decrypt the ciphertext if he\she 

satisfy the access structure embedded in ciphertext.  

 

4)Cloud server(CS) Cloud server has the capacity to store a large amount of date it provides data storage service 

for the data owner to encrypt all the data that consist of keywords search index with corresponding ciphertext. 

Further its provide search facilities for the user’s in based on query interested keywords search token. The CS 

return the search result to the user’s if search token match to the interested keywords index successfully output 1 

otherwise 0 while the server has no knowledge about the index keywords and trapdoor keywords search query. 

Further the CS update all the ciphertext after the updating of secret key related to revoke attribute’s users.   

 

5)UsersThe user’s is authorized set where each user’s has unique identity 𝑢𝑖𝑑, certificate that labeled with 

attribute’s. The user’s request to generate secret key from the related attribute authority and search token 

generated by CS for query keyword search. All users can freely download the ciphertext and decrypted the 

encrypted data with their secret key if he/she satisfy the access structure for and access policy.  

 

6)Cloud Proxy Server (CPS) The Cloud proxy server has powerful computing ability to helps data owner, user’s 

and attribute authorities in outsource encryption, outsource decryption, and updated ciphertext verification to 

ensure an efficiency in attribute revocation that reduce the computational workload on user’s client where the 

cloud proxy server is also semi trusted that get no information about the ciphertext.  
 
B. Access Control frame work  

To fulfil the requirement of verifiable Ciphertext policy attribute-based encryption scheme with 

keywords search including central authority, attribute authorities, data owner, multi user’s, Cloud sever and 

Cloud Proxy server our (VCP-ABE) scheme consist of fifteen algorithms as follow. 

1)CA Setup(𝜅) → (𝑃𝐾𝐶𝐴 , 𝑆𝑃) The central authority(CA) execute the algorithm input security parameter 𝜅 and 

output central authority public key and system parameter.  

2)AA Registration (𝐴𝑖𝑑 , 𝑆𝑃) → (𝑃𝐾𝑎𝑖𝑑 , 𝑆𝐾𝐴𝑖𝑑 )The CA assign each attribute authority(𝐴𝐴𝑘) with authority 

identity 𝐴𝑖𝑑  for all legal attribute’s authority output authority public key and each authority secret key.  

3)Users Registration( 𝑆𝑃,𝑃𝐾𝐶𝐴) → (𝑆𝐾𝑢𝑖𝑑 ,𝑈𝑖𝑑, 𝑆𝑖𝑔(𝑢𝑖𝑑))This algorithm is run by the Central authority that 

input system parameter central authority pubic key, and output secret key with certificate for all legality users 

with corresponding certificate. 
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4)AA Setup(𝑃𝐾𝑎𝑖𝑑 , 𝐿𝑖)  → (𝑃𝐾𝐿𝑖 ,𝑀𝐾) Each attribute authority(𝐴𝐴𝑘) input its public key issue from central 

authority, attribute’s set 𝐿𝑖  that managed by each authority output public keys of attribute’s user’s and master 

key. 

5)Key-Gen(𝑃𝐾𝑎𝑖𝑑 , 𝐿𝑖 ,𝑈𝑖𝑑, 𝑆𝑖𝑔 𝑢𝑖𝑑 , 𝑆𝐾𝑢𝑖𝑑 ) → (𝑆𝐾𝑢𝑖 ,𝑅𝐾𝑖 , 𝐼𝐾𝑖)Each attribute authority(𝐴𝐴𝑘) run secret key 

generation algorithm input authority public key, attribute’s user’s set, all users identity certificate with secret 

key output secret key for all user’s and intermediate key and retrieval keys 𝑅𝐾𝑖  for the attribute’s user’s.   

6)Index generation(𝑃𝐾𝑎𝑖𝑑 ,𝑊𝐷 ,𝑊𝐷
′ ) → (|𝐼𝑛𝑑𝑒𝑥|)The data owner run the keywords index generation algorithm 

that input authority public key keywords set and interested keywords and output Keywords index.  

7)Encrypt(𝑃𝐾𝑎𝑖𝑑 ,𝔸,𝒮, |𝐼𝑛𝑑𝑒𝑥|) → (𝐶𝑇𝑖) The DO run the encryption algorithm input attribute authority public 

key, access structure 𝔸, access policy 𝒮 and output the ciphertexts 𝐶𝑇𝑖  while the encryption algorithm consists 

of outsource encryption and encryption of ciphertext, and keywords index.  

8)Gen-TK(𝑃𝐾𝑎𝑖𝑑 ,𝒮, 𝑆𝐾𝑢𝑖 ) → (𝑇𝐾𝑖) The token  generation algorithm run by attribute’s user’s to generate token 

for query keywords that input the authority public key, access policy and its secret key output the search token 

for all legal user’s.  

9)Search(𝑇𝐾𝑖 ,𝑊𝐷
′ ) → (1,⊥) The CS execute the search algorithm token submitted by the user’s the CS verifies 

that search token match to encrypted interested keywords of the attribute’s user’s , if verification is successful 

the CS send the query keywords search result otherwise ⊥. 
10)Decrypt(𝔸,𝑅𝐾𝑖 ,𝐶𝑇𝑖) → ( 𝑚𝑠𝑔 ,⊥) This algorithm run by the user’s input access structure retrieval key for 

the decryption of ciphertext the decryption algorithm consists of outsource decryption that is run by the CPS and 

decryption algorithm run by the CS. The CS successfully output the 𝐸𝑛𝑘(𝑚𝑠𝑔) if he\she satisfied the access 

structure embedded in ciphertext otherwise ⊥. 
11)Revocation(𝑃𝐾𝑎𝑖𝑑 , 𝐿𝑅𝑖 ,𝑢𝑖𝑑) → (𝐿𝑅𝑖

′) The attribute revocation algorithm is run by each attribute authority 

input the authority public key, previous attribute’s list and each revoked user’s identity list issue by the CA 

output new non-revoke attribute’s user’s list. Where the central authority removes the certificate with unique 

identity of revoked user’s send the list of revoked user’s to attribute authority.  

12)Authority-Key-Update(𝑃𝐾𝑎𝑖𝑑 , 𝐿𝑅𝑖 ,𝑀𝐾, 𝑆𝐾𝐴𝑖𝑑 ) → (𝑃𝐾𝑎𝑖𝑑
′ ,𝑀𝐾 ′ , 𝑆𝐾𝐴𝑖𝑑

′ ) This algorithm run by each attribute 

authority(𝐴𝐴𝑘) input previous attribute authority public key master secret key, attribute’s users revocation list 

output each attribute authority updated public key, master key and secret key.   

13)Users-Key-Update(𝑃𝐾𝑎𝑖𝑑
′ ,𝑀𝐾 ′ ,𝑢′ 𝑖𝑑, 𝑆𝐾𝑢𝑖 ) → (𝑆𝐾𝑢𝑖

′ ,𝑅𝐾𝑖
′ , 𝐼𝐾𝑖

′)) The attribute authority(𝐴𝐴𝑘) run user’s 

keys update algorithm that input authority updated public key, master key non revoked user’s identity attribute 

user’s current key output update secret keys retrieval keys and intermediate key for all non-revoked attribute’s 

user’s. 

14)CT-Update(𝐶𝑇𝑖 ,𝐴𝑈𝐾𝑖 ,𝑃𝐾𝑎𝑖𝑑
′ ,𝑀𝐾 ′) → (𝐶𝑇𝑖

′) The ciphertext update algorithm run by the cloud server input 

current ciphertext and attribute’s user’s updated keys and output the update ciphertext for unrevoked attribute 

user’s.    

15)Verify(𝐴𝑈𝐾𝑖 , 𝐿𝑅𝑖
′) → (1,0) The attribute authority(𝐴𝐴𝑘) run the ciphertext update verification algorithm 

input attribute’s user’s update keys, non-revoked attribute’s user’s list request from CPS the correctness 

verification of update ciphertext the CPS output 1 ciphertext 𝐶𝑇𝑖
′successfully updated if the verification is 

successful otherwise 0. 
 
C. Security Model  

The security of our proposed revocable Verifiable ciphertext policy attribute-based encryption with 

keywords search of our scheme based on Decisional Bilinear Diffie Hellman assumption and Decisional linear 

assumption where the CS cannot collide with revoked attribute user’s but sever also curious that perform the 

operation for encrypted data. For our scheme we define security model under central authority non adaptive 

security game procedure between the adversary 𝒜 and the challenger 𝒞 and adversary set the authorities as 

corrupt authoritiesto get the system parameter send the entire query to the challenger 𝒞 as follow. 

(Adversary queries) The adversary 𝒜 choose a random bit 𝑏′ ∈ (0,1) and  send entire query to the challenger 

where challenger 𝒞 run CA setup algorithm and reply the adversary 𝒜 queries.  

CA Setup(𝜅) → (𝑃𝐾𝐶𝐴 , 𝑆𝑃) The challenger 𝒞 run the CA setup algorithm for the set of corrupt authority and 

output public key and system parameter𝑆𝑃 for corrupt authority of adversary 𝒜 with following queries.   

a)(Public-Key-Query) The adversary 𝒜 makes query for authority public key(𝐴𝑃𝐾𝑎𝑖𝑑 ) for all corrupt authority 

𝐴𝐴𝐶
∗  as 𝐴𝑃𝐾𝑎𝑖𝑑

∗  by himself and send to the challenger 𝒞.  Where the challenger 𝒞 run the setup algorithm sends 

the public key to adversary 𝒜 and keep master key secret.  

b) Secret-Key-Query 𝐴𝑃𝐾𝑎𝑖𝑑
∗ , 𝐿𝑖

∗,𝑈𝑖𝑑
∗ , 𝑆𝑖𝑔 𝑢𝑖𝑑

∗   → (𝑆𝐾𝑢𝑖
∗ ,𝑅𝐾𝑖

∗, 𝐼𝐾𝑖
∗)  The adversary 𝒜 query for the secret key 

submit challenge unauthorized attribute’s, user’s identity and certificate that is not issue from the central 

authority the challenger 𝒞 run the key generation algorithm challenger 𝒞 first compute and verify the certificate 

and authenticate that 𝑈𝑖𝑑
∗  is the identity for all user’s adversary which not in the list of central authority because 
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𝑢𝑖𝑑
∗ ≠ 𝑢𝑖𝑑  for legal and register user’s where 𝐿𝑖

∗ attribute set issue from corrupt authorities and does not satisfied 

the target access structure 𝔸 for the attribute’s user’s 𝐿𝑖
∗, 𝑖 ∈ [1, 𝑘]. For the corrupt  𝐴𝐴𝐶

∗  authorities the 

challenger 𝒞 run the key generation algorithm and send corresponding secret key 𝑆𝐾𝑢𝑖𝑑
∗  𝑢𝑖𝑑

∗ ≠ 𝑢𝑖𝑑   ,𝑅𝐾𝑖
∗, 𝐼𝐾𝑖

∗to 

the adversary 𝒜.  

 

c)Token-Query The adversary 𝒜 choose interested keyword 𝑊𝐷
′′  with challenge access structure 𝔸∗, 𝑆𝐾𝑢𝑖𝑑

∗ and 

access policy 𝒮∗submit to the challenger 𝒞 that does not satisfy the challenge access structure,  access policy. 

The challenger 𝒞 run the token generation algorithm on the basis of secret key algorithm 𝑆𝐾𝑢𝑖𝑑
∗  𝑢𝑖𝑑

∗ ≠ 𝑢𝑖𝑑   and 

send token to the adversary 𝒜 that does not match the legitimate interested keywords𝑊𝐷
′ .  

 

d)Keyword-Query The adversary 𝒜 choose keywords set 𝑊𝐷
∗ and send to the challenger 𝒞 the limitation is that 

the adversary 𝒜 satisfy the access structure 𝔸∗ for chosen keywords 𝑊𝐷
∗ than challenger create empty keywords 

set 𝑊𝐷  access structure 𝔸, access policy 𝒮 for attribute’s user’s and run the keywords encrypt algorithm the 

restriction is that for 𝑊𝐷
∗ the adversary 𝒜 cannot satisfy the access structure and access policy that perform as 

corrupt the adversary 𝒜 chose corrupt authorities and cannot match to the legitimate keywords set 𝑊𝐷 .  

(Guess). The advantage of the Adversary 𝒜 in above game output 𝑏0 of 𝑏′  with probability.   

Prob [𝒜(|𝑏0=𝑏′ |) - 
𝜀

2
)]. 

 

IV. A Verifiable Ciphertext Policy Attribute-Based Encryption With Keyword’s Search And 

Attribute’s Revocation 
In this section the concreate construction of our proposed Verifiable Ciphertext policy attribute-based 

encryption with keywords search for outsource encrypted data and attribute’s user’s revocation for each 

algorithm are as follow. 

 

A. System Setup 

1) CA Setup(𝜅) → (𝑃𝐾𝐶𝐴 ,𝑀𝐾, 𝑆𝑃) The central authority no input other than security parameter 𝜅 output central 

authority public key, master key and system parameter choose a bilinear maps of prime order 𝑝 and generator 𝑔 

of a group 𝔾1with hash function ℍ(0,1)→ ℤ𝑃
∗ , e:𝔾1  × 𝔾1  → 𝔾2  First compute 

𝑆𝑃 = (𝑒,𝔾1,𝔾2 ,𝑈𝑖𝑑,𝐴𝐴𝐾 ,𝑔,ℍ)  choose 𝑎 ∈ ℤ𝑃   
∗ generate 𝑃𝐾𝐶𝐴 = 𝑔𝑎  public key and master key.  

2)Users-Registration(𝑆𝑃,𝑃𝐾𝐶𝐴 ,𝑀𝐾) → (𝑆𝐾𝑢𝑖𝑑 ,𝑈𝑖𝑑, 𝑆𝑖𝑔(𝐻𝑢𝑖𝑑)) The CA input system parameter, public key 

and master key and output secret key for each legal user, all users with unique identity and certificate for all 

users join in the system. Randomly choose 𝑢𝑖 , 𝑟𝑖 ∈ ℤ𝑃 compute 𝑆𝐾𝑢𝑖𝑑 = 𝑔𝐻1(𝑢 𝑖𝑟𝑖) where 𝑈𝑖𝑑 is the universe set 

of user’s with unique identity and certificate 𝑆𝑖𝑔(𝑢𝑖𝑑)) = (𝐻(𝑢𝑖𝑑)𝑔𝐻1(𝑢𝑖𝑟𝑖)). 

3)AA-Registration (𝐴𝑖𝑑 , 𝑆𝑃)) → (𝑃𝐾𝑎𝑖𝑑 , 𝑆𝐾𝐴𝑖𝑑 ) The CA input each authority identity, system parameter output 

the authority public key 𝑃𝐾𝑎𝑖𝑑 and secret key. The CA assign each authority with 𝐴𝑖𝑑  with system parameter 𝑆𝑃 

if and only if the authority is legal.  

4)AA-Setup(𝑃𝐾𝑎𝑖𝑑 , 𝐿𝑖)  → (𝑃𝐾𝐿𝑖 ,𝑀𝐾) Each attribute authority(𝐴𝐴𝑘) input its public key issue from central 

authority, attribute’s set 𝐿𝑖  that managed by every authority output public key, master key of attribute authority 

with 𝐴𝑖𝑑  the authority must be register from CA. Randomly choose 𝛼,𝜍 ∈ 𝔾1 and set 𝑃𝐾𝑎𝑖𝑑 = 𝑔𝜍  where 

𝑋 =  (𝐿𝑖 ,𝑢𝑖)
𝑘
𝑖=1 ,𝑃𝐾𝑖 =(𝑔,𝔾1 , e,𝔾2, 𝑋,ℍ, 𝑃𝐾𝐿𝑖  ,1 ≤ 𝑖 ≤ 𝑘] and 𝑀𝐾 =  𝛼,𝜍 ,𝑔𝛼 , 1 ≤ 𝑖 ≤ 𝑘) and where each 

attribute’s connected to some user’s 𝑈 =  𝑢1 ,𝑢2,… ,𝑢𝑘 =  𝐿1 , 𝐿2 ,… , 𝐿𝑘  indicate number of attribute’s with 

their respective user’s.  

5)Key-Gen(𝑃𝐾𝑎𝑖𝑑 ,𝑀𝐾, 𝐿𝑖 ,𝑈𝑖𝑑, 𝑆𝑖𝑔(𝐻(𝑢𝑖𝑑)) → (𝑆𝐾𝑢𝑖 ,𝑅𝐾𝑖 , 𝐼𝐾𝑖) Each attribute authority(𝐴𝐴𝑘) input public key 

master key attribute’s user’s set, all users identity and certificate and output secret keys, retrieval keys and 

intermediate keys for all user’s. The users can request for the secret key with certificate the authority verify the 

certificate 𝑆𝑖𝑔(𝑢𝑖𝑑)) = 𝑣𝑒𝑟𝑓𝑦(𝐻 𝑢𝑖𝑑 𝑢𝑖𝑔𝜋 ,𝑃𝐾𝐶𝐴) authority first calculate 𝜋 = 𝑢𝑖𝐻1(𝑟𝑖) and 𝜑 = 𝑆𝑖𝑔(𝑢𝑖𝑑)𝑢𝑖  

where 𝜋 and 𝜑 are the verification function for attribute’s users secret key generation.  

=𝑒 𝜑,𝑔 = 𝑒(𝑆𝑖𝑔𝐻(𝑢𝑖𝑑).𝑔𝜋)𝑢𝑖 ,𝑃𝐾𝐶𝐴)……….(1) 

= 𝑒(𝑆𝑖𝑔𝐻(𝑢𝑖𝑑)𝑢𝑖 .𝑔𝐻1(𝑢 𝑖𝑟𝑖),𝑔𝑎) 

= 𝑒(𝑆𝑖𝑔𝐻 𝑢𝑖𝑑 𝑢𝑖 .𝑔𝜋 ,𝑔𝑎) 

= 𝑒(𝑆𝑖𝑔𝐻 𝑢𝑖𝑑 𝑢𝑖 . 𝑆𝐾𝑢𝑖𝑑 ,𝑃𝐾𝐶𝐴) 

The certificate verification is using for the purposes of identification if user’s legal then(𝐴𝐴𝑘) generate 

secret key and corresponding retrieval keys and intermediate key where 𝐼𝐾 =  𝑈𝑖 , 𝐿𝑖 ,𝔸 , 𝑖 ∈ [1, 𝑘]. Then for 

authorized attribute’s users with 𝑈𝑖𝑑 and 𝑆𝑖𝑔(𝑢𝑖𝑑) generate the content key as randomly take 𝑥, 𝑟𝑖 , 𝑠𝑖 ∈
ℤ𝑃𝛼,𝑢 ∈ 𝔾1compute𝐷𝑖 ,1 = 𝑔(𝑢−𝜔 𝑖)𝐷𝑖 ,2 = 𝑔𝛾𝑖+𝛼𝑠𝑖  while output 𝑆𝐾𝑢𝑖  if 𝐿𝑢𝑖 ∈ 𝔸, 𝑖 ∈ [1, 𝑘] satisfy the access 

structure and generate and 𝑅𝐾𝑖  is retrieval key for the outsource decryption. Output 𝑆𝐾𝑢𝑖  =  𝐷𝑖 ,1 ,𝐷𝑖 ,2 , 𝑖 ∈

𝒮𝑅𝐾𝑖 = 𝑔𝑥𝑟1𝛼 .  
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6)Index-Gen 𝑃𝐾𝑎𝑖𝑑 ,𝑊𝐷 ,𝑊𝐷
′  →  𝐼𝑛𝑑𝑒𝑥 The data owner input authority public key keywords set and interested 

keywords randomly choose 𝑎, 𝑐, 𝑡, 𝑟𝑖 ∈ ℤ𝑃𝛼 ∈ 𝔾and compute Keywords index 𝑊𝐷 = 𝑔𝑡(𝑟1+𝑟2)𝑔𝐻 𝑊𝑗
′  

and 

𝑊𝐷
′ = 𝑔𝑎𝑐𝛼 ∈ 𝔾1, 𝑗 ∈  1,𝑚 ,𝑊𝐷 1 ≤ 𝑗 ≤ 𝑚  output Keyword index 𝑊𝐷and 𝑊𝐷

′ .  

 

7)Encryption: 

a)Outsource-Encryption(𝑃𝐾,𝐶𝑇,𝒮) → (𝐶𝑇 ′)The CSP input attribute’s users public key, ciphertext and access 

policy 𝒮 = (𝑀,𝜌) where 𝑀 is matrix of 𝑙 × 𝑛 and 𝜌 is for attribute’s that map each row of matrix 𝑀 to an 

attribute’s set output re-encrypted ciphertext 𝐶𝑇 ′compute𝐶𝑇 ′ = ( 𝒮, {𝐶1,𝐶𝑖 ,1,𝐶𝑖 ,2,𝑃𝐾 𝐶𝑇 𝜌𝑖}, 𝑖 ∈ [1, 𝑙]. 
b)Encrypt(𝑃𝐾𝑎𝑖𝑑 ,𝔸,𝒮,𝑊𝐷 ,𝑊𝐷

′ ) → (𝐶𝑇𝑖 , |𝐼𝑛𝑑𝑒𝑥|) The DO input attribute authority public key, access structure 

𝔸 access policy 𝒮 keywords set, interested keywords output the ciphertext𝐶𝑇𝑖and keywords index. The access 

policy 𝑆 = (𝑀,𝜌)  where the 𝜌 is a  map each 𝑀𝑖  of matrix 𝑀 to an attributes (𝜌𝑖) randomly choose 

𝑥, 𝑠𝑖 , 𝑟𝑖 ∈ ℤP,𝛼,𝑢 ∈ 𝔾1 and two random vector as 𝜐 =  𝑠, 𝜐1 , 𝜐2 ,… , 𝜐𝑛 
𝑇  and  𝑦 = (0, 𝜂1, 𝜂2,… , 𝜂𝑛)𝑇for 𝑖 =

1 𝑡𝑜 𝑙 its compute 𝜔𝑖 = 𝑀𝑖𝜐 and 𝛾𝑖 = 𝑀𝑖𝜂 then 𝑋 =  (𝐿𝑖 ,𝑢𝑖)
𝑘
𝑖=1 ……… . (2) where 𝑋 denote the each 

attribute’s that assign to specific user’s its randomly choose 𝑟𝑖 , 𝑠𝑖 ∈ ℤP compute 𝐶𝑇 = 𝑚. 𝑒(𝑔,𝑔)𝑥𝛼𝑠𝑖𝑟1  

𝐶𝑇 ′ = 𝑔𝑠𝑖 ,𝐶1 = 𝑒(𝑔,𝑔)𝑟1𝑠, 𝐶𝑖 ,1 = 𝑔−𝛼𝑠𝑖𝑟1  and 𝐶𝑖 ,2 = 𝑔𝑟1𝜔 𝑖  output the ciphertext 𝐶𝑇𝑖 = (𝔸,𝐶𝑇 ′ ,𝐶1,𝐶𝑖 ,1,𝐶𝑖 ,2) 

data owner finally upload the keywords index and ciphertext symmetrically to cloud  

server  𝔸,  𝐼𝑛𝑑𝑒𝑥 ,𝐶𝑇,𝐶𝑇 ′ ,𝐶1,𝐶𝑖 ,1 ,𝐶𝑖 ,2 . 
 

8)Gen-TK(𝑃𝐾𝑎𝑖𝑑 ,𝒮, 𝑆𝐾𝑢𝑖 ) → (𝑇𝐾𝑖) The attribute’s user’s input authority public key, access policy and its own 

secret key output the token for all legal user’s the sever return token the attribute user’s if 𝑖 ∈ 𝒮, 𝑖 ∈ [1, 𝑘] return 

token to authorized user’s randomly choose 𝑎, 𝑡, 𝑟𝑖 ∈ ℤP , 𝛼 ∈ 𝔾1 , 𝑇𝐾𝑖 ,1 = 𝑔
𝑎𝑐 𝛼

𝑡  , 𝑇𝐾𝑖 ,2 = 𝑔𝑟1+𝑟2 ⋅  𝑔
𝐻(𝑊𝑗

′ )

𝑡𝐷′

𝑗=1  

 

9)Search(𝑇𝐾,𝑊𝐷
′ ) → (1,⊥) The CS execute the search algorithm token submitted by the user’s the CS verifies 

that search token match to encrypted interested keywords of the attribute’s user’s, if verification is successful 

the CS send the query keywords search result and output 1 otherwise ⊥. 

Judge(𝑊𝑗
′)= 𝑒  (𝑊𝐷

𝐷′

𝑗=1 ,𝑇𝐾𝑖 ,1 = 𝑒 W𝐷′ ,𝑇𝐾𝑖 ,2 ………(3). 

If users satisfy the access structure for search query keywords the CS judge whether the token submit 

from user’s side match to 𝑇𝐾𝑤𝑞 = 𝑤𝑖  equation3 true or not. The data owner encryptskeywords index as  

𝑋 =   𝐿𝑖 ,𝑢𝑖 , 𝑖 ∈ [𝑖, 𝑘]𝑘
𝑖=1 for attribute’s user’s whose want to search and generate a token in interested 

keywords must satisfy the above equation. The CS match the token to interested keywords if search token match 

the CS successfully return the search result attribute user’s𝐿𝑢𝑖 ∈ 𝔸(𝑊𝐷
′  𝑗 = 𝑞 = 1 if attribute user’s 

𝐿𝑢𝑖 ∉ 𝔸(𝑊𝐷
′ (𝑗 = 𝑞 =⊥}otherwise output⊥ in such condition the user’s not allow to search on query keywords.  

 

10)Decryption 

a)Outsource decryption(𝑃𝐾, 𝐼𝐾𝑖 ,𝐶𝑇
′) → (𝐸) The CSP input public key intermediate key and re-encrypted 

ciphertext output the partial decrypted ciphertext. If 𝐿𝑢𝑖𝑑 ∉ 𝔸  the algorithm output an error message otherwise 

its compute 𝐼 =  𝑖: 𝜌 𝑖 ∈ 𝐿𝑖 , 𝑖 ∈ [1, 𝑙] with constant 𝜔𝑖 ∈ ℤ𝑃 such that  𝛾𝑖𝜔𝑖𝑖∈𝐼 =  1,0,… . ,0 and output the 

partial decrypted ciphertext 𝐸 outsource decryption operational algorithm and send to user’s as.  

 𝐸 =  
𝑒(𝐶1  (𝐶𝑖 ,1 ,𝐷𝑖 ,1𝑖∈𝐼 )

𝑒( 𝑒(𝐶𝑖 ,2 ,𝐷𝑖 ,2𝑖∈𝐼 )
……. (4)  

 

b)Decryption(𝑅𝐾𝑖 ,𝐶𝑇𝑖) → ( 𝑚𝑠𝑔 ,⊥) The user’s input its retrieval key for the decryption of ciphertext. The 

attribute user’s successfully output the message satisfy the access structure embedded in ciphertext otherwise if 

𝐿𝑢𝑖𝑑 ∉ 𝔸  output ⊥.According to LSSS property if 𝛾𝑖  are valid share for secret 𝑠 there exist such constant 
 𝛾𝑖 ∈ ℤ𝑃 , 𝑖 ∈ 𝐼 such that 𝑠 =  𝛾𝑖𝜔𝑖𝑖∈𝐼 the user’s compute 𝑅𝐾𝑖and decrypt file with retrieval key as follow. 

𝑚𝑠𝑔 =
𝐶𝑇. 𝑒(𝐶𝑖 ,1,𝑔)𝑢+𝑥

𝐸
…… . . (5) 

 

11)Revocation(𝑃𝐾𝑎𝑖𝑑 , 𝐿𝑅𝑖 ,𝑢𝑖𝑑) → (𝐿𝑅𝑖
′)Each attribute authority(𝐴𝐴𝑘 ) input the authority public key, revoked 

attribute’s list and each user’s identity output newnon-revoke attribute’s list. Where the central authority 

removes the certificate and identity of revoked user’s send the list of revoked user’s to attribute authority. The 

attribute authority generate new attribute list that is 𝐿𝑅𝑖
′  for non-revoked user’s. The revocation of attribute users 

contains two algorithms a) Key-Update b) Ciphertext-Update to ensure that revoked attribute cannot decrypt the 

data while the new users can decrypt the previous data if his attribute satisfy the access policy.  
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12)Authority-Key-Update(𝑃𝐾𝑎𝑖𝑑 , 𝐿𝑅𝑖 ,𝑀𝐾, 𝑆𝐾𝐴𝑖𝑑 ) → (𝑃𝐾𝑎𝑖𝑑
′ ,𝑀𝐾 ′ , 𝑆𝐾𝐴𝑖𝑑

′ ) Each attribute authority(𝐴𝐴𝑘) input 

previous attribute authority public key, master key, attribute’s users revocation list output each attribute 

authority updated public key, master key and secret key. Randomly choose 𝛼 ′ ,𝜍 ′ ∈ 𝔾1 and set 𝑋 = 𝑔𝛼 ′
 where 

𝑋′ =  (𝐿𝑅𝑖
′ ,𝑢𝑖 ′)

𝑘
𝑖=1  is non-revoked attribute’s user’s in revocation phase 

𝑃𝐾 ′ =(𝑔,𝔾1, e,𝔾2, 𝑋,ℍ, 𝑃𝐾𝐿𝑖
′   ,1 ≤ 𝑖 ≤ 𝑘] and 𝑀𝐾 ′ =  𝛼 ′ ,𝜍 ′ ,𝑔𝛼 ′

, 1 ≤ 𝑖 ≤ 𝑘). 

 

13)Users-Key-Update(𝑃𝐾𝑎𝑖𝑑
′ ,𝑀𝐾 ′) → (𝑆𝐾𝑢𝑖

′ ,𝑅𝐾𝑖
′ , 𝐼𝐾𝑖

′) The attribute authority 𝐴𝐴𝑘  input authority updated 

public, master key output the update secret keys, intermediate key and retrieval keys for all non-revoked 

attribute’s user’s. Then for non-revoke attribute’s user’s with 𝑈𝑖𝑑 and 𝑆𝑖𝑔(𝑢𝑖𝑑) update the key as randomly 

choose 𝑢′ ,𝛼 ′ ∈ 𝔾1, 𝑥 ′ , 𝑠𝑖
′ , 𝑟𝑖

′ ∈ ℤ𝑃  compute𝐷𝑖 ,1 = 𝑔(𝑢 ′−𝜔 𝑖
′ ),𝐷𝑖 ,2 = 𝑔(𝛾𝑖

′−𝛼 ′ 𝑠𝑖) while output 𝑆𝐾𝑢𝑖𝑑
′ if 

𝐿𝑅𝑖
′ ∈ 𝔸, 𝑖 ∈ [1, 𝑘] satisfy the access structure output 𝑆𝐾𝑢𝑖𝑑

′ =  𝐷𝑖 ,1,𝐷𝑖 ,2 and 

𝑅𝐾𝑖
′ = 𝑔𝑥 ′ 𝛼 ′ 𝑟1

′
𝐼𝐾𝑖

′ =  𝑈𝑖
′ , 𝐿𝑅𝑖

′ ,𝔸 . The revoked user’s cannot use non-revoked user’s secret key to update its 

own secret key hence 𝑆𝐾𝑢𝑖𝑑  ≠ 𝑆𝐾𝑢𝑖𝑑
′ .  

 

14)CT-Update(𝐶𝑇𝑖 ,𝐴𝑈𝐾𝑖 ,𝑃𝐾𝑎𝑖𝑑
′ ,𝑀𝐾 ′) → (𝐶𝑇𝑖

′) The ciphertext update algorithm run by the cloud server input 

current ciphertext and attribute’s user’s updated keys. Output the current updatedciphertext for the unrevoked 

attribute user’s randomly choose 𝑥 ′ , 𝑟𝑖
′ , 𝑠𝑖

′ ∈ ℤ𝑃  update each ciphertext to related attributes’ user’s as follow. 

𝐶𝑇 ′ = 𝑒(𝑔,𝑔)𝑥
′ 𝛼 ′ 𝑠𝑖

′ 𝑟1
′
 ,𝐶𝑇 ′′ = 𝑔𝑠𝑖 = 𝐶𝑇 ′′ = 𝑔𝑠𝑖

′
,𝐶1 = 𝑒(𝑔,𝑔)𝑟1𝑠 = 𝐶1

′ = 𝑒(𝑔,𝑔)𝑟1
′ 𝑠′ ,𝐶𝑖 ,1 = 𝑔−𝛼𝑠𝑖

′ 𝑟1 ,𝐶𝑖 ,1
′ =

𝑔−𝛼 ′ 𝑠𝑖
′ 𝑟1

′
 and 𝐶𝑖 ,2 = 𝑔𝑟1𝜔 𝑖 = 𝐶𝑖 ,2

′ = 𝑔𝑟1
′𝜔 𝑖

′
 output the update ciphertext 𝐶𝑇𝑖

′ = (𝔸′ ,𝐶𝑇 ′ ,𝐶𝑇 ′′ ,𝐶1
′ ,𝐶𝑖 ,1

′ ,𝐶𝑖 ,2
′ ).  

 

15)Verify(𝐴𝑈𝐾𝑖 , 𝐿𝑅𝑖
′) → (0,1) After the ciphertext update the attribute authority(𝐴𝐴𝑘) input attribute’s user’s 

update keys, non-revoked attribute’s user’s list and request from CPS the correctness verification of update 

ciphertext. The CPS output 1 if the ciphertext update correctly otherwise 0. For the correctness and access to 

updated ciphertext the following condition must hold.  

a)(𝐴𝑈𝐾𝑖 ,𝐶𝑇𝑖
′ , 𝐿𝑅𝑖

′) → (𝑚, 0) If 𝑢𝑖𝑑
′ ∈ 𝐿𝑅𝑖

′  the non-revoked user’s whose satisfy the access structure with 

corresponding update secret key output 𝑚 where 𝑢𝑖𝑑 ∈ 𝐿𝑅𝑖  is the revoked attribute’s user’s the algorithm output 

0.  

 

B. Correctness Analysis 

In this section we proof the correctness analysis of matching index keywords search token outsource of 

file decryption as follow.  

1)Correctness verification of matching between the encrypted index and trapdoor search.  

e  (𝑊𝐷
𝐷′

𝑗=1 ,𝑇𝐾𝑖 ,1 =  𝑒 𝑇𝐾𝑖 ,2,𝑊𝐷′   

= 𝑒( (𝑔𝑡(𝑟1+𝑟2)𝑔𝐻(𝑊𝑗
′ )

𝐷′

𝑗=1
,𝑔

𝑎𝑐 𝛼

𝑡 ) 

= 𝑒𝑔𝑡(𝑟1+𝑟2)𝑔 𝐻(𝑊𝑗
′ )𝐷′

𝑗=1 ,𝑔
𝑎𝑐 𝛼

𝑡 ) 

= 𝑒(𝑔,𝑔)𝑎𝑐𝛼 (𝑟1+𝑟2)𝑒(𝑔,𝑔)
𝑎𝑐𝛼  𝐻(𝑊𝑗

′ )𝐷′
𝑗=1

𝑡  

= 𝑒 𝑇𝐾𝑖 ,2,𝑊𝐷′   

= 𝑒(𝑔𝑟1+𝑟2 ⋅ 𝑔
𝐻(𝑊𝑗

′ )

𝑡

𝐷′

𝑗=1
,𝑔𝑎𝑐𝛼 ) 

= 𝑒(𝑔𝑟1+𝑟2 ⋅ 𝑔
 

𝐻(𝑊𝑗
′ )

𝑡
𝐷′

𝑗=1 ,𝑔𝑎𝑐𝛼 ) 

= 𝑒(𝑔,𝑔)𝑎𝑐𝛼 (𝑟1+𝑟2)𝑒(𝑔,𝑔)
𝑎𝑐𝛼  𝐻(𝑊𝑗

′ )𝐷′
𝑗=1

𝑡  

 

2)Correctness Verification of outsource decryption      

=  𝐸 =  
𝑒(𝐶1  𝐶𝑖 ,1,𝐷𝑖 ,1𝑖∈𝐼 )

𝑒( 𝑒(𝐶𝑖 ,2,𝐷𝑖 ,2𝑖∈𝐼 )
 

=
𝑒(𝑔,𝑔)𝑟1𝑠  𝑔−𝛼𝑠𝑖𝑟1 ,𝑔(𝑢−𝜔 𝑖))𝑖∈𝐼

𝑒( 𝑔𝑟1𝜔 𝑖𝑖∈𝐼 ,𝑔(𝛾𝑖+𝛼𝑠𝑖))
 

=
𝑒(𝑔,𝑔)𝑟1𝑠𝑒  𝑒(𝑔,𝑔)−𝛼𝑢 𝑠𝑖𝑟1  𝑒(𝑔,𝑔)𝛼𝜔 𝑖𝑠𝑖𝑟1

𝑖∈𝐼𝑖∈𝐼

 𝑒(𝑔,𝑔)𝑟1𝛾𝑖𝜔 𝑖𝑖∈𝐼  𝑒(𝑔,𝑔)𝛼𝑟1𝑠𝑖𝜔 𝑖𝑖∈𝐼
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𝐸 =  𝑒(𝑔,𝑔)−𝛼𝑢 𝑠𝑖𝑟1

𝑖∈𝐼

 

3)Correctness of file decryption  

𝑚𝑠𝑔 =
𝐶𝑇. 𝑒(𝐶𝑖 ,1,𝑔)𝑢+𝑥

𝐸
 

𝑚𝑠𝑔 =
𝑚. 𝑒 𝑔,𝑔 𝑥𝛼𝑠𝑖𝑟1 (𝑔−𝛼𝑠𝑖𝑟1 ,𝑔)𝑢+𝑥

𝑒(𝑔,𝑔)−𝛼𝑢 𝑠𝑖𝑟1
 

𝑚𝑠𝑔 =
𝑚. 𝑒 𝑔,𝑔 𝑥𝛼𝑠𝑖𝑟1𝑒(𝑔,𝑔)−𝛼𝑢 𝑠𝑖𝑟1𝑒(𝑔,𝑔)𝑥𝛼𝑠𝑖𝑟1

𝑒(𝑔,𝑔)−𝛼𝑢 𝑠𝑖𝑟1
 

 

 

C. Security proof 

We First consider the security of keyword index using security game indistinguishable against adaptive 

chosen keyword attack as follow. 

 

Defination1: Decisional Linear assumption(DL): [26] 

An asymmetric group generator Group-Gen satisfies the decisional linear assumption(DLIN) for all PPT 

adversaries 𝒜 and advantages of 𝒜 as follow.  

𝐴𝐷𝑉𝐷𝑙𝑛 (𝜂)
𝐴 = Pr 𝒜 1𝜅 ,𝑃𝑎𝑟,𝐷,𝑅0 = 1 − Pr 𝐴 1𝜅 ,𝑃𝑎𝑟,𝐷,𝑅1 = 1  

𝑃𝑎𝑟 = 𝑒(𝑔, ,𝐻,𝔾1,𝔾2), 𝐷(,𝑔𝑏 ,𝑔𝑐 ,𝑔𝑟1 ,𝑔𝑟2 , 𝑟1+𝑟2 ,𝑔𝑎(𝑟1+𝑟2)) and  𝑟1, 𝑟2 , 𝑎, 𝑏, 𝑐 ∈ ℤ𝑃
∗  

𝑅0 = 𝑟1+𝑟2 ,𝑅1 = 𝑔𝑎(𝑟1+𝑟2), 𝐷 = (,𝑔𝑏 ,𝑔𝑐 ,𝑔𝑟1 ,𝑔𝑟2 , 𝑟1+𝑟2 ,𝑔𝑎(𝑟1+𝑟2))  successfully distinguish is negligible in 

κwith non-negligible advantages where  𝑔 ∈ 𝔾1and 𝑅0,𝑅1 ∈ 𝔾2. 

 

Defination2: Decisional Bilinear Diffie-Hellman Assumption(DBDH): 

Let 𝔾1 ,𝔾2 be two multiplicative group with group 𝑔 and 𝑒 is bilinear pairing map𝑎, 𝑏, 𝑐 ∈ ℤ𝑃
∗ where 

𝑔,𝑔𝑎 ,𝑔𝑏 ,𝑔𝑐 ∈ 𝔾1  and 𝑔 is generator of𝔾1, 𝑅 ∈ 𝔾2and the DBDH exist If for all PPT adversary 𝒜 who can 

successfully distinguish tuple (𝑔,𝑔𝑎 ,𝑔𝑏 ,𝑔𝑐 , 𝑒(𝑔,𝑔)𝑎𝑏𝑐 ) from (𝑔,𝐴,𝐵,𝐶, 𝑒(𝑔,𝑔)𝑅  with non-negligible 

advantages withprobability
𝜀

2
. 

Pr 𝒜 𝑔,𝐴,𝐵,𝐶, 𝑒 𝑔,𝑔 𝑎𝑏𝑐 = 1  − Pr[𝒜(𝑔,𝐴,𝐵,𝐶,𝑅 = 1)] =
𝜀

2
 

 

Theorem1: If DBDH hard problem then for all PPT adversaries has at most negligible advantages to break our 

system for chosen keywords attack with non-negligible advantages 
ε

2
.  

Proof: If there is polynomial time adversary 𝒜 to break our VCP-ABE scheme with non-negligible advantages 𝜀 

to get index keywords from the ciphertext we build a challenger 𝒞 have the same non- negligible advantages 
𝜀

2
.  

The Challenger 𝒞 run the setup algorithm for both the CA and each AA𝑘  in the system to generate 

public key and master key send public key to the adversary flip a random bit 𝑏 ∈  0,1  tuple . The challenger 

choose 𝑎, 𝑏, 𝑐 ∈ ℤ𝑃 and R∈ 𝔾2 and transmit tuple if 𝑏 = 0 then (𝑔,𝐴,𝐵,𝐶, 𝑒(𝑔,𝑔)𝑎𝑏𝑐 ) if 𝑏 = 1 then 

(𝑔,𝑔𝑎 ,𝑔𝑏 ,𝑔𝑐 , 𝑒(𝑔,𝑔)𝑅) and ask from the adversary to output 𝜃 ∈  0,1  the challenger run the chosen keyword 

attack security game as follow.  

(Init) The adversary submit theaccess structure 𝔸∗, access policy 𝑆∗and unauthorized attribute’s set 𝐿𝑖
∗ to be 

challenge through the challenger where challenger first run the setup algorithm.  

(Setup)The challenger run the setup algorithm for both CA and each attribute authority 𝐴𝐴𝑘  and gives 𝑔 to 

adversary. The adversary indicate a set of corrupt authorities 𝐴𝐴𝐶
∗ ⊂ 𝐴𝐴𝑘  as (𝐴𝐴𝐶

∗ − 𝐴𝐴𝑘) = 𝐴𝑢𝑡𝑛 that is non 

corrupted thus for non-corrupt authority the challenger send the public key to the adversary and kept master key 

secret choose a bilinear map and publish public and master key. Randomly choose 

𝛼,𝜍 ∈ ℤ𝑃  𝑃𝐾 =(𝑔,𝔾1 , e,𝔾2, 𝑋,ℍ, 𝑃𝐾𝐿𝑖  ,1 ≤ 𝑖 ≤ 𝑘] and 𝑀𝐾 =  𝛼,𝜍 ,𝑔𝛼 , 1 ≤ 𝑖 ≤ 𝑘) and send the system 

parameter if and only if the authorities’ is non-corrupt authorities.   

 

Phase1  For the adversary 𝒜 with challenge query challenger run the keyword generation algorithm initially 

generate an empty keyword index with following query from the adversary. 

(Secret-Key-Query) The adversary submit 𝐿𝑘
∗  and 𝑆𝑖𝑔 𝑢𝑖𝑑

∗   query for secret key and certificate and ask 

adaptively 𝑆𝐾𝑢𝑖𝑑
∗ 𝐿1

∗ , 𝑆𝐾𝑢𝑖𝑑
∗ 𝐿2

∗ ,… , 𝑆𝐾𝑢𝑖𝑑
∗ 𝐿𝑘

∗ . The challenger first check the 𝑆𝑖𝑔 𝑢𝑖𝑑
∗   and authenticate with public 

key 𝑃𝐾𝐶𝐴of CA if the verification is successful the adversary win and get the secret key but 𝑆𝐾𝑢𝑖𝑑
∗  𝑢𝑖𝑑

∗ ≠ 𝑢𝑖𝑑   
the 𝑢𝑖𝑑

∗  are not in the list of register and legal user’s does not verify the certificate. Where the attribute set 𝐿𝑖
∗ 

with corresponding𝔸∗ = (𝑀∗,𝜌∗) and 𝐿𝑖
∗ ⊄ 𝔸 the secret key does not match to access structure, it is due to the 

adversary query for secret key through corrupt attribute authority(𝐴𝐴𝐶
∗ ) for the illegal attribute user’s. Finally, 
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the challenger sends the secret key 𝑆𝐾𝑢𝑖𝑑
∗  to the adversary for the corrupt authority that is never match the legal 

and register authority attribute’s user’s secret key. 

(Token-Query) The adversary want to generate trapdoor with secret key 𝑆𝐾𝑢𝑖𝑑
∗  for challenge keywords 𝑊𝐷

′′  and 

submit to the challenger. Where The challenger randomly choose 𝜃,𝛽 ∈ ℤ𝑃 and generate search token 

𝑇𝐾𝑖
∗ = (𝑇𝐾𝑖 ,1 ,𝑇𝐾𝑖 ,2)𝑇𝐾1 =  𝑔𝜃𝑔𝐻(𝛽𝑊𝑗

′ )𝐷′

𝑗=1  , 𝑇𝐾2 = 𝑔𝛽𝜃  as unauthorized user’s.  

The challenger responds from adversary the condition for the query trapdoor and interested keywords. 

1)Only authorized legal users with 𝑢𝑖𝑑 , secret key can generate the query keywords search trapdoor.  

2)The adversary query trapdoor 𝑆𝐾𝑢𝑖
∗  𝑞(𝒜) 

 𝐿𝑢𝑖
∗  

= 𝑇𝐾𝑖
∗ 𝑞 = 𝑗 , 𝑗 ∈ [1,𝑤 ′′ ] for the interested keyword where 

(𝑞 = 𝑗) if the adversary query search token match to the query keyword where 𝑇𝐾𝑖
∗does not match the search 

algorithm with query keywords and attribute’s user’s does not satisfy the access structure the challenger send 

token to adversary.    

(Challenge) The adversary generate keywords set 𝑊𝐷
∗ = 𝑔𝑎𝜃𝑡 𝑔𝐻(𝛽𝑊𝑗

′ )
 and output two keywords 𝑊0

∗and 𝑊1
∗ send 

to the challenger. The challenger initially generate empty keyword index 𝑊𝐷 = 𝑔𝑡(𝑟1+𝑟2)𝑔𝛽𝐻 (𝑊𝑗
′ )

and choose 

random bit 𝑏 ∈ (0,1) and encrypt 𝑋 =  (𝐿𝑖 ,𝑢𝑖)
𝑘
𝑖=1 𝑊𝑏  with access structure 𝔸∗ and access policy 𝒮∗as:   

𝑊𝑏 = {𝔸∗, 𝑒(𝑔,𝑔)𝑎𝑏𝑐𝐻 (𝑊𝑗
′ ),𝑊𝐷

′′ = 𝑔𝑠𝑡 ,∀𝐿𝑢𝑖
∗ ∈ 𝔸∗) where 𝑠 ∈ ℤ𝑃

∗  If 𝑏 = 0 then 𝑏0: (𝑔,𝐴,𝐵,𝐶, 𝑒(𝑔,𝑔)𝑎𝑏𝑐 ) send 

to the challenger 𝑊𝑏 ′  ciphertext denoted as:  

𝑊𝑏
∗ = 𝑒(𝑔,𝑔)𝑅𝐻(𝑊𝑗

′ ),𝑊𝐷
′′ = 𝑔𝑠𝑡 ,∀𝐿𝑢𝑖

∗ ∈ 𝔸∗). The adversary view 𝑠, 𝑎, 𝑏, 𝑐 ∈ ℤ𝑃
∗ all are randomly chosen for 

simplicity 𝑏𝑐 = 𝑎𝜃𝑡 = 𝑠 thus for further notion as:  

𝑊𝑏
∗ = {𝔸∗, 𝑒(𝑔,𝑔)𝑠𝐻(𝑊𝑗

′ ),𝑊𝐷
′′ = 𝑔𝑠𝑡 ,∀𝐿𝑢𝑖

∗ ∈ 𝔸∗) is according to adversary is valid keywords ciphertext for 

chosen keywords 𝑊𝑏  under 𝔸∗. Another way if 𝑏 = 1 than 𝑏1: (𝑔,𝑔𝑎 ,𝑔𝑏 ,𝑔𝑐 ,𝑅 = 𝑒(𝑔,𝑔)𝑅) and send to the 

challenger. To get 𝑔 from where 𝑅 is randomly choose from 𝔾2 that leaks no information about 𝑊𝑏 .  

(Phase2)The adversary 𝒜 adaptively query for secret key with the restriction and similar to phase1 that 

attribute’s through corrupt authority for 𝐿𝑢𝑖
∗  cannot verify the access structure and access policy and challenger 

respond to adversary similar to phase1.  

(Gauss) The adversary output a gauss 𝑏′of 𝑏 if, 𝑏 = 0 the adversary get valid tuple from challenger using 

DBDH assumption. The advantages of adversary to get keywords ciphertext information is 𝜀 and the probability 

to get 𝑏 = 𝑏′ =
1

2
+ 𝜀. But 𝑏 ≠ 𝑏′  the adversary output 𝑏′ = 1 the challenger send the random tuple to adversary 

the probability that 𝑏 = 𝑏′ =
1

2
. The final advantage the adversary solve and break DBDH assumption is 

negligible with non-negligible advantages 
𝜀

2
.   

= |
1

2
Pr[𝒜|𝑏 = 𝑏′ |𝑏 = 0]+ 

1

2
Pr[𝒜 𝑏 = 𝑏′  𝑏 = 1] −  

𝜀

2
 | 

=
1

2
+(

1

2
+ 𝜀) −  

1

2
⋅

1

2
−

1

2
|=

𝜀

2
 

 

Theorem2: Our Proposed (VCP-ABE) scheme provide data confidentiality against unauthorized user’s to that 

prevent Collison resistance to authorized user’s.  

Proof  Let suppose there exist 𝐿𝑖𝑢
∗ unauthorized attributes user’s such that  𝛾𝑖𝑖∈𝐿𝑖𝑢

∗ 𝜔𝑖 =  1,0,… ,0 using LSSS 

scheme. For unauthorized user’s it necessary to compute and verify his legality and identification from attribute 

authority to generate key and access data𝑒 𝜑,𝑔 = 𝑒(𝑆𝑖𝑔𝐻(𝑢𝑖𝑑).𝑔𝜋)𝑢𝑖 ,𝑃𝐾𝐶𝐴) where different users have 

different identities that cannot match to unauthorized and illegal user’s identity with register and verified user’s 

𝑆𝑖𝑔𝐻(𝑢𝑖𝑑). The unauthorized user’s does not have the same attribute corresponding to row 𝑖 of matrix it unable 

to compute vector < 𝜔𝑖 > with  𝛾𝑖𝑖∈𝐿𝑖𝑢
∗ 𝜔𝑖 = (1,0,… ,0). Further it does not calculate the 𝑒(𝑔,𝑔)𝑠 where 𝑠 

share of secret for the authorized attribute’s user’s. In attribute’s revocation only non-revoked attribute can get 

his secret key from attribute authority as 𝑋′ =  (𝐿𝑅𝑖
′ ,𝑢𝑖 ′)

𝑘
𝑖=1  where the central authority remove the revoke 

attribute’s user’s with corresponding identity 𝑔𝛼 ′
𝐻(𝑢𝑖𝑑′).𝑢𝑖

′
 the revoked user’s does not receive the secret key 

from the authority to acquire the content key and the secret key to access the data owner update data further.  

 

V. Performance Analysis Theoretical Analysis Of Our 

(VCP-ABE) Scheme. 
In this section we use some of the variables for the complexity computation in which 𝕃 is the number 

of least attribute set that satisfy the access structure for specified access policy, 𝐿𝑢𝑖  the number of attribute 

user’s that satisfy the access structure, 𝐿𝑢𝑅𝑖
′  is the number of non-revoked attribute’s user’s. where 𝑃 is paring 

operation (𝐸1 ,𝑚′) is exponential and multiplication operation in group 𝔾1. Similarly (𝐸2 ,𝑚∗) is exponential 

and multiplication operation in group 𝔾2 while 𝑗 is number of encrypted and interested keywords search. we 
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compare our (VCP-ABE) scheme with others scheme in term of performance analysis and computational 

complexity analysis of some characteristic and efficiency difference of our scheme in literature [16,17,20,21,22] 

in table2 and table3 as follow. 

The scheme in table2 [16,17,21] cannot support multiple authority, the scheme [16,17] ciphertext 

policy attribute based encryption but not verifiable and cannot support large universe where [20] is ABE and 

cannot support large universe. Similarly, the scheme [17,20,21] not apply his scheme for interested keyword 

search the advantages is that our scheme supports efficient and secure keyword’s search on the encrypted 

keywords index with multiple authority. Where our scheme supports efficient attribute’s user’s revocation the 

scheme [16,17,20,21,22] in table2 cannot support attribute’s user’s revocation. To compare our scheme in table3 

the scheme [20,21] not allow to search in interested keyword’s finally our scheme support attribute’s revocation 

that are connected to update the secret key and ciphertextwhere the schemes [16,17,20,21] in table3 cannot 

support.  

 

Tabel2Performance analysis comparison of our scheme 
 Our [16] [17] [20] [21] 

Multiple-authority Yes NO NO Yes NO 

Verifiability Yes NO NO Yes Yes 

CP-ABE Yes Yes Yes NO Yes 

Keyword-search Yes Yes NO NO NO 

Revocation Yes NO NO NO NO 

Access policy Yes Yes Yes Yes Yes 

Security CKA CKA CPA CPA CPA 

Large universe Yes NO NO Yes NO 

 

Table3Computation complexity comparison analysis of our scheme 
 Our [20] [21] [22] 

Setup  𝑂 𝐿𝑢𝑖  𝐸1 + 𝑂(1)𝑃 (𝐿𝑢𝑖 + 2)𝐸1 + 2𝑃  𝐿𝑢𝑖 + 1 𝐸1 + 𝑃 (𝐿𝑢𝑖 + 4)𝐸1 

Key-Gen  𝐿𝑢𝑖 + 4 𝐸1 + 3𝑃 (𝐿𝑢𝑖 + 3)𝐸1 (2𝐿𝑢𝑖 + 2)𝐸1 (𝐿𝑢𝑖 + 6)𝑃 

Encryption  𝐿𝑢𝑖 + 9 + 𝑗 𝐸1 + 𝑚′ + 𝐸2  7𝐿𝑖 + 7 𝐸1 (2𝐿𝑖 + 1)𝑃
+ 3𝐿𝑢𝑖𝐸2 

 𝐿𝑢𝑖 + 𝑗 + 6 𝐸 + 𝐸2 

Token-Gen  𝑗 + 2 𝑃 + 3𝐸1 + 2𝐸2  𝐿𝑢𝑖 + 3 𝐸1 + 3𝑃 (2𝐿𝑢𝑖 + 1)𝑃  𝐿𝑢𝑖 + 4 𝐸1 + 4𝑃 

Search  𝑗 + 3 𝑃 + 3𝑚∗ … .. … ..  𝑗 + 3 𝑃 + 2𝑚∗ 

Decryption 2𝑃 + 3𝑚∗ + 3𝐸2  4𝐿𝑢𝑖 + 2 𝑃 + 𝐸2 + 𝑚∗ 𝐿𝑢𝑖𝐸1 𝑃 + 3𝐸1 + 3𝑚∗ 

Key-Update 𝑂  𝐿𝑢𝑅 𝑖
′  𝐸1 + 𝐿𝑢𝑅𝑖

′𝑃 … .. … .. … .. 

CP-Update 𝑂  𝐿𝑢𝑅𝑖
′  𝐸1 + 𝑂  𝐿𝑢𝑅𝑖

′  𝑃 … .. … .. … .. 

 

 

VI. Conclusion 
In this paper, we proposed large universe, multiple authority (VCP-ABE) scheme for fine grained data 

access control with keyword search that support attribute’s revocation, outsource encryption, decryption, and 

correctness verification of updating ciphertext simultaneously. The authorized attribute users are able to get the 

secret key, retrieval keys from corresponding authority after the verification of certificate for keywords search 

and ciphertext decryption. The data owner encrypts his data using any Boolean Formula over set of attribute’s 

chosen from each attribute authority. In ourscheme only non-revoked attribute’s users can update his\her secret 

key through trusted authority that enables attribute users in efficient decryption for new encrypted and updated 

data. The revoked user’s cannot able to combine his secret key information using his revoke identity and old 

key’s to update his secret key that prevent collision attack with distinct identity of identifiers. We introduce the 

CPS for the outsource encryption, outsource decryption and the correctness of ciphertext update verification 

after the non-revoked user’s secret key update without learn any secret information. The most critically our 

scheme security for data confidentiality and selective keywords attack has been proven under the complexity 

assumption of standard group model. Further we provide the details of performance analysis with security 

analysis for our design scheme.  
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