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Abstractin Wireless Sensor Nodeie to the resource constraitite fast multipliers argreferredfor data
processingln this paper, the RSA processor using Vedic multiplication techimsqu®posedvhich is capable
of achieving considerablspeed and witminimumarea utilization. e multiplication otwo prime numbers
implementedusing Nikhilam and Urdva-tiryagbhyam multipliersThe results showthat there is good
improvement in delay and device utilizatiosingUrdvaTriyagbagam methodrdva-tiryagbhyanis utilized in
Point addition and Pointoubling which are finite fieldarithmetic of ECC in both prime and binary field.
Multipliers are implementedn RSA and ECC over NIST/SECG GF(p) &fd (2) curves andestimateshe
algorithms with respect to performance in spaad memory usage.
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I. Introduction

The increase impplication of Wireless SensoreNvorks(WSNSs)in environmentdike home military
and commerciabquirespeeihg up of the dataprocessing irthe network [L].Cryptography is gracticefor
building the message secure with encryption and decryption prodeSsesand RSA arghe public-key
algorithms that have beémvestigatedoy theresearchommunalfor severalyears.The RSA wasdevelopedby
Rivest, Shamir and Adleman in 19K@blitz and Miller avalable work on ECC in 1985.Modular
exponentiatiois the major operation underlyirig RSA and its securityisin question due to itdigeculty of
factoring large integers. ECC operates on groups of points over elliptic curvesigindtesits security fran
the hardness of the elliptic curve discrete logarithm problem (ECDTRg Public Key Cryptography
(PKC)involves cryptographigrocessesvhich are computationally intensive and sensor nodes are strictly
resource constraineth encryption systems multigkrs playimportantrole. High speed systems with low power
consumption and time delay mainly depends on multiplier execution time. Cednfarconventional
multiplication, Vedic techniqueof multiplicationinvolvesvery less number of operationssultingin fasteand
high performance multiplierf2]. Compared to RSAZCetter suited for WSNs, since E@& ers smaller key
sizes performsfaster computation, as well as memory, energy and bandaiddawed.

The construction ofVedic multipliers is based on Vedic Sutras. The Vedic mathematics has been
distributedinto sixteen different Sutras and their methadscomparabldo the working of human mindvhich
is capable of condensirthe complex calculations into simpler onesngamng less power anattairs lower
chip arefd].In this work, the multiplication is computed usiNghilamandJrdvaTiryagbrayam multiplication
methodologies for RS#lgorithm thatimproves the performance in terrmgareaand speed\Nikhilamincludes
minimum number of steps, space, time savamgl cerebrakalculationUrdhva i Tiryagbhayanformula is
appropriateto all cases of multiplication and division of a large number by another large niitvibas. based
on AVertically and creaesalmssiall theenumeticecontputations fastemanddeasier. The
benefit of multiplierdeveloged on this sutra is that with thisein the number of bits, area and delay increase at
a smaller rat&o this Sutra is used for design of field i t h me t jPoiidt addition @CRoint doubling.
Motivation: Security isgenerallyexpensiveand thespeeds moreobviousn WSNs dueto limited resources of
the sensor nodedn ordertoincrease the speed iMh appropriatelyutilizingthe available resources, it is
important to use multipliers which havebetter performance with respect tecurity algorithms.Vedic
multipliers allow the encryptionand decryptionof messagedo speed up RSA algorithrand finite field
arithmeticof ECC
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Organization The security techniqug public key cryptography ariRISA cryptography, different multiplication
algorithms aredescribedin Section Il In Section Il ,Problem definition, Processor Mogetplementationf
Vedic multiplier techniquesRSA Cryptographytogether with Algorithm and Performance Evaluatioare
discussedSectionlV comprise€onclusions

II. RelatedWork

Shaila et al., [2B]desigrs a key predistribution scheme for WSN&wari et al, [5]proposed Vedic
multiplier constructedon algorithm of ancient Indian Vedic Mathatits, for low power and high speed
applications ands implemented on ALTERA Cyclonell FPGA Kunchugi et al.,[6discussedhe efficiency of
UrdhvaTriyagbhyam Vedic method for multiplication  that takesll logic cellsnitoiole multiplier and
propagation time of 4.585n8ased on the formulas of ancient Indian Vedic Mathematicsval complex
number multiplier ASIC desigthat arehighly suitable for high speed complarthmetic circuits is discussed
in [7][8].

Hudder et al.,[Poresergéd a novel architecture taccomplish high speed multiplication using
compressors withancient Vedic mathematical techniqueKumaravel et al.,[1p examines modular
multiplication using Vedic mathematics that increases the speed of perforniBineemultiplies are
implementedwith Karastubaofman and Booth algorithm considering delay as a paramaetgr1-13], authors
implemened Vedic multiplier and compacktheir work with Booth and array multipliers.

Pritam et al. [14] proposedalgorithms b a s e d o mplenfeid subt@ationvhich will remarkably
improve the computational efficiency of scalar multiplicatid®oramet al.[15-17]experimentallgvaluatel the
performance of RSA and ECGhailaet al., [18] discussed about constraints of WSNs and proposed a scheme
called Modified Blooms Scheme (MBS$hapiyal et al., [19] utilizes Vedic Mathematics to implement Elliptic
Curve Encryption that speeds up the task of multiplication prat¢esssain tal., [14] elaborated on thstudy
of hardware implementations of ECC in Wireless Sensor Networks. Both Binary and Primary field are used for
the implementation of point addition and point doubling for EQ@.proposed work providesoderate level of
secuity for resource constrained devices.

Ill. Problem Definition And Model
A. Problem Definition
In a given WSNs, encryption of data is performed before it is transmitted. This is achieved by using
multiplication techniqueBultipliers are themain sourcen high speed arithmetic logic unit$A particular
multiplication technique in encryption algorithm is not ablaelétiver all the desired performae properties
for nodes in WSNs, so Publiey cryptography is adopted.Pubkey cryptography iscomputationally
expensive for WSNs if not accelerated by cryptographic hardware.

B. Objective

The main objective of this work is esign andlevelop efficientmultipliers that increasthe performancef
RSAand ECCprocessor with Vedic multiplication methods.

C. Algorithm for RSA Processor

The complete process involves three phases.

Phase 1. Key generation

Selection of prime numbergn

Computationaf =z éééeééeeée. é(1)
Computation af = (3 1)z(n 1)éé( 2)
Choose public keg satisfyingthe condition

1<0< HOQged(QROR= 16 6 666  ( 3)

coop

e. Finding the private key d,
Qz'Q=14¢QqNE 6 éé6ééééé. (4)
f. 01" @M= Q2

bocd o= (Qk)

Phase 2. Encryption
6=0%¢téééeééeééeéééééé. (5)
Where C is cipher text arld is plaintext

Phase 3. Decryption

b0 =06%0éQteeéeceéééééé. ¢é. é(6)
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D. ECC Arithmetic

ECC is computatioallyintensive snce it includesar i t hmet i ¢ oper aAnieliptics i n yn
curve cryptosystenfunctionsi n a group of points on an e€elbimprgvé i ¢ cur \
performance o s t practical ECC i mplementa®i camsd grrd mei njeerl yd se
Theprimeyeld typespermit egecient software implementatioparticulaty on processorfurnishedwith a fast
integer mul tiplier. For har dwar e2"iampommanlygthetsaperioro n , bin

choice.

Due to the computationa&xpenditureof inversionassociatedo multiplication, projective coordinate
methods have beeprojectedwhich circumventsthe inversion operatiorRoint arithmetic based on the Lopez
Dahab coordina{eD) is effective for hardware implementation.In thigork, Scalar multiplication operations
are to be carried out with point addimgmixed coordinatese., one point is in affine and another point is in L
D projective coordinate and point doubling irfDLprojective coordinates in the binary fiedath point addition
and doubling operations are foundation of scalar multiplicaftws representation considered in this paper is a
normalbase thats mostsuitablefor hardware implementation. An elliptic curve o@F (2") is defined as the
cubic equation E:

y’+xy=xX+ak+b 7)

Wherea, b, x,y GF(Z?) and b 1 0.
TheWei estrass e qellipticicove ovdr&F(p):i ng a

y2 (mod p) = (x3+ax+b) mod p (8)
Wherex, y aredefineselements of GF(p), and a, b are integer modulo p,

IV. RSA Processor
E. RSA ProcessorDesign Unit

nikhilam

FTg.l Schematidiagram oftheComplete Processor

Figure 1 shows the complete model in whimith private key and public keys are generated. The
public key of the sender distributedover the network that istilized for decryption process. The encryption
process ses the private key of the sender, provides more security for data through digital signature and
authentication.

The RSA processor shown in Figure 1 is modeled using Verilog and synthesized on FPGA device
Spartan 3 XC3S408pq208 for software and hdware implementation.The encryption block (RSA_Cipher m4)
computes ciphe€=M® mod n The messageM)in binary form is taken as input along with public key &nd
modulus (n). The decryption block (RSA_Cipher m3)ecods user messageMj from cipher C) by
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computind=C® mod n wheredisthe private key. Hence, the original message which is ibitrey formatis

recovered safely.

F. Simulationand Hardware Results
Simulation results of Complete RSA processor is illustratethis section The primality testeroutputsfor
p,gare shown in Figure 2.

ig 3. Result ofNikhilam Multiplier

Nikhilam and Urdhvad Tiryagbhayam multiplier results with 8 bit data is shown in Fig@randFigure4.

The Euclid algorithm gives the proof that the GCD of encryption keypainth the RSA algorithm is
t hm

onei.e.Euc |

d

Jeudid/factor.
+ O [eudid/state

_

Flg 5. Extended Euclldean algorithm output for GCD
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0000000000001010

JRSA_Cypher fcypher
IRSA_Cypher/ck
[RsA_Cypher/ds
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Fig 6. Simulation Results dRSA Processor

takes the two

nput

val uds

else it gives the gcd of two numbers but it discards the output. The results are provided in Figure 5.
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J000000001101111

Fig 7.Simulation Result with Input, Outgp and Recoveredput

Figure 6 and Figure7displaysthe complete RSA processor results with encryption and decryption of
dataThe messag®), encryption key) andnodulas valuef) are observed as Indata, InExp and Inmod
respectively.From the timing diagams thetime required for conversion to cipher text aoonvert back to
original message can be observed.

The Hardware implementation of RSA processor on Xilinx Spartan 1l FPGA development board is
shown in Figure 8. When thet=0 andfillsel=0,ther eady si gn&il.s shoul d be 6
The input 8bit data that is generated by the LFSR internally for the encryption along with the product result of
the Vedic multiplieni.e., modulus value and a messdgd 6 6 d 0 0 0 0 O O iBpBoteBsikdl Thé @uthyt of the
enciypted data is obtained §000011111111100)0or decryption of data a decryption key, the encrypted data
and modulus is required. The output is found as 6 6 d 0 0 0 0 0 0 Bef@ick thd dridirklatg is obtained
and verified.

P Qo Qe

@ oo ee

Fig 8. Hardware Implemeation of the RSA Fcessor
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Fig 9. Ciphered Output Throughtpscope

Figure 9shows the ciphered output, througfipscopé or t he i nput dat atheleGcdmed 0 00 0 0 O (
output obtained i4 6 6 d 0 0 0 0 1 0 OTéeloBignal daladislretraced using the decrypien with output
166d0000100010001001

G. Performance Analysis

In [12] author reports delay from differeimiplementationsthat ar i es from 23.18d seco
secondsFrom Tablel and Figure 10it is observed that Nikhilam occupies more area than Urdhva, but the
delay is 50% less and power consumption remains the same for both the mu@@ipfisideing less delay,
Nikhilam multiplier can be chosen for implementation, whereas with area the Urdhwanpetbetter.The
deviceutilization onSpartan 3 FPGAcomparedwith [11] is givenin Table2, shows less device utilization in
our implementation.
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The multiplier can be selectéépending on the type of applicatiBor nibble multiplication11 logic cellsare
utilized and propagation delay is 4.585 d seconds
75% more than our implementation.

Table 1.Performance Comparisari Multipliers

Parameters/Technique Nikhilam Urdhva i Tiryagbhyam
Area 315 slices 94 slices

Delay 12.832nanosec 26.391nanosec
Power(Static) 0.060wvatts 0.060watts

Table 2.Device Utilization Comparison of Multipliers

Bonded IOBs [11] % Our Work %
Urdhvai Tiryagbhyam 33/108 30 32/141 23
Nikhilam 33/108 30 32/141 23
350
300 ‘\ —— Nikhilam —
250 == Urdva

200 \

\
ol N

; e

Arealslices) delay(n sec) Power(Static)watts

Fig 10Comparison of Constraints

Observingthe results obtained from Table4l it can be concludethat Urdhva gives the best device utilization,
with higher frequency and no delay is found. So the Urdhva is selected for the implemeotaiQC
arithmeic operations, point addition and point doubling.

Table 3Comparison of Multipliers for Device Utilization

Device Parameters Nikhilam Urdhva

Artix 7 Slice Registers 0% 0%
LUTs 2% 1%
Frequency 38.806Mhz 194.76Mhz
Path delay No No

Kintex SliceRegisters 0% 0%
LUTs 0% 0%
Frequency 50.698vihz 228.7601hz
Path delay No No

Virtex Slice Registers 28% 23%
LUTs 9% 10%
Freguency 15.11Mhz 62.888vihz
Path delay No No

Spartan 3| Slice Registers 0% 0%
LUTs 0% 0%
Frequency 43.679 Mhz 202.360Mhz
Path delay No No
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Fig.11 Analysis of Encryption and Decryption Timing

From the Figure 11 the time required for encryption and decryption with 16 bit data is calculated as below.
Encryption Timing = (time position of cursor2jtime position ofcursorl)

= (1430- 30) ps

=1430 ps

Decryption Timing = (time position of cursor3jtime position of cursor2)
= (4670- 1430) ps
= 3240 ps

From the simulation results obtained with 16 bit data Encryption decryption timings remains same for Nikhilam
and Urdhava. The time required is interms of picoseconds and very less compare to the previous results from
literature survey.

Table 4. Comparisa with RSA encryption and decryption

Device Parameters RSA Enayption and Decryption
Artix 7 Slice Registers 6%
LUTs 30%
Frequency 38.806
Path delay No
Static Power 0.107Watts
Kintex Slice Registers 0%
LUTs 1%
Frequency 50.698
Path delay No
Static Power 0.148 Watts
Virtex Slice Registers 0%
LUTs 0%
Frequency 50.698
Path delay No
Static Power 0.671 Watts
Spartan 3 Slice Registers 28%
LUTs 9%
Frequency 15.110
Path delay No
Static Power 0.060 Watts

V. ECC Finite Arithmetic Model

The ECC finite arithmetic modelehitecture mainly consists of the main control unit which contains a
control signal which is responsible for selecting Bieary or Primaryfield. Then itis followed by the elliptic
curve arithmetic unit which isised to perform the point addition and point doubling with the aid aficve
multiplier (Urdva-tiryagbhyan). The architecturés first implemented with 8 bits of input data with dual field.
One field is selected at a tintikenboth point addition and poirdoubling are performedFurthe, the elliptic
curves defined over the binary fieldnd primary field GF2'®) and GF(2%) respectively. Urdva-
tiryagbhyantechnique is used for point addition and point doublipgrationsThe block diagram for point
addition and point doubling in binary did and prime field (dual field) usingrdva-tiryagbhyanis givenin
Figure 12The proposed design has bemmel in Verilog HDL, simulated by ModelSim and implemented on
Virtex XC5VLX50Tdevice.Figure BB showsDual field aldition and doubling simulation resufts 8bits.
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Main Control Unit
(Select Field (Prime or Binarv))

h A 4
Elliptic Curve Arithmetic Unit

Point Addition
Point Doubling
(Urdhva - Tiryagbhyam)

I !

Register file
Qutput with 163/192 bits

Fig 12 Block Diagram of Elliptic Curve Arithmetic Implementation

Fig 13. Dual field addition and doubling simulation results(8 bits)

H. Point Additionand Point DoublingOver Binary Field

This point addition requires mainly two points one is in projective coordinatearatioer point affine
coordinate, the outcome will be in the projective directions.

The algorithmshown in Figure 14is used to perform the point addition over the binary filed usiogek
Dahab mixed coordinates, since it uses two points one is of aféinend point is of projective coordinates

Inputs: A(x2. y2). 003,13, Z4).
Outputs: R(X3 J3.73).

A=Yytn*Zy2;
B=Xy+x3*Zy:
C=B=Zy;
Zi=C=*C;
D=xy*Zs;
E=A+B*B+aC:
Xy=4=4+(C*E;
ED+X3:
J=A*C+25;
F=[J.
K=F3%75;
Fi=F+uo* Ky =K.
Fig 14. Algorithm for Point addition in Binary Field
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Fig 15. Binary field addition (8 bits)

Fig 16. Binary field addition (8 bits) on Chipscopg_

Figure 15shows the simulation output for &®in binary field andhe Hardware output with Chipscope
inFigure 16

Imputs  (xl.vl.zl)

Yields  (x4.y4.z4)

Zy=Zy X2,

X=X +bZ)4,

Ya=(N1H+aZytb 21y Xyt Zy=b 21t

Fig 17. Algorithm for Point doubling in Binary Field

The point doubling algorithm witprojective oordinates is shown in Figure .17he corresponding simulation
output and hardware output withip scopeés given in Figure 18 and Figure .19

W o [ Gt | @ oo TR FrdPiiond | T

Fig 18. Binary field doubling using mixedoordinates&{ bits)
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Fig 19.Binary field doubling(8 bits) on Chipscope }

I. Point Addition and Point Doubling Over Prime Field

For an elliptic curve,ri caseof point addition over the prime filed one point is the normal point which
is represented as (x,y) is projected into projective coordingt@sr1,Z1),where x=X¢* and y=Y£¥ and
another point is of affine point represented as (x22)nt addition algorithm and results are given in Figures
20-22.

The point doubling over primedid is carried out by using the pure projective coordindteequires
only one point whichs in projective oordinatesand the result point doubling (adding a point witch itself ) is
also in projective coordinatek these algorithna andb are called as the parameters of an elliptic cutdese
point P is he input and the output of point doubling is represented by 2P. The algorithm to peoiatm p
doubling over the primedid is represented as follows
Figure23, 24and Figure 2.

Algorithm

Input: Q=(X;,¥4,Z9), A=(er1)
Output: R=(X:,Y3 Z1)=P+Q;

A=Xy:

B=x*Zy;

C=4-E;

D=

E=n* 7y

F=D-F;

G=A+E;

H=D+E:

Z=21*C"

Xi=F1-G*CE:

EG*CI-2%X5;
A=(I*F-H*C?)/2;

Fig 20. Algorithm for Point addition in Primary Field
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Fig 21.Prime field addition simulation results”
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Fig 22.Primary field addition (8 bits) on Chipscope

Input: P=(X), ¥1, Z1)
Output: 0=(X}, ¥4, Z4)=2P;
A=3*x+a*
B=4*X1*F %
Xi=A41-2*B;
Zy=2%1*2:
C=8*I*
Yi=A¥B-X3)-C;
Fig 23. Algorithm for Point doubling in Primary Field

ddzaeaan

B Coroe | Complaton(og | @ eskponts | W8 FrdnFestenlts | [ SewchRealts

Fig 24. Primaryfield doubling simulation
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hured Jn 14,2015 11562 Al

Fig 25. Prime field doubling on Chipscope

A. PerformanceAnalysis

The input message data considered is of 8 bits and the time required for point addition is in terms of
pico seconds. The device utilization is also very less i.e 0% for the FPGA used for the implemeriation.
input size is increased 63 and 92 bits for both Binary and Primary fiel@he time required for Point

addition and Point doubling is in terms of micro and nano sec@&iilationwaveforms are shown in Figure
26 and Figure 27

Figure 28 shows the RTL schematic of the implementedfeldiprocessor which performs point addition and
point doubling in Binary and Primary fields.

Fig 26.Simulatiom waveform of Point Addition and Point Doubling for 163 bits

Fig 27.Simulatiom waveform of Point Addition and Point Doubling for 192 bits
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