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Abstract
The nature of operational reality of global aviation has been a relatively secret known only to the general public 
through official airline information or proprietary, closed systems of communication during decades. A 
fundamental paradigm shift has been triggered by the ubiquitous implementation of the Automatic Dependent 
Surveillance-Broadcast (ADS-B) technology and the fact that the signal is unencrypted. This paper presents a 
detailed discussion on how the open-source flight tracking (OSFT) tools, which use crowdsourced ADS-B data, 
have radically remodelled the connection that exists between people and the aviation industry. The approach 
used in the research is a qualitative and descriptive one, summarizing a vast array of academic sources, high-
visibility journalism news articles, and technical coverage of OSFT systems (e.g., Flightradar24, ADS-B 
Exchange). The tripartite framework analyzing the effects of the issue on the micro (public), meso (media), and 
macro (global data) levels is applied to the analysis.
The results show, first, there has been a change at the micro-level, in which the masses have ceased to be 
passive consumers, but instead they have become active spectators. This encompasses the practical usefulness 
of monitoring family and friends, and the occurrence of a global community of "avgeeks" (aviation enthusiasts) 
to perform digital planespotting and instant emergency tracking. Second, the OSFT has disrupted the media 
coverage at the meso-level. In aviation accidents, such platforms usually represent the initial data on the subject 
matter that serves as an objective fact, the information gap that was urgent in these situations, and compelled 
the official authorities to initiate a new cycle of openness. Moreover, it has also enabled a new generation of 
open-source intelligence (OSINT) and investigative journalism, allowing it to track government, corporate, and 
authorized actors. Third, on the macro-level, the aggregated data is an unprecedented, real-time measure of the 
mobility of the world and the health of its economies, which is most clearly illustrated in the case of the COVID-
19 pandemic. This information has become an irreplaceable source of scholarly studies in logistics, 
environmental science, as well as economics.
The conclusion of the current paper is that democratization of aviation data through ADS-B is a huge and 
irreversible power reversal that places the knowledge formerly held by the central authorities into the hands of 
the distributed masses. It also presents novel ethical and data literacy issues, establishing a “sousveillance state 
of the skies that strikes a balance of the interests of the populace to the emergent privacy and security concerns.
---------------------------------------------------------------------------------------------------------------------------------------
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I. Introduction
1.1. Background: The Opaque Skies

Aviation has been in a black box paradigm in the literal and figurative sense of the word, through its 
enormous historical existence. In the eyes of the general population, a plane had left one position and after some 
radio silence and operational darkness, it has reached another. The data on its live condition was the prerogative 
of Air Traffic Control (ATC), the airline operations center, and pilots themselves. This was an accepted 
systemic information asymmetry (El-Sayed, 2017). The mass media only understood the situation through the 
departure boards and the infrequent announcements by the carrier, which was delayed and untimely in most 
cases. In the case of an incident or emergency, a deep information vacuum would be created, which can take 
hours or even days, sometimes occupied by imaginative guesses before the release of information by an official 
agency like the National Transportation Safety Board (NTSB) or a similar agency abroad (Wiegmann et al., 
2017).

This paradigm was imposed by technologies. The main element of air traffic management was ground 
based primary and secondary surveillance radar (SSR). Radar is a query-answer system; it transmits a signal and 
awaits a response (primary) or a response of a data-burst (secondary) by an aircraft transponder (ICAO, 2018). 
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This information was and still is very tightly controlled, proprietary and geographically restricted. It was not 
meant to be consumed in society.

1.2. The Technology Matchmaker: ADS-B.
The trigger behind the present transparent-sky is the creation and the compulsory implementation of 

Automatic Dependent Surveillance-Broadcast (ADS-B). Ads-B is a broadcast system, unlike radar which is a 
query-response system. The aircraft with ADS-B is capable of computing its position automatically (the 
"dependent" part) and transmitting this information a few times per second (the "automatic" part) along with its 
identity, altitude, velocity, and other data (FAA, 2020).

Most importantly, the main ADS-B standard (1090 MHz Extended Squitter) has been originally defined 
as an unencrypted open-protocol broadcast. It was a signal to be received by other aircraft (ADS-B In) and 
ground-based ATC receivers in order to improve safety and efficiency (Shaw, 2019). By the late 20th century 
when this system was designed, hobbyists with $100 software-defined radios (SDRs) were not, by and large, 
expected to be able to capture and aggregate such signals globally. This was a technical design decision, not 
focusing on security-through-obscurity but interoperability, which by accident established the groundwork of a 
revolution in popular consciousness.

1.3. Problem Statement and Research Gap.
It is a documented fact that global OSFT platforms, such as Flightradar24, FlightAware, and the non-

profit ADS-B Exchange, are based on an extensive network of volunteers who feed the systems on ADS-B data 
at their own receivers (Strohmeier et al., 2016). The widespread nature of the tools is also self-explanatory; the 
ability to know what a relative of your is up to, or the mass-following of a celebrity aircraft, has become 
something of a cultural landmark.

Nevertheless, there is an enormous lapse in the scholarly literature in the synthesis of the systemic 
implications of such data democratization. As technical documents (e.g., Strohmeier, 2014) and media studies 
scholars (e.g., Fink and Anderson, 2015) conduct research on ADS-B protocol and data journalism respectively, 
research that allows a direct translation between these two spheres is lacking. Not many studies have been able 
to systematically examine how this reconfiguration of information scarcity into information abundance has 
reconfigured at the same time:
Public Interaction: How people have become more than consumers, becoming active and engaged participants in 
the aviation ecosystem.
Media Epistemology: The ways the news media has been covering and verifying what happens in the aviation 
industry have been permanently changed.
Macro-Level Analysis: The way aggregated OSFT data has developed to be a new, high-velocity data source 
used to comprehend the global economic and social phenomena.
The given paper attempts to accomplish this gap in knowledge by offering a synthetic discussion of the 
transformative effect of open-source ADS-B data.

1.4. Objectives and Thesis of the research.
The paper shall satisfy this gap by seeking to achieve four goals, namely:
To follow the technological and social structure that made the emergence of crowdsourced OSFT platforms 
possible.
In order to examine the novel ways of civic engagement with aviation, between practical utility and hobbyist 
digital planespotting.
To appraise critically the use of the OSFT data in the reconstruction of media coverage of aviation incidents and 
its application as an open-source intelligence (OSINT) tool to investigate reporting.
In order to investigate the new uses of the aggregated ADS-B data in academic and economic studies, 
uncovering knowledge about the air traffic patterns around the world.
The main argument that can be made in this paper is that the spread of open-source ADS-B data is a paradigm 
shift, an irreversible democratization of situational awareness in the field of aviation. This has broken the 
previous information hierarchies forming a new ecosystem where public sousveillance (watching from down 
below) is present alongside official surveillance. This has subsequently turned aviation into a transparent, 
publicly scrutinized and data-driven industry with significant positive effects on transparency and 
accountability, and also has raised with it new issues of privacy, data literacy, and security.

1.5. Paper Structure
This paper is organized in the following manner to construct this argument in a systematic manner. 

Section 2 offers a Literature Review covering the technical basis of ADS-B, the platformatization of the data of 
this specific technology, and current knowledge on citizen science, data journalism, and surveillance. Section 3 
is the Methodology, which is a qualitative, descriptive study built on critical synthesis of academic, industry, 
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and journalistic publications. The Analysis and Findings which is the heart of the paper is presented in Section 4 
and based on the Tripartite Impact Framework (Micro, Meso and Macro levels). Section 5 shall be a Discussion 
of the larger implications, i.e. on the power changes, ethical issues, and limitations of the data. Lastly, Section 6 
will provide Conclusion, summarizing the findings and giving recommendations on future research.

II. Literature Review
2.1. The Technological Underground: Radar to ADS-B.

Air traffic management history is a history of surveillance technology. Older systems, mostly recorded 
in aviation literature, are either cooperative independent surveillance (such as SSR) or non-cooperative (such as 
primary radar) (Nolan, 2012). These systems are independent in the sense that the ground station takes the role 
of determining the position of the aircraft. This is costly, geographically limited (i.e. it is not well over oceans or 
remote landmasses) and infrastructure-intensive (ICAO, 2018).

This is opposite to ADS-B. It is a dependent surveillance system that is cooperative (Shaw, 2019). It is 
the reliance of the aircraft on its own Global Navigation Satellite System (GNSS), (e.g. GPS). The aircraft is 
aware of the position of the aircraft and merely transmits that. This unencrypted, simple, and defined by 
standards such as RTCA DO-260B data packet is sent on a 1090 MHz frequency (Strohmeier, 2014). This 
design was the deliberate effort by aviation regulators (e.g., the FAA and EASA) to develop a low-cost, high-
precision standard that could be used internationally to enhance safety and efficiency, the foundation of which is 
NextGen air traffic control (FAA, 2020).

But, as it is mentioned by Strohmeier et al. (2016) the vulnerabilities and risks of this open design were 
underestimated or tolerated in the name of the fast deployment. This is because the signal is not authenticated 
and encrypted, and thus any receiver in the 1090 MHz frequency range can overhear and decrypt the 
communications of any airplane in its line-of-sight (usually 150-250 nautical miles).

2.2. The Platformatization and the Crowdsourcing Revolution.
The most important connection between the ADS-B signal and the web browser of the population is the 

crowdsourcing model. This phenomenon is well suitably described through an academic study on the above 
terms, which are: citizen science or participatory sensing (Wiggins and Crowston, 2011). The companies such as 
Flightradar24, FlightAware, and ADS-B Exchange did not construct their sensor networks, they just encouraged 
the people to do it. They made available the free software (or, in other instances, a free device) to aviation 
hobbyists, requesting them to hook a straightforward receiver (frequently an inexpensive Raspberry Pi computer 
and an SDR dongle) to the web (Geva, 2021).

This network is what is termed as the feeder expanded exponentially. It is an ideal contribution citizen 
science project, in which volunteers share data that is aggregated and processed in the center (Wiggins & 
Crowston, 2011). This results into platformatization of the data. According to Kenney and Zysman (2016), 
platformatization refers to the re-architecture of the economic and social sector based on digital platforms. A 
good example is flightradar24: it does not own the aircraft, the signals, (and in most cases) the sensors. It offers 
the ingesting, aggregating and visualizing platform to which the data is ingested, aggregated and then value-
added by:
Fusion Data: The ADS-B with MLAT (Multilateration) is fused with data provided by FAA radar (time-
delayed), FAA aircraft schedule and airplane position, and airline position.
Designing an Interface: The map-based interface which converts raw data into a readable and interesting image.
Providing Access: This fused data stream needs to be availed through a simple web site or mobile application.
The model established a world-wide sensor network at a fraction of the price of a government system, 
successfully competing and out-scaling any proprietary one (Geva, 2021).

2.3. OSINT, Data Journalism and the Epistemology of Crisis.
The journalism has been greatly documented to have been affected by the availability of this new data 

stream. The body of research on the notion of data journalism tells about a change in the approach of utilizing 
big data as a foundation of how to find, tell and verify stories (Fink & Anderson, 2015). OSFT data is an ideal 
match: It is (it is perceived to be) objective, real-time, and visual.

As a concept within the framework of crisis communication, scientists have long distinguished the so-
called information vacuum which takes place during the first moments of a high-consequence event (such as an 
airplane crash) (Boin and 't Hart, 2010). In this vacuum, there is speculation and misinformation that thrives. 
According to Bruns and Burgess (2012), social media usually fills this gap. OSFT platforms are now one of the 
main sources at this first stage. The facts are the initial version of the narrative.

This moves past crisis reporting to include Open-Source Intelligence (OSINT), the field that has been 
widely discussed by investigative organizations such as Bellingcat (Higgins, 2021). OSINT is a tool that makes 
use of publicly and commercially available information to research a conflict, crime, and human rights abuses. 
OSFT data has incorporated itself as an element of this practice. According to scholarly and practical OSINT 
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manuals (e.g. GIJN, 2023), the pattern of life and movement in otherwise officially denied aircraft flight paths 
can be tracked by monitoring the flight paths of planes, associated with governments, military, or authorized 
persons.

2.4. Sousveillance, Surveillance and Privacy Debate.
It brings to the subject of critical and most controversial area of the literature: surveillance and privacy. 

As an academic discipline, surveillance studies conventionally have been concerned with top-bottom (synoptic) 
surveillance by states and corporations (Zuboff, 2019). Nevertheless, with the emergence of OSFT, the dynamic 
becomes more complicated.

Sousveillance is a term popularly coined by Steve Mann (2004) as the opposite of surveillance: 
watching down, making use of portable technologies to capture and investigate the power structures and 
establishments. OSFT may be understood as an element of data-driven sousveillance. The masses, whose sensor 
network is mass-produced, now have the eyes upon the actions of the mighty, be it corporate aircraft, 
government aircraft, or military aircraft.

This brings an instant and compounded privacy discussion. Although aviation is an industry with intense 
public relations and regulation, the people aboard the planes (e.g. prominent businessmen, politicians, or 
celebrities) demand a right to privacy (Solove, 2007). This has resulted in a kind of arms race. In the U.S., the 
FAA provides such programs as Limiting Aircraft Data Displayed (LADD) and Privacy ICAO Address (PIA) 
program that enable jet owners to either decline to use commercial tracking sites or masks their data (FAA, 
2023).

This is the point in which critical schism in the OSFT ecosystem is emerging and the literature is starting 
to investigate it. These FAA opt-out requests are mostly met by the commercial sites (Flightradar24, 
FlightAware). Non-profit, uncensored platforms such as ADS-B Exchange, however, have a declared policy of 
not filtering any data, as it is their view that the flight data of all aircraft, including private jet aircraft is of 
public interest and safety (ADS-B Exchange, 2023). The source of this ideological division between a 
commercialized, filtered reception of the skies and a radical, unfiltered public-data-as-a-right vision is at the 
heart of the current debate concerning this technology.

III. Methodology / Conceptual Framework.
3.1. Research Design

The research design adopted in this paper is qualitative, descriptive, which relies on both systematic, 
synthesized analysis of the existing materials. It is not a process that entails gathering of primary empirical data 
(survey or interviews). Rather, it seeks to sum up and make sense of a wide range of existing knowledge to 
construct an argument on the transformative nature of OSFT as comprehensive and internal. Such a kind of desk 
research or conceptual paper suit is suitable due to the research goals since they are to relate divergent 
disciplines (technology, media studies, citizen science) in an attempt to explicate a multifaceted, emerging 
social-technical phenomenon (Yin, 2018).

3.2. Data Collection (Selection Strategy of the source)
This paper has been structured as having collected the data using a systematic review of four different 

types of sources:
Scholarly and Academic Literature: Keywords (e.g., ADS-B, flight tracking, citizen science, data 

journalism, OSINT, sousveillance) were searched through the academic databases (e.g., Google Scholar, 
JSTOR, IEEE Xplore). This offered the theoretical and technical background especially in the Literature 
Review.

Industry and Regulatory Reporting Industry reports, technical specifications, and publicly available 
documents published by regulatory bodies (ICAO, FAA, EASA) and industry associations (IATA) were 
examined to learn the official-sector viewpoint, the technical requirements, and the claimed restrictions of the 
technology.

High-Impact Journalistic and investigative reporting: Articles by key news houses (e.g., The New York 
Times, The Guardian, Washington Post), and other leading OSINT networks (e.g., Bellingcat, Global 
Investigative Journalism Network) were chosen. These did not act as secondary sources, but as the primary 
examples of the phenomenon under investigation, cases when OSFT data was the main investigative instrument.

Analysis of Platforms and Case Studies: The websites used by the company as its public-facing 
websites, how it works, and the most interesting blog posts on the major OSFT platforms (Flightradar24, 
FlightAware, ADS-B Exchange) have been analyzed to comprehend their data collection models, value 
propositions, and, most importantly, how they approached the problem of data filtering and privacy.

3.3. Analytical Framework
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In order to organize the section of the paper Analysis and Findings (Section 4), a Tripartite Impact 
Framework is designed in this paper. This theoretical framework is a way of organizing the varied effects of 
OSFT into three specific levels of analysis that are however connected. This method gives an opportunity to 
explore the phenomenon in a clearly organized manner, beginning with the individual and proceeding to the 
global, and this is directly reflected in the main research objectives.

The framework consists of:
The Micro-Level (The Public and the Individual): This one scrutinizes the direct effect on the populace, the new 
forms of individual interaction, the psychological benefits (e.g., uncertainty reduction), and the creation of new 
hobbies and new communities (avgeeks).
The Meso-Level (The Media and the Institution): This level examines the effect on the organizations and 
institutions, mostly the news media and investigative agencies. It looks at the integration of OSFT data in the 
journalistic practice and how it has been used as an accountability and intelligence tool.
The Macro-Level (The Globe and the System): This level is the analysis of the big data implications of the 
aggregated OSFT data. It discusses the way this gigantic data set opens transformative, macro-scale data about 
worldwide mobility, economics, environmental science, and geopolitical dynamics.
This structure enables the paper to go beyond a mere description of the technology and construct a stratified 
argument concerning the complex social, political, and economic impact of the technology.

3.4. Limitations of the Approach
The main limitation of this methodology is that it will be based on the publicly available and existing 

sources. The discussion does not include primary ethnographic information on how the avgeeks feel about their 
hobby, or it does not interview the journalists about how exactly OSFT has altered the channel of work in their 
newsrooms. Moreover, being a qualitative synthesis process, the results are interpretive and are expected to 
develop theory, not to test a particular, quantitative hypothesis. Lastly, the pace of this technology is such that 
the ethical and technical arms race (e.g. new privacy-masking technologies vs. new detection methods) is ever-
changing and any academic article runs the risk of being a historical snapshot. This paper alleviates this by 
focusing on the structural changes, which are bound to persist, as they are fundamental.

IV. Analysis and Findings: Triple Impact of OSFT.
This part uses the Tripartite Impact Framework to examine the empirical information about the transformative 
role of OSFT.

4.1. The Micro-Level: Interaction with the Public and Armchair Aviation.
The OSFT has had the most common and direct effect on the individual. It has radically redefined how people 
view and relate to the skies and transformed it to be an active process instead of a passive one.

4.1.1. The Practical Tracker: Utility and of Peace of Mind.
Practical tracking is the foundation of the users of OSFT. This is the simplest and most primitive of the 
applications: to see the whereabouts of a family member, friend or coworker. Prior to the establishment of 
OSFT, an individual on the ground was dependent on the airline inert and frequently inaccurate web site (On 
Time, Delayed, Landed). This generated doubt and fear.
OSFT platforms substitute this uncertainty by offering a rich and real-time stream of data. The user is able to 
view the exact position of the plane on a map, and its altitude, its speed on the ground and an algorithmically-
generated and constantly updated ETA. Such simple knowing gives a great psychological reward: a feeling of 
control and anxiety alleviation. It enables an individual to fact check the information available at the airline and 
even schedule the arrival at the airport accurately. This utility multiplied by the number of users per day has 
seen OSFT apps become a mainstream tool in the "travel" category, rather than a niche hobbyist one.

4.1.2. The AvGeek Revolution: Data-Spotting the Planespotting.
In addition to its practical value, OSFT has created an enormous, international, and very active group of avgeeks 
(aviation enthusiasts). Conventional planespotting was done using binoculars, a notebook, and a cold point at 
the end of a runway. This hobby has been gamified and data-fied by OSFT.
AR and Identification Mobile apps incorporate augmented reality (AR) capabilities, which enable an individual 
to just point their phone towards any aircraft in the air. The app superimposes a tag and gives flight number, 
aircraft, place of origin, and place of destination so that the sky is not demystified and everyone becomes an 
instant expert.
It is the "Digital Chase": The enthusiasts have an opportunity to collect sightings of rare or interesting aircraft: 
the Antonov An-225 Mriya (before its destruction in 2022), the Airbus BelugaXL carrier, special retro liveries 
or military tankers. This forms an international, cyber scavenger hunt.
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The Squawk 7700 Phenomenon: This community engagement is one of the most significant ones, in which the 
emergencies are monitored. A flight that sends a 7700 (general emergency), 7600 (radio failure), or 7500 
(hijacking) transponder code is immediately reported on such websites. The tens of thousands of users will 
gather round that single flight within minutes and observe it as it turns off course or tries to land. This was 
clearly observed with the Singapore Airlines SQ321 turbulence accident in May 2024. The data at OSFT 
immediately indicated the precipitous fall of thousands of feet of the aircraft, and this was the first hard data that 
a severe non-routine event had taken place, long before any official announcement.

4.1.3. The Citizen Scientist: The 'Feeder'.
Lastly, a smaller group of this avgeek community becomes an active provider of data as well as a consumer. 
They can be a feeder by installing a simple ADS-B receiver in the global network. This action, as explained in 
the literature of citizen science (Wiggins and Crowston, 2011), is commonly driven by the desire to contribute to 
the community, to provide coverage where no one else has done so in their local community, and by the games 
and other incentives (e.g., a free premium account) provided by the websites. This active engagement gives 
them a strong feeling of ownership and belonging, which gets users into the ecosystem.

4.2. The Meso-Level: Media, Accountability, and OSINT.
The second tier of influence is on institutions, in which OSFT data has become disruptive in the media coverage 
and a new potent tool of investigative intelligence.

4.2.1. The Incident Reporting of the New First Responder.
The 20 th century, the initial witness to a plane crash was, in many cases, an on-the-ground civilian or a later 
pilot. The data is the first witness in the 21 st century.
Filling the Information Vacuum: When an aviation incident takes place, there is a golden hour of extreme 
uncertainty immediately. OSFT information offers the media with an objective and visual starting point of facts 
and in an immediate manner. The initial news items can display the flight path of the aircraft, the last known 
position of the plane, its last recorded altitude and speed as opposed to use of speculative reports.
Case Study: United Airlines UA328 (2021): The news sources immediately removed the Flightradar24 data 
when the engine of a Boeing 777 malfunctioned disastrously on takeoff after landing in Denver. This 
information indicated the flight route of the aircraft, the exact location of the engine failure, and its loop to the 
airport, and the successful landing. This information coupled with a video of the engine on fire shot by a citizen 
enabled an unusually precise, data-driven story within minutes, beating all of the official messaging.
Coerced Transparency: This novelty makes official bodies (airlines, regulators, NTSB) provide a quicker and 
more visible reaction. When the general and the press can view the confined information about the last moments 
of an aircraft, the official no comment or we are still investigating statements are no longer viable. They must 
respond to the data. This has reduced the crisis communication time frame which used to be measured in days to 
hours.

4.2.2. The Accountability Engine: OSINT and Investigative Journalism.
It is, probably, the most significant power movement fuelled by OSFT. It has placed in the hands of journalists 
and civil society a means of holding power to account, a means that previously belonged to an agency of the 
state level which is an intelligence agency.

Case Study: The Prigozhin Plane (2023): In a crash of the private jet the Wagner Group leader Yevgeny 
Prigozhin was flying in Russian airspace, the official state media messages were disrupted and conflicting. 
Archived ADS-B, and, more importantly, MLAT data (which cross-linked the position of the plane even when 
the transponder could have been on the verge of failure) allowed investigators of the OSINT to demonstrate that 
the aircraft was flying perfectly at its usual altitude, and then its altitude data suddenly disappeared, an event 
that is consistent with an explosion in the mid-air or structural collapse. This analytical work, released by 
organizations such as Bellingcat hours later, developed into the primary, received factual line, squarely refuting 
state-based conjecture.
Monitoring Sanctioned Actors: OSINT journalists monitored the movements of personal jets of sanctioned 
Russian oligarchs in 2022 following the 2022 Russian invasion of Ukraine, after the information had been 
collected through OSFT data. In real-time, they could display these aircraft in flight to so-called safe haven 
countries, and this would result in a game of cat and mouse that helped to reveal the constraints of enforcement 
of sanctions.

Whistle Blowing on Government and Corporate Movements: OSFT data has been employed to monitor and out 
of the shadow activities of the U.S. government to rendition (delivering terror suspects to black sites), the 
activities of corporate executives towards the (alleged) machinations of secret meetings, and the movements of 
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repressive leaders. The flight that was monitored the most in history was the U.S. Air Force aircraft SPAR19 
that transported the House Speaker Nancy Pelosi to Taiwan in 2022. Millions of people were watching and 
using OSFT as the virtual geopolitical instrument.

4.3. The Macro-Level: International Intelligence through Summative Data.
The last level of impact shifts on individual flights to the total flights. Even massive and archived data on OSFT 
platforms have turned out to be one of the richest and most high-velocity data to comprehend the contemporary 
world.

4.3.1. An On-To-Time Economic and Social Barometer.
The worldwide air transport system is a surrogate of the circulatory system of the global economy. Once it 
ceases, so do the economy.
Case Study: The COVID-19 Pandemic: This was the one that ADS-B data at the macro-level was the killer 
application. Flightradar24 visuals of the skies in Europe and the U.S. virtually empty in April 2020 were the 
most effective and visceral way to visualize the economic and social lockdown due to the pandemic. The 
information did not simply present the account of the economic meltdown; it pictured it in such a manner that no 
government document could do. On the other hand, analysts followed the data during the year 2021-2024 to see 
how much is recovering by how the routes were reopening, as an indicator of economic health returning.
Geopolitical Events: When the conflicts break out, the data reflects the effect immediately. Following the 2022 
invasion of Ukraine, OSINT maps instantly depicted an enormous, new “no-fly zone" when all civilian air 
traffic was diverted around the airspace of the country. In the same manner, the fact that the whole fleet of 
Boeing 737 MAX aircraft was grounded following the accidents in 2019 was graphically clear as the model 
would no longer appear on the world maps.

4.3.2. Climate and Environmental Research.
Environmental scientists can treasure this historical information. With accurate flight-by-flight trajectory 
information researchers can now make accurate predictions by:
Model Emissions: Correctly estimate carbon footprint of individual routes, airline, or airplane.
Study Contrails: Examine the altitude, temperature and humidity parameters under which aircrafts form 
contrails which are known to cause a significant (though complicated) climate influence.
Explore Flight Path Efficiency: Research the frequency of aircraft following fuel-optimal flight paths and being 
diverted by weather or ATC that can be used to recommend data-driven decisions to decrease the environmental 
footprint of the industry (Schafer et al., 2021).

4.3.3. Systemic and Infrastructural Analysis.
This data is used by airport authorities, urban planners and logistics academicians to study the aviation system 
itself. Through the months of landing and takeoff data, they can simulate the congestion of the airports, 
understand why they have to go around (aborted landings), how the taxiing routes on the ground can be 
optimized, and test the effects of new ATC procedures in a manner that was not achievable before (Li et al., 
2022).

V. Discussion: Politics of Democratization, Shifts in power and New Asymmetries.
The results of the tripartite analysis prove that OSFT is not a new weapon it is a new state of the aviation 
industry. This is the larger ramification of this transparent sky paradigm which is discussed here.

5.1. The Democratization of Situational Awareness and the Sousveillance.
The main motif is democratization. OSFT has eliminated the situational awareness monopoly. The 

formerly exclusive, premium, proprietary information of government agencies and billion dollar companies can 
now be accessed, in real time, by any person who has an internet connection. This is one of the key changes in 
power. This is because the public has become an active and all-seeing recipient of the aviation system as 
opposed to a passive one.

This is directly projected to the concept of sousveillance presented by Mann (2004). The multitude are 
getting on the wrong side. This mass gaze is obviously disciplining. The behavior of the airlines, corporations or 
government agencies is changed when they are aware that they are being looked at by the people (at least in 
theory). They are more accountable to a public able to check the data, they are more cautious of their 
movements and are more transparent.

5.2. Asymmetric Ethics: The Right to Not Be Seen.
There are also profound ethical antagonisms associated with this democratization. It was brought into 

the limelight in 2022-2024 with the Taylor Swift and Elon Musk scandals in which celebrities criticized the 
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tracking of their private jets as a security risk (Sweeney, 2023). This argument identifies a different form of data 
asymmetry.

The Privacy Argument: The supporters of filtering believe that the information, though publicly 
available, can be used as a weapon. They argue that publicizing the live whereabouts of an individual in a 
private aircraft poses a threat to personal safety of that individual (a doxxing of their physical position) and 
infringes upon their right to privacy, despite the fact that the flight is in the open environment. This prompted 
the development of the FAA LADD and PIA programs which is a direct state intervention to introduce again the 
transparency of certain powerful users.
The Public Interest Argument: On the other end of the argument there are arguments by platforms such as ADS-
B Exchange, and journalists who claim that this is a bogus argument. They argue that a private jet, which is 
commonly an asset of a corporation or publicly-facing billionaire, which flies in the publicly-controllable 
airspace of the FAA, is none which is entitled to privacy. They claim that the desire of the people to know 
whether an authorized oligarch is transferring funds, whether a politician is flying on a corporate aircraft, or 
purely the environmental cost of the flight of said aircraft, outweighs the privacy that the individual wants.
The new and intriguing asymmetry in the data itself is created by this schism between commercial platforms 
(Flightradar24) that obey FAA blocking requests in order to keep their business models intact and non-profit 
platforms (ADS-B Exchange) that do not.

5.3. Data Limitations and the Fallacy of Expertise.
The last but still important aspect that needs to be discussed is the limitation of the data and the issue of 

data literacy it provokes. The information is not flawless, and its presence does not turn an individual into a 
professional.

Coverage Gaps: The crowdsourced network is huge, but it has large coverage gaps across oceans, poles 
and remote landmasses. (However, this is quickly being addressed via satellite-based ADS-B, such as Aireon, 
which is not open-source and is very proprietary).

Military and Black Flights: Military airplanes usually do not transmit ADS-B, or encrypted military 
only modes. OSFT gives a partial view of the entire sky.

Misinterpretation: This is the major social issue. Having a layperson witness a plane squawk 7700, they 
will panic and not understand that it may be due to a (comparatively) minor technical or medical problem. A 
pilot can observe a plane at one altitude and think it is experiencing some problems, when in fact it is on a 
normal, published approach flight. This is also the fault of the media which is hyping near misses on the basis of 
data which they may not necessarily know.

This gives a false perception of knowledge using access to the information and mistaking it with the 
capacity to comprehend. A new challenge should have a public, and even a media, not only data-fed but data-
literate.

VI. Conclusion
6.1. Summary of Findings

This paper has suggested that the advent of open-source flight tracking, driven by the ADS-B 
technology, is a radical occurrence that essentially has rearranged the associations between the populace, the 
media and the aviation sector. The impact analysis that has been structured around a Tripartite Impact 
Framework has revealed three different, but compounding impacts.

At the Micro-Level: It has enabled the individual, as passive citizens are now active, data-driven, arm-
length aviators using the data to achieve both the practical, peace of mind and as a global and data driven 
pastime.

On the Meso-Level: It has made the news coverage of aviation accidents transformative, and 
substitutionary of guesswork with the solid information, and has been an inseparable OSINT device to enable 
investigative journalists to keep authority (state and corporate) to answer.

On the Macro-Level: It has developed an unprecedented, high-speed, big-data resource, which is a real-
time indicator of the world economy and a vital source of research on the environment, logistics, and 
geopolitics.

The evidence supports the central thesis that this is some form of democratization of situational 
awareness. The black box of aviation is opened forever and its contents aired in front of everyone.

6.2. Contribution to Knowledge
The synthesis of this paper is its holistic nature. It bridges the technical literature on ADS-B, the social 

theory of citizen science and surveillance, and the practice of media studies and OSINT to offer a complete 
framework of comprehending a relatively complex emergent social-technical system. It institutionalises the 
"Micro, Meso, Macro" effects and brings out the key ethical dilemma privacy of the powerful or the right of the 
people to know that characterises this new era of the transparent sky.
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6.3. Future Research Directions
This is not a phenomenon that is at rest. Further studies must outgrow the descriptive and qualitative 

approaches and proceed to examine a number of critical directions:
Quantitative Media Analysis: The change in speed and content of reporting regarding aviation incidents 

and comparison of news coverage in the pre-OSFT period (e.g., 1990s), and the post-OSFT period could 
accurately determine the change in the reporting context.

Ethnographic Studies: The ethnographic research on the communities of avgeek and OSINT community 
members (e.g., on Discord, Reddit, and Twitter/X) to understand the motivations and morals and interpretive 
communities of these data-users better is required.

The Next Arms Race: Satellite-Based ADS-B: Satellite-based ADS-B (e.g., Aireon) is a truly global 
system (and even international) having coverage even over the oceans. Such information is however proprietary 
and costly. This re-commercialization and re-enclosure of data requires research as to how this will compete 
with the open-source and crowdsourced model.

Legal and Ethical Structures: Legal ambiguity of the term public data is a critical field. Legal studies 
should do studies that may examine new frameworks. Is there an implied consent to be tracked by flying in the 
public airspace? In the competition between rights to fly and rights to see how do we strike a balance?

Conclusively, the simple data packet being unencrypted with a single broadcast has in less than twenty 
years transformed a whole industry and how we see it. Whereas before the heavens were mysterious, now they 
are an atlas, bread and brain and bone with each point narrating a tale to whoever wants to watch.
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