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Abstract: Wireless Sensor Network is widely used in Military Applications like Tracking the enemy movements
and force protection. Security is the major concern and very difficult to achieve due to the unattended nature,
limited memory, and limited power of network. This paper is mainly intended to describe the implementation of
the secure unmanned Vehicle Navigation system controlled by wireless sensor network. We used a cluster based
approach to prevent the various types of attacks in military field. We propose armed and sealed mote to prevent
the physical attacks. In order to avoid a single key compromise lead to the entire network compromise we have
proposed a modified version of LEAP for key management. The vehicle navigation was implemented using a toy
car controlled by a micaz mote inside it. The GPS unit is connected with the vehicle to determine the position
and in the absence of GPS range we can use the relative position. The vehicle can directly send the messages to
the nearest sink node. The vehicle is used for making the application more secure and all the costly devices
needed for the application can be incorporated with the vehicle. This paper shows how we can use the
unmanned vehicle navigation system in Military applications and how it is used to detect the intruders and
prevents various kinds of security attacks in the military field.
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I.  Introduction

This paper is mainly intended to implement a secure unmanned Vehicle Navigation system for military
application using wireless sensor network. Wireless sensor networks are networks consisting of numerous small
computers equipped with sensors [1, 2]. Various types of sensors are used to detect the different events. For
example infrared sensors are used to detect events like human motion and thermistor sensor is used to determine
the temperature [13]. These sensor nodes are equipped with a radio to communicate with each other and to send
data to a central computer where this data can be parsed and viewed. Wireless sensor networks are quickly
gaining popularity due to the fact that they are potentially low cost solutions to a variety of real-world
challenges [1,2]. Their low cost provides a means to deploy large sensor arrays in a variety of conditions
capable of performing both military and civilian tasks. But sensor networks also introduce severe resource
constraints due to their lack of data storage and power. Both of these represent major obstacles to the
implementation of traditional computer security techniques in a wireless sensor network. The unreliable
communication channel and unattended operation make the security defenses even harder.

Wireless sensor networks helps in military operations by delivering critical information rapidly and
dependably to the right individual or organization at the right time, thereby significantly improving the
efficiency of combat operations. Here we are using the wireless sensor network for monitoring and tracking
application in military field. The security is a major concern in this application. First we list the set of
applications in military field and what are the different types of attacks in this network. We will give the
solutions for common types of attacks in military application. Various techniques are used to mislead the
attacker from getting the information. The unmanned vehicle is incorporated in the military application to make
the system more secure and improve the life time and connectivity of the network. The vehicle will be equipped
with a mote controlling the vehicle based on base station commands and surrounding nodes data. The vehicles
mote is like a driver of the vehicle. The driver mote has three different inputs at each stage. First the data from
the sensors are connected to the mote and the second is the data from surrounding motes and the third is the data
from base station. The mote will consider the three different inputs and will take an appropriate decision at each
stage. The system can be used for monitoring application and protecting our military forces from intruders. We
have proposed solutions for the major types of attacks in the military field. The unmanned vehicle can be used
to check the reliability and integrity of the network.
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I1.  Military applications

Military security is a major application area of wireless sensor network. The major functions of the
wireless sensor network is to monitor the enemy movements and coordinating the activities of the army. The
motes will be deployed in the area we want to monitor as shown in fig.1 and a base station will be there to
control the motes and to collect and process the information from various motes. The motes are connected with
sensors to sense the environment for enemy movement detection and to coordinate the military activity at our
side. The motes connected with sensors will look for particular events and give periodical messages to the base
station. In case of suspicious activities the motes will immediately send messages to the base station. The base
station will receive the information from various motes and will take the necessary action like informing the
command in charge for that region or give messages to motes surrounding that area. The base station will be
placed in a safe area and we can deploy the motes in the area we want to monitor without deploying army.

There are some limitations like power and low computation make us to make the network secure in the
conventional ways like cryptography. So we have consider the case of an unmanned vehicle to make the system
more secure. The costly sensors and other devices like camera can be attached with the vehicle. The vehicle will
sense the data and sends it to the Base station directly. The Base station will receive the information from other
sensor nodes and can control the vehicle movement inside the network. The vehicles contains a driver mote to
receive the messages from surrounding motes and from the base station. It can be used to monitor movements
on both sides. The military movements from our side can be very well coordinated by obtaining the information
from driver mote. The enemy’s movement information will help us to plan our next step. If the sensors send
some important data about intrusion, then vehicle can be moved to that location for a detailed analysis.

Wireless sensor
application
<

1 monitored area B sccured arca

Figure 1. Wireless Sensor network based military monitoring [10].

I11.  Security Issues In Military Field
Security is a major concern in the military applications because if the intruder or compromised node
gets the secret information it may be a passed to the opponent. The various types of attacks against the military
application are listed below. The security cannot be assured by the conventional concepts in networking due to
the limitations in wireless sensor network.

3.1 Denial of Service Attacks

A very common attack on wireless sensor networks is simply to jam a node or set of nodes by the
intruder node. Jamming, in this case, is simply the transmission of a radio signal that interferes with the radio
frequencies being used by the sensor network [13]. Another form of attack is a malicious node continuously
transmit messages in an attempt to generate collisions. The intruder node can also drop some messages. The
above attack will lead to retransmission of packets.

3.2 Sybil Attack

The Sybil attack done by an intruder mote or device taking on multiple identities”[13]. It was originally
described as an attack able to defeat the redundancy mechanisms of distributed data storage systems in peer-to-
peer networks [13]. In military application a single malicious node can send data about a imaginary event
multiple times as different entities. This will form a trust that the event has actually occurred. This node can
confuse the whole network traffic and it is very difficult to identify.
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3.3 Traffic Analysis Attacks

Wireless sensor networks in military application are typically composed of many low-power sensors
communicating with a few relatively robust and powerful base stations [13]. If the enemies got information
about the base station they can simply disable it and the whole network is useless. A rate monitoring attack
simply makes use of the idea that nodes closest to the base station tend to forward more packets than those
farther away from the base station. An attacker need only monitor which nodes are sending packets and follow
those nodes that are sending the most packets. In a time correlation attack, an adversary simply generates events
and monitors to whom a node sends its packets.

3.4 Node Replication Attacks

An attacker seeks to add a node to an existing sensor network by replicating the node ID of an existing
sensor node [13]. This node can get the cryptographic keys and secret messages passing through the network. It
can drop the packet and disconnect a section of the network from the whole network. If the enemy can introduce
more number of this type of nodes they can control the whole network.

3.5 Attacks Against Privacy

Monitor and Eavesdropping is the most obvious attack to privacy. By listening to the data, the
adversary could easily discover the communication contents. When the traffic conveys the control information
about the sensor network configuration, which may contains location information’s of the nodes in the network.
If an adversary node gets this information it will use this information to estimate the position of critical areas.
Through the analysis on the traffic, some sensors with special roles or activities can be effectively identified.
Adversaries can insert their node or compromise the nodes to hide in the sensor network to get the secret
information like a spy in military application.

3.6 Physical Attacks

Military sensor networks typically operate in hostile outdoor environments. In such environments, the
small form factor of the sensors, coupled with the unattended and distributed nature of their deployment make
them highly susceptible to physical attacks, i.e., threats due to physical node destructions [13]. Unlike many
other attacks mentioned above, physical attacks destroy sensors permanently, so the losses are irreversible. For
instance, attackers can extract cryptographic secrets, tamper with the associated circuitry, modify programming
in the sensors, or replace them with malicious sensors under the control of the attacker [13].

IV.  Unmanned Vehicle to Protect Network

We are introducing the concept of unmanned vehicle controlled by wireless sensor network in Military
application. This vehicle can navigate through the network and monitor the network security. The vehicle will
be small and it will not get the enemy attention. The vehicle will be controlled by a mote inside it and if a
particular event is reported from a area the vehicle can go and check whether the event is occurred. The vehicle
node having unlimited power and we can do the maintenance of the vehicle. We can add other facilities like
camera and other costly sensors in the vehicle. The importance of localization is to relate the vehicle location
with local map or global map. If we are using GPS, we will get the global position with these position
information and we can decide the next movement of the vehicle. The driver mote inside the vehicle will send
the sensor information to the other motes. They will reply to the mote at the next movement.

The next part is to navigate the vehicle by using Location information and Neighbor mote
communication. If we know the local map, we can give the full controls to the mote inside the vehicle i.e. mote
can decide the movements and load the program based on the path. The next type of control is by neighbor mote
communication in which the vehicle will know the path. The mote inside the vehicle will send the location
information and the nearest neighbor will take the control of the vehicle. The implementation is done by using a
toy car having five functions. The movement of the vehicle is based on the coordinate system. First the X
direction gap will be moved and next the Y direction gap will be moved. The navigation can be controlled by
base station also. The GPS is used to find the location of the vehicle. Based on the location, node will determine
the next action.

The vehicle navigation system consists of a Vehicle, Driver mote, Base station mote, and Surrounding
motes. The vehicle is the main part of the system. The selection of the vehicle will depend up on the application
in which it is using. For military application a vehicle like a small tank can be used. For monitoring and
maintenance application in a safe area small car can be used. The vehicle motion will be controlled by mote
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placed inside the vehicle. The vehicle and mote will be connected through an interface card. The vehicle design
in military field should be in such a way that it should be able to reach the entire battle field and should not be
small enough to hide the presence. We need to place a driver mote within the vehicle and the driver mote will
consider the messages from both surrounding motes and base station and will take appropriate actions. It also
controls the devices and sensors connected with the vehicle and will send the valuable information’s to the base
station. The driver mote is having unlimited battery power and computational power like base station. It will
collect the sensitive data and checks the credibility of data and if the data is very important it will encrypt the
message using modern encryption technique and directly sends to the base station. The driver node will get the
exact location of the vehicle from GPS connected with the mote. It moves to the next destination based on the
program running in the driver mote. The mote is controlling the vehicle navigation. Apart from navigation,
driver mote has other controls like deploying the motes and maintenance of the WSN network.

Unmanned vehicle eqgipped
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Figure 2. Unmanned vehicle to protect the battle field

V.  Security Architecture

The security architecture proposed in this paper is to secure the wireless sensor network in military
applications. The wireless sensor network is divided into clusters. Each cluster contains a set of motes in a
particular area. The group will elect a cluster head. The cluster head will aggregate the messages from cluster
members and the cluster head selection is based on remaining energy in the mote. The key management adopted
in our paper is LEAP [25]. The Leap is having four sets of keys and we have taken two set of keys only from
this Individual key and Cluster Key [26, 27]. The individual keys will be distributed to all the nodes before
deploying by using that they can send encrypted messages to base station and the Vehicle driver mote. Only
base station and Vehicle mote can only decrypt and read those messages. The cluster nodes in a cluster share a
cluster key with in that cluster. The nodes will sense the environment and sensor readings will be encrypted by
cluster key and send to the cluster head. The cluster Head will aggregate the messages and will encrypt with
individual key will send to the base station through the network and will reach the base station. The base station
will decrypt the messages from cluster head and will take appropriate actions. This is based on a threshold value
and if the readings from the sensor is greater than that threshold the base station will judge it as an intrusion or
attack has happened. In some cases if the base station take decision only on the basis of a cluster head
information can lead to more problems. Sometimes a compromised node will send the false readings as a cluster
head and can mislead the base station from the actual event. This is a serious issue and the unmanned vehicle in
the network can solve this problem.
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Figure 3. Data aggragation by Cluster head

The vehicle connected with sensors and powerful devices like camera and GPS can help the base
station to take critical decisions. Consider the case that infrared sensor is attached with all the motes to detect
the movements of enemies in our area. These nodes will send the messages to cluster head and cluster head will
report this to the base station. Suppose the base station need to cross check whether the event is actually
happened. It will move the unmanned vehicle to the region it is being reported and the vehicle will move to that
area using gps or surrounding sensor location. The motes in that region will be connected with sensors and the
sensors will collect data and sensitive information’s will be passed to the driver mote. The driver mote will
collect the data from the surrounding and it will immediately send the exact values to the base station
immediately. The base station can then compare the values and if it is same it can take the appropriate actions
like informing the military commander or activate the mines etc. The vehicle can be used to further examining
the situation by using advanced devices like camera or other sensing devices. The base station and vehicle driver
mote communication is direct and we can use conventional encryption techniques between them since both the
nodes are powerful and unlimited battery life. We can use the vehicle movement to recharge the battery in the
vehicle.

VI.  Implementation Details
The entire application was implemented by using a remote controlled toy car which was connected to a micaz
mote and the movements were controlled by mote using a interface card MDA 320 CA. The driver mote
controlled by surrounding motes and base station was placed inside the vehicle. The coding is mainly in Nesc
and it is implemented in Tiny Os operating system.

6.1 Hardware Implementation

The main parts are the vehicle, mote and interface part. In vehicle part, we used a car having four
movements. The car was controlled by mote through interface card. The interface card and the mote are placed
inside the car. There is a sensor board inside the vehicle in order to sense the changes in the vehicle
surroundings. The car is having five functions. They are Forward, Reverse, Left, Right, and Stop. The main part
of this circuit is the CAR transmitter circuit. In this circuit we will connect our mote. The mote interface is done
through the MDA320CA board. The mote will generate the output based on the mote’s program. Through
MDA320CA interface board the signals will be passed to transmitter circuit. The main use of this transmitter
circuit is to convert the signals from the mote to control signals for the car. For this purpose we are using an IC
called TX-2B [22]. TX-2B is designed with five functions. The TX-2B/RX-2B is a pair of CMOS LSlIs designed
for remote controlled car applications. The TX-2B/RX-2B has five control keys for controlling the motions (i.e.
forward, backward, rightward, leftward and the turbo function) of the remote controlled car. The TX2B is
connected with the sensor and the sensor will control the switches. Based on the function, the corresponding
switch will be enabled and transmitter will generate signals corresponding to each function. These signals are
converted as radio signals and are send to the receiving part. Receiver circuit : In the receiver unit, first the
signals are received and are given to the receiver. The receiver will do the corresponding actions. In the receiver
part we will use RX2B IC as the receiver IC. The received signals are given to the IC. Corresponding to each
signal there will be a function associated with RX2B. This IC is connected with the two motors.
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Figure 4. Transmitter circuit diagram of vehicle [22]
As shown in the figure 3 circuit diagram the forward and reverse pins are connected to the CD motor. The
forward and backward functions will be based on the signal from the transmitter. The stepper motor will be
connected to the right and left pin. The motes used in this implementation is MPR2400 (MICAZ).

Micaz Mote

vonoywer MIDA320 CA
HMCI002 - fhterface card

Magnetometer

MTS101CA

Analog Devices "
Sensor board

ADXL202JE
Accelerometer

Figure 5. The Mote, Interface card and Sensorboard [User Manual].

The data acquisition board is used for the interface card between Mote and the vehicle transmitter unit.
The MDA320CA is used as the interface card. Crossbow’s MoteView software is designed to be the primary
interface between a user and a deployed network of wireless sensors. The MTS101CA series sensor boards have
a precision thermistor, a light sensor/ photocell, and general prototyping area. The sensing capabilities include
light, temperature, microphone, buzzer, accelerometer and magnetometer.

6.2 Software Implementation

The Operating system used is TinyOS is an open-source event-driven “real-time” operating system designed by
U.C. Berkeley. TinyOS is designed for use in low-power/limited resource applications which utilize wireless
embedded sensor networks [23]. The programming of mote is done in a C-based language, known as nesC [21].
NesC program in driver mote is taking care of the messages from base station and surrounding motes and will
decide the next movement or action. The driver mote is programmed to navigate the vehicle to a particular
location. The surrounding motes are programmed to report the incidents in its premises. The base station is
programmed to analyze the sensor data and give commands to driver mote. We have used the temperature as a
parameter and programmed the motes. If the temperature value from a cluster head or node is more than a
threshold the car will be moved to that region and sense the temperature and will give the report back to base
station.

VII.  Results
The vehicle controlled by wireless sensor network was implemented. The vehicle moved under the
control of driver node attached with the vehicle. The driver node was controlled by the sensor readings from the
sensors attached to it, surrounding nodes’ reading and by the control of Base station nodes. The system shows
90 percentage accuracy on the location where the vehicle was planned to move. The vehicle was able to
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crosscheck the fire detected by a node using temperature sensor and it was reported to the base station. The
wireless sensor network worked as a unit for the successful navigation of the vehicle. The overall performance
of the vehicle navigation system was satisfactory.

The Vehicle navigation system controlled by driver node can be implemented using GPS or GPS free
localization algorithms. The comparison between these techniques are given in Table 1. The decision of which
algorithm to use is taken based on the application in which the vehicle navigation algorithm is using. The
comparative study based on accuracy of localization is done based on different algorithms. The GPS based
algorithms are more accurate. We are using anchor free localization in our experimental study.

Table 1. Comparison of Vehicle Navigation Techniques

Vehicle Navigation

Parameters Using GPS Not Using GPS

GPS Not usable in the !;I ﬁ,igﬁgisused in

Connectivity absence of GPS

Cost Costlier Less Costlier

Accuracy More Accurate Less Accurate

Sensor Reading No Reading from Reac_img_s used in

Sensors applications

Directly

Node Density No influence proportional to
accuracy

The graph shown in fig 6 is the Accuracy comparison based on connectivity of the nodes. As the
connectivity of the nodes increases the Percentage location error decreases. So since the connectivity increases
the location will be more accurate. It is very difficult to find whether a mote is compromised. We need to find
the compromised nodes by cross checking the readings sent by the node with actual readings from the vehicle
mote. If a node found compromised, the vehicle can destroy that mote. The Vehicle will be exploded if it is
taken by an opposite military person. More the number of vehicles, the safer is our side. If more than one
vehicle is there, we can divide the total area to regions and assign regions to vehicles. These vehicles can be
used to detect mines and bombs. These vehicles can be used in battle field surveillance and detection of nuclear,
Biological and chemical attack detection.

Accuracy Comparison with Connectivity

Pementags Location Emror)

12 \\‘\ B
N\

10 \________ 4

a L 1 1 1 1 T

& T 8 9 10 11 12

Connectivly
Figure 6. Wireless Sensor network based military monitoring.
VIII.  Conclusion

The wireless sensor network is an emerging technology. The work we have done resulted in a Vehicle
navigation system controlled by wireless sensor network to make the network more secure and useful. The
system can be used in various applications such as monitoring and maintenance and fire detection. If the vehicle
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is equipped with GPS, the exact location can be determined. The implementation was done on a small car with
five functions. We can enhance this system to add more features to the vehicle.
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