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Abstract

The rise of e-commerce has led to the widespread use of dark patterns manipulative design tactics that exploit
cognitive biases to influence consumer behaviour. This study examines their prevalence, psychological impact,
and regulatory challenges using Structural Equation Modelling (SEM), ANOVA, Chi-Square tests, and regression
analysis on survey data from 300 respondents.

Findings reveal that 81% of consumers encounter hidden charges, 78% face auto-renewed subscriptions, and
76% experience false urgency tactics, leading to decision fatigue, regret, and trust erosion. Behavioural
economics theories, including Prospect Theory and Default Bias, explain consumer susceptibility. While
regulations like GDPR and FTC guidelines aim to curb dark patterns, enforcement remains inconsistent.

The study highlights the need for stronger legal protections, consumer education, and ethical UX design to
enhance transparency in digital commerce. Ethical design prevents deception while fostering long-term consumer
trust.

Keywords: Dark Patterns, E-commerce, SEM, ANOVA, Chi-Square, Consumer Trust, Behavioural Economics,
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I. Introduction

The rapid growth of e-commerce has revolutionized consumer transactions, providing convenience,
accessibility, and competitive pricing. However, this digital transformation has also introduced manipulative
design practices known as dark patterns, which mislead, pressure, or deceive consumers into making unintended
decisions (Brignull, 2015). These deceptive strategies are deliberately integrated into websites, mobile apps, and
digital platforms to influence consumer behavior, often leading to unintended purchases, difficulty in canceling
subscriptions, or unauthorized data collection (Mathur et al., 2019).

Unlike traditional persuasive marketing, which seeks to engage customers honestly, dark patterns cross
ethical boundaries by manipulating user experiences through psychological triggers, cognitive biases, and
behavioral heuristics. Tactics such as false urgency, forced continuity, and hidden costs take advantage of human
decision-making tendencies, leading to unethical consequences (Luguri & Strahilevitz, 2021). While businesses
may argue that such strategies increase revenue and customer retention, they simultaneously create negative
consumer experiences that damage trust and brand loyalty in the long run.

Problem Statement

The proliferation of dark patterns in digital marketplaces presents ethical, psychological, and legal
challenges. Consumers often struggle to identify deceptive design tactics, leading to financial loss, regret, and
loss of trust in e-commerce brands. Businesses employing these tactics prioritize short-term profits over ethical
consumer relationships, often resulting in negative publicity and regulatory scrutiny (Green & LeBoeuf, 2022).

Several problematic aspects of dark patterns have been identified, including:

Automatic Subscription Renewals: Many consumers unknowingly subscribe to paid services after a free trial
due to auto-renewal policies that lack clear notice.

False Scarcity Tactics: E-commerce platforms falsely inflate product scarcity using fake countdown timers or
stock limitations, forcing immediate purchases.

Hidden Costs at Checkout: Unexpected charges, such as taxes, service fees, and shipping costs, are only
disclosed at the final checkout stage, making users feel compelled to complete the purchase.

Complex Cancellation Processes: Misleading navigation, deliberate obfuscation of the "unsubscribe" option,
and forced decision-making lead to stress, anxiety, and frustration.
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Lack of Clear Legal Frameworks: Certain regions lack robust legal guidelines to effectively penalize deceptive
UX practices, allowing businesses to exploit regulatory loopholes.

Addressing these challenges requires a multi-faceted approach, including regulatory interventions,
consumer education, and ethical UX design to promote fair digital transactions.

Research Questions
To understand the implications of dark patterns in e-commerce, this study investigates the following
research questions:
1.How do dark patterns psychologically impact consumer decision-making in e-commerce?
2. Which dark patterns are most commonly used by e-commerce platforms, and how do they influence consumer
behavior?
3. What legal and regulatory measures exist to combat dark patterns, and how effective are they?
4. What ethical alternatives to dark patterns can be implemented to ensure fair digital consumer interactions?

Research Objectives

This study aims to:

1. To Investigate the prevalence of dark patterns in e-commerce platforms.

2.To Analyse how dark patterns exploit cognitive biases to manipulate consumer behaviour.

3.To Evaluate the effectiveness of regulatory measures such as GDPR, FTC guidelines, and national consumer
protection laws.

4. To Propose ethical UX design alternatives that promote transparent, consumer-friendly digital experiences.

II.  Literature Review
The Impact of Dark Patterns on Consumer Behavior
Dark patterns significantly influence consumer trust, perception, and purchasing decisions. Various
studies have explored how these deceptive strategies affect consumer psychology and brand loyalty.

Cognitive Overload & Decision Fatigue

Complex UI designs, misleading options, and deliberate obfuscation of key information overwhelm
users, increasing impulse buying behaviors (Walsh et al., 2020). When consumers are bombarded with excessive
or unclear choices, they experience cognitive overload, leading them to make suboptimal decisions.

Post-Purchase Regret & Negative Brand Perception

Consumers who later realize they were misled by deceptive tactics experience dissatisfaction, frustration,
and resentment toward brands (Luguri & Strahilevitz, 2021). This results in long-term damage to brand reputation,
as consumers may leave negative reviews or discontinue purchases from brands they perceive as dishonest.

Erosion of Consumer Trust

Repeated exposure to manipulative e-commerce practices leads to long-term skepticism and hesitancy
when interacting with digital platforms (Kim et al., 2019). Trust is a crucial factor in online shopping, and once
it is eroded, consumers may avoid platforms that have previously engaged in deceptive practices.

Anxiety & Financial Loss

Consumers lose control over their purchases due to forced decisions, difficult cancellation policies, and
unwanted recurring charges, leading to financial stress and dissatisfaction (Shulman et al., 2021). This financial
burden can disproportionately affect vulnerable groups, such as elderly consumers or individuals with limited
digital literacy.

Regulatory Challenges & Ethical Concerns
Governments and consumer protection agencies have started addressing dark patterns through regulatory
policies such as:

General Data Protection Regulation (GDPR) — Europe
GDPR enforces transparency in data collection, user consent, and opt-out mechanisms to prevent
deceptive privacy-related dark patterns.

Federal Trade Commission (FTC) — USA
The FTC investigates companies using deceptive UX strategies and imposes fines on platforms that
mislead users in purchasing and subscription decisions.
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Consumer Protection Act (India, 2019)

This act restricts false advertising and urgency-driven sales tactics to protect consumers from digital
manipulation.

Enforcement remains inconsistent. Many businesses continue to exploit legal loopholes or use dark
patterns in ways that are not explicitly covered by existing laws. Therefore stricter enforcement mechanisms and
continuous policy updates are required to ensure consumer protection in digital marketplaces.

Theoretical Framework
A theoretical framework serves as the foundation for understanding how dark patterns function in e-
commerce by linking them to established psychological and behavioural theories

Behavioural Economics and Dark Patterns

Behavioural economics examines how psychological, cognitive, emotional, and social factors influence
economic decisions. Unlike traditional economic theories that assume consumers act rationally, behavioural
economics suggests that human decision-making is prone to biases that can be exploited by deceptive digital
design (Thaler & Sunstein, 2008).

Behavioural Economics Concepts in Dark Patterns:

1. Loss Aversion (Prospect Theory) — People fear losing something more than they desire gaining something of
equal value (Kahneman & Tversky, 1979).
Example: E-commerce platforms use scarcity marketing (e.g., "Only 1 left!") to trigger fear of missing out
(FOMO) and encourage impulsive buying.

2. Endowment Effect — Consumers place a higher value on things they already own or feel committed to (Thaler,
1980).
Example: Subscription-based services make canceling difficult, banking on users’ reluctance to let go of what
they perceive as a valuable service.

3.Default Bias (Status Quo Bias) — Consumers tend to stick with default settings rather than making active
changes.
Example: Pre-checked boxes for newsletter sign-ups or optional add-ons during checkout mislead users into
agreeing to unwanted services.

These behavioural tendencies explain why dark patterns are effective they capitalize on cognitive biases
to subtly push consumers toward business favoured outcomes while reducing rational decision-making.

Cognitive Load Theory and Decision Fatigue

Cognitive Load Theory (Sweller, 1988) suggests that individuals have limited cognitive processing
capacity, meaning that when too much information is presented at once, decision-making becomes inefficient.
Dark patterns often overwhelm users with complex choices, leading to mental exhaustion and poor decision-
making.

Decision Fatigue (Baumeister et al., 1998) states that making repeated decisions reduces cognitive
resources, increasing the likelihood of impulsive or default choices.
Example: Hidden fees appearing at checkout create a situation where users, already invested in the purchase,
simply continue instead of going back to compare prices.

Choice Architecture (Thaler & Sunstein, 2008) refers to how choices are structured in a way that
influences decision-making.
Example: Making the “Accept Cookies” button prominent while hiding the “Decline” option influences users
toward data-sharing decisions.

Thus, dark patterns intentionally increase cognitive load to make opting out more difficult and
compliance with deceptive tactics more likely.

Persuasion and Social Influence Theories
E-commerce platforms employ social influence techniques to shape consumer behavior. Cialdini’s
(1984) Principles of Persuasion explain why users fall for deceptive UI tactics:

Scarcity — People perceive items as more valuable when they appear to be in limited supply.
Example: Flash sales and countdown timers exaggerate product scarcity to pressure immediate purchases.

Social Proof — People are more likely to follow the actions of others, assuming they indicate the correct behaviour.
Example: Fake "X people are currently viewing this item" notifications encourage urgency-driven buying.
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Authority & Trust — Consumers trust platforms that appear authoritative and credible.
Example: Verified badges, user testimonials, and celebrity endorsements give the illusion of product legitimacy,
even when misleading.

Ethical Theories and Consumer Rights

While behavioural economics and cognitive biases explain why dark patterns work, ethical theories
explore whether they should be used. Several ethical frameworks critique dark patterns from a consumer
protection and corporate responsibility perspective.

Deontological Ethics (Kantian Ethics) — Argues that actions should be judged based on their adherence to moral
rules, regardless of the outcome.
Application: Deceptive UX practices are inherently unethical, as they involve dishonesty and coercion.

Utilitarianism (Consequentialism) — Suggests that the morality of an action depends on whether it produces the
greatest good for the greatest number.

Application: While businesses may justify dark patterns as profitable, they ultimately harm consumer well-being,
making them unethical in the long run.

Consumer Autonomy & Digital Rights — Consumer protection laws advocate for transparent UI practices that
prioritize user choice.

Application: GDPR and FTC guidelines promote data privacy and informed consent, combating deceptive digital
practices.

III.  Conceptual Framework And Structural Equation Modeling (Sem) Analysis
Conceptual Framework of Dark Patterns in E-Commerce

This study's conceptual framework examines how dark patterns in e-commerce affect consumer
decision-making, trust, and regulatory responses. Grounded in behavioral economics, cognitive psychology, and
ethical considerations, it explores the relationship between manipulative design strategies, psychological
influences, and regulatory interventions.

Independent Variable: Dark Patterns
Dark patterns manipulate consumer behavior through deceptive UI/UX design, influencing purchasing
decisions and trust. Key types include:
Forced Continuity: Auto-renewed subscriptions without clear consent.
Scarcity Marketing: Fake urgency messages (e.g., "Only 2 left in stock!").
Hidden Costs: Unexpected fees disclosed at checkout.
Social Proof Manipulation: Fake reviews and inflated product demand.

Mediating Variables: Psychological and Behavioural Influences

Dark patterns exploit cognitive biases, leading to:

Loss Aversion (Kahneman & Tversky, 1979): Consumers fear missing out, increasing impulsive purchases.
Decision Fatigue (Baumeister et al., 1998): Excessive choices exhaust users, leading to poor decisions.

Dependent Variable: Consumer Decision-Making and Trust

Dark patterns lead to:

Impulse Buying: Quick, regretful purchases.

Subscription Traps: Difficulty cancelling unwanted services.

Brand Trust Erosion: Consumers become sceptical of deceptive platforms.

Moderating Variable: Regulatory and Ethical Interventions

Laws and ethical practices aim to mitigate dark patterns:

GDPR (EU): Mandates transparency in data collection and opt-out options.

FTC Regulations (USA): Penalizes deceptive e-commerce practices.

Ethical UX Design: Prioritizes transparency and consumer autonomy to rebuild trust.

Structural Equation Modeling (SEM) Analysis
To validate the framework, SEM using AMOS was applied to assess the relationships between dark
patterns, psychological influences, and consumer trust.
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Hypotheses

H1: Dark patterns increase loss aversion and decision fatigue.

H2: Loss aversion and decision fatigue reduce consumer trust.

H3: Loss aversion and decision fatigue mediate the impact of dark patterns on trust.
H4: Regulatory interventions moderate the negative impact of dark patterns.
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SEM Results

Direct Effects
| Pathway || Standardized Coefficient () || Significance (p) I
I Dark Patterns — Psychological & Behavioral Influences H 0.45 || p <0.001 I
I Psychological & Behavioral Influences — Loss Aversion H 0.50 || p <0.001 I
I Psychological & Behavioral Influences — Decision Fatigue H 0.48 || p <0.001 I
|Interpretati0n: Dark patterns significantly increase frustration, cognitive overload, and impulsive decision-making. |

Impact on Consumer Trust

| Pathway I Standardized Coefficient (B) || significance (p) |
| Loss Aversion — Consumer Trust || -0.30 || p <0.001 I
| Decision Fatigue — Consumer Trust || -0.28 || p <0.001 I
|Interpretati0n: Higher loss aversion and decision fatigue decrease consumer trust, leading to skepticism and dissatisfaction. I

Moderating Effects of Regulations
I Pathway || Standardized Coefficient (B) || Significance (p)

|
I Regulatory Interventions — Consumer Trust || 0.27 || p <0.001 |
|

Ilnterpretation: Strong legal protections help restore consumer trust, reinforcing the need for stricter enforcement.

Model Fit Indices
| Fit Index ” Value || Recommended Threshold I
| CFI | 093 >0.90 (Good Fit) |
| RMSEA | o005 | <0.08 (Good Fit) |
| Chi-Square (p-value) | 0002 || Significant |
|Interpretation: The model fits well, confirming the relationships between dark patterns, psychological effects, and consumer trust. |

DOI: 10.9790/0837-3004043139 www.iosrjournals.org 35 |Page



The Ethical Dilemma Of Dark Patterns In E-Commerce-Impact On Consumer Trust........

IV.  Research Methodology
Research Design
This study follows a quantitative research design using a structured questionnaire to examine consumer
experiences with dark patterns in e-commerce. Data was analyzed using descriptive statistics, factor analysis,
correlation, t-tests, and regression analysis in SPSS.

Sample & Data Collection

Sample Size: 300 respondents

Sampling Technique: Convenience sampling

Data Collection Method: Online and offline survey

Questionnaire Design

The structured questionnaire consists of five sections:

Demographics (Q1-Q5): Age, gender, education, shopping frequency, platform preferences.
Exposure to Dark Patterns (Q6-Q9): Identifying deceptive tactics.

Psychological & Behavioral Effects (Q10-Q13): Measuring frustration, regret, trust impact.
Legal Awareness (Q14-Q16): Understanding consumer knowledge of protection laws.
Experimental Study (Q17-Q19): Measuring trust in ethical vs. deceptive UI designs.

Data Analysis

Data was analyzed using SPSS with the following techniques:

Descriptive Statistics: Frequencies, means, standard deviations.

Factor Analysis: Identified psychological constructs.

Correlation Analysis: Examined relationships between legal awareness and dark pattern recognition.
Independent T-Test: Compared trust levels in ethical vs. manipulative UI designs.

Regression Analysis: Predicted consumer trust based on frustration, regret, and awareness levels.

Table 4.1: Descriptive Statistics for Psychological & Behavioral Effects of Dark Patterns

| Variable |[Mean (V1) |[SD |[Min][Max]
Frustration with Deceptive Practices (Q10) 338 | 5

| Regret After Purchase (Q11) || 3.5 || 1 || 5 |

| Trust Impact (Q12) 37 o] 1 ][5 ]

|C0nﬁdence in Recognizing Dark Patterns (Q16) || 3.2 || 1 || 5 |

Interpretation: Consumers report moderate-to-high frustration (M = 3.8, SD = 1.1) when realizing they were
misled. Regret (M =3.5, SD = 1.2) suggests urgency-driven messaging influences impulse buying. Trust in brands
decreases (M = 3.7, SD = 1.0) due to deceptive practices, while confidence in recognizing dark patterns remains
moderate (M =3.2, SD = 1.2).

Table 4.2: Correlation Matrix (Legal Awareness & Recognition of Dark Patterns)

| Variable || 1 || 2 |
| 1. Legal Awareness (Q14) | 100 1[0.42 (p <0.001)]
[2. Recognition of Dark Patterns (Q16)[[0.42 (p<0.00D)|[ 100 |

Interpretation: There is a moderate positive correlation (r = 0.42, p <0.001) between legal awareness and dark
pattern recognition. Consumers aware of GDPR/FTC regulations are more likely to recognize deceptive e-
commerce tactics, suggesting that consumer education can help reduce manipulation.

Table 4.3: Independent Samples T-Test (Ethical vs. Manipulative UI on Consumer Trust)

| Group ”Mean Trust Score ||t-value ” p-value I
[ Ethical Ul Design || 4.1 |0.9][ 6.23 J[p <0.001]
|Manipu]ative UI Design ” 2.8 || ” I

Interpretation: Consumers trust ethical UI designs (M = 4.1) significantly more than manipulative UI designs
(M =2.8, p <0.001). The high t-value (t = 6.23) confirms a strong trust difference, indicating that e-commerce
brands using deceptive tactics risk long-term consumer distrust.
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Table 4.4: Regression Analysis Predicting Consumer Trust

| Predictor | B [se][8 ][ » |
| Frustration (Q10) | -0.31 |[0.08][-0.29][< 0.001]
| Regret (Q11) | -0.25 |[0.07][-0.22][ 0.002 ]
| Trust Impact (Q12) I 0.45 |[0.09][0.40 |[< 0.001]
[ Returning Items (Q13) I -0.19 |[0.07][-0.17][ 0.005 ]
| Legal Awareness (Q14) | 021 |[0.06][0.19][ 0.004 ]
[Recognition of Dark Patterns (Q16) | 032 |[0.07][0.28 |[< 0.001]
| R?=0.48 ||(48% of variance explained) ”—H || |

Interpretation: Trust in e-commerce brands is significantly impacted by consumer experiences with dark
patterns.

Higher frustration (B = -0.29) and regret (B = -0.22) reduce trust in brands, confirming that deceptive
tactics lead to negative brand perception. Legal awareness (B = 0.19, p = 0.004) and recognition of dark patterns
(B =0.28, p < 0.001) increase trust, suggesting that educated consumers are less likely to fall for deceptive
practices. R? = 0.48 indicates that 48% of the variance in consumer trust is explained by these factors.

V.  Findings And Discussions
This section presents key findings categorized according to research objectives. The results highlight the
prevalence of dark patterns, their psychological and behavioral effects on consumers, and the effectiveness of
legal regulations. The discussion interprets these findings in relation to existing literature and ethical UX design
alternatives.

Prevalence of Dark Patterns in E-Commerce
The study confirms the widespread presence of dark patterns across e-commerce platforms. findings include:
1. 81% of respondents encountered unexpected charges at checkout.
2.78% experienced auto-renewed subscriptions without explicit consent.
3.76% observed false urgency tactics like fake countdown timers.
4.68% struggled with complex unsubscribe processes (roach motel patterns).
These findings align with prior studies (Mathur et al., 2019; Luguri & Strahilevitz, 2021), which
identified hidden costs, forced continuity, and scarcity-based marketing as common deceptive practices.

Psychological & Behavioral Impact on Consumers
The study examined how dark patterns influence decision-making, trust, and satisfaction. Findings indicate:
1. 88% of consumers reported feeling overwhelmed by deceptive Ul tactics.
2. High distress score (4.74/5) suggests consumers feel misled after purchases.
3.Rated at 4.37/5, confirming that urgency tactics encourage unintended purchases.
4. Score of 4.36/5 highlights that dark patterns negatively affect brand perception.
These results support behavioral economics theories (Kahneman & Tversky, 1979; Thaler & Sunstein,
2008), which suggest cognitive biases make consumers vulnerable to manipulative UX designs.

Consumer Awareness and Legal Protections
Despite the prevalence of dark patterns, awareness of legal protections remains low:
1.71% believed they could identify deceptive tactics.
2.0nly 64% were familiar with U.S. legal protections.
3.Only 54% knew about European consumer protection laws.
4.84% of respondents favored stricter legal interventions.
These findings highlight a gap between consumer knowledge of dark patterns and legal protections,
reinforcing the need for stronger consumer education (Brenncke, 2024; Ziermann, 2024).

Preference for Ethical UX vs. Manipulative Ul
Consumers showed a strong preference for ethical UX practices:
1.84% preferred clear pricing without hidden costs.
2.88% stated they would cancel subscriptions despite obstacles.
3.78% favoured businesses with transparent policies.
These results indicate that ethical UX design is a competitive advantage for businesses, fostering long-
term customer loyalty.
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VI. Recommendations
Recommendations for Businesses (E-Commerce & UX Designers)
1. Clearly disclose pricing, subscription terms, and cancellation policies.
2. Misleading urgency damages brand reputation over time.
3.Provide clear opt-out choices and informed consent.
4. Inform users about deceptive UX tactics to promote informed decision-making.

Recommendations for Policymakers & Regulatory Authorities

1. Increase fines for companies using deceptive UX strategies.

2. Ensure regulations cover all forms of dark patterns.

3. Implement automated systems to detect and penalize manipulative interfaces.
4.Require businesses to declare whether they use urgency tactics or auto-renewals.

Recommendations for Consumers

1. Learn to recognize and report deceptive e-commerce practices.

2. Utilize browser extensions like ad blockers and dark pattern detectors.

3. Notify consumer protection authorities about manipulative online experiences.

VII.  Suggestions For Future Research
Future research should explore:
1. Investigate how dark pattern awareness differs across regions.
2. Examine whether consumers develop resistance to deceptive tactics over time.
3. Assess how Al influences manipulative e-commerce strategies.
4. Measure the real-world impact of GDPR, FTC guidelines, and other consumer protection laws.
5. Study the effectiveness of educational campaigns in reducing susceptibility to dark patterns.

VIII.  Conclusion

This study highlights the widespread use of dark patterns in e-commerce and their negative psychological
impact on consumers. Findings confirm that dark patterns exploit cognitive biases, leading to decision fatigue,
impulse buying, post-purchase regret, and trust erosion.

Although regulatory frameworks like GDPR and FTC guidelines exist, enforcement remains
inconsistent, and consumer awareness of legal protections is limited. While businesses may gain short-term
revenue from dark patterns, these tactics ultimately damage brand reputation and weaken consumer trust.

To mitigate these effects, businesses must adopt ethical UX practices, regulators should enforce stricter
penalties, and consumers need to be educated on recognizing manipulative strategies. A shift towards transparent
and consumer-friendly digital experiences is essential to ensure fair and ethical online commerce.
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