
IOSR Journal Of Humanities and Social Science (IOSR-JHSS) 

Volume 31, Issue 3, Series 3 (March, 2026) 64-74 

e-ISSN: 2279-0837, p-ISSN: 2279-0845. 

www.iosrjournals.org  

 

DOI: 10.9790/0837-3103036474                               www.iosrjournals.org                                                64 |Page 

Social Engineering & Gen Z Research Paper 
 

Varad Suryawanshi 
1202, Dhanraj Building, Borivali West 400092, Mumbai, India 

 

Abstract 
This comprehensive research explores the burgeoning intersection of social engineering (SE) and Generation Z 

(Gen Z) political participation within municipal and local democratic frameworks. As Gen Z matures into a 

dominant voting demographic—now comprising over 22% of the active electorate in diverse geopolitical 

contexts—their "digital-first" socialization presents unprecedented vulnerabilities to sophisticated algorithmic 

and psychological manipulation. 

Through a multi-year hybrid methodology integrating empirical survey data ( ) and objective 

API-driven social media scraping (comprising over 1.4 million distinct data points across TikTok, Instagram, 

and X), we quantify the efficacy of micro-targeted influence operations. This paper introduces the Susceptible-

Influenced-Resistant-Stifler (SIRS) mathematical model to calculate the Basic Reproduction Number ( ) of 

political misinformation in localized environments. We further analyze the "Participation-Vulnerability 

Paradox": while Gen Z turnout in local elections has increased by 14.4% since 2020, their susceptibility to 

"Astroturfing," AI-generated deepfakes, and "Human-in-the-Loop" social engineering has reached a critical 

threshold. We conclude with a robust framework for "Cognitive Defense-in-Depth," arguing that without systemic 

intervention in digital literacy and algorithmic transparency, the foundational integrity of municipal self-

governance is at risk of obsolescence in the face of decentralized persuasion. 
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I. Introduction 
The Demographic Tsunami and Technological Convergence 

The global democratic landscape is currently undergoing a systemic shift that has not been witnessed 

since the mass expansion of the franchise in the early 20th century. Generation Z (born 1997–2012) is no longer 

a peripheral group of idealistic first-time voters; they are the primary architects and consumers of digital 

discourse. In many urban centers globally, this cohort now holds the "swing" power in municipal districts. Unlike 

the Boomer or Gen X generations, who transitioned from analog to digital consumption, Gen Z is the first 

generation to lack a "pre-algorithmic" memory. Their understanding of political truth is fundamentally mediated 

by recommendation engines. 

This demographic transition converges with an unprecedented technological acceleration. The rise of 

Generative AI, the refinement of micro-targeting algorithms, and the erosion of local news outlets have created a 

"trust vacuum." Traditional civic gatekeepers—such as local newspapers, neighborhood associations, and non-

partisan voter guides—are virtually invisible to young voters. Instead, an intricate network of influencers, 

algorithmic suggestions, and socially engineered seeds of a narrative has been created, where the "vibe" of a 

candidate often carries more weight than their fiscal policy or infrastructure record. The result is a highly volatile 

electoral environment where the traditional rules of political communication no longer apply. 

 

 
 

Defining Social Engineering in a Civic Context 

While social engineering was once a term limited to the vocabulary of information technology security—

specifically referring to the deceiving of employees into giving away passwords through phishing or pretexting—

the term has undergone an extreme conceptual extension. Social engineering, in the modern political context of 

democracy, is a type of "cognitive hacking." It is the manipulative application of psychological triggers, such as 

the Scarcity Principle, Authority Bias, or Social Proof, to circumvent the critical thinking faculties of an individual 

voter. 

In a municipal election, this is manifested as "Digital Astroturfing." To applaud or denigrate an 

infrastructure plan of a local candidate, a social engineer can deploy a botnet containing thousands of AI-managed 

accounts. This comes across as a grassroots, organic movement to a Gen Z voter who is scrolling through social 

media. This manufactured consensus can be so heavy, psychologically speaking, that it can influence a voter who 

is just starting to establish their political identity. The goal is not just to spread a lie, but to alter the "perceived 

reality" of what the community believes, effectively hijacking the democratic process from within. 
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The Micro-Targeting Value of Municipal Elections 

National elections are high-stakes but also "high-noise" environments. During a presidential campaign, 

hundreds of millions of dollars are spent on competing stories, which often leads to a zero-sum game of influence 

where narratives cancel each other out. Municipal elections, however, are "data-poor" situations. City council or 

school board elections usually receive turnout ranging between 12% and 25%. In many jurisdictions, these races 

are non-partisan, meaning voters cannot rely on simple "party labels" as a heuristic for decision-making. 

This lack of information makes municipal elections the "low-hanging fruit" for social engineers. The 

"Price per Vote" of influence operations goes plummeting in such low-turnout situations. With a single, well-

placed viral video or a coordinated "comment-bombing" campaign, a social engineering farm can run a 

misinformation campaign in a specific neighborhood for a fraction of the cost of a national advert. Since in local 

races the margin of victory is often as narrow as 50 to 200 votes, the return on investment (ROI) of social 

engineering is exponentially higher at the local level than at the national level. Furthermore, the lack of scrutiny 

from national media allows these engineered narratives to flourish in a vacuum, often going unchallenged until 

long after the ballots are cast. 

 

 
 

Research Questions and Hypotheses 

This study is guided by three primary research questions: 

1. RQ1: To what extent does daily social media consumption correlate with a Gen Z voter's susceptibility to 

socially engineered political narratives in municipal races? 

2. RQ2: How does the mathematical reproduction rate ( ) of political misinformation differ across generational 

cohorts when exposed to the same content? 

3. RQ3: Can the "Nationalization" of local issues be quantified as a social engineering tactic used to drive Gen Z 

turnout based on affective polarization rather than local utility? 

We hypothesize that Gen Z voters will show higher engagement with local politics than previous young 

cohorts, but this engagement will be negatively correlated with factual accuracy due to the intervention of 

algorithmic social engineering. We also anticipate that the  of political rumors will be significantly higher in 

Gen Z networks compared to older demographics. 
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II. Literature Review & Theoretical Foundations 
The Psychology of Digital Persuasion: Dual Process Theory 

The human mind has not evolved to match the pace of contemporary information flow. To process the 

thousands of stimuli received daily, the brain utilizes "heuristics"—mental shortcuts. This research draws heavily 

on the Dual Process Theory of cognition, pioneered by Daniel Kahneman and Amos Tversky. 

 

 
 

System 1 (Fast Thinking) is intuitive, emotional, and reactive. It is the system that social engineering 

targets. When a Gen Z voter watches a local candidate being discussed on their "For You Page" by separate 

creators about how they are corrupt, System 1 accepts the information because it is "available" and "vivid." 

System 2 (Slow Thinking) is analytical, logical, and requires effort. Algorithmic platforms are designed to keep 

users in System 1, using infinite scrolls and autoplay features to prevent the cognitive "friction" required to engage 

System 2 for fact-checking. 

The Availability Heuristic is a central critical factor here. If a narrative is repeated enough by different 

"peer-like" accounts, the brain assumes the information is true simply because it is easily recalled. Social 

engineers exploit this by ensuring that their "manufactured consensus" is the most available narrative in a voter's 

feed, effectively drowning out factual dissent. 

 

The Echo Chamber Feedback Loop: Algorithmic Curation 

Traditionally, the "Public Sphere," as conceptualized by Jürgen Habermas, was a space for rational-

critical debate where citizens could deliberate on the common good. However, the modern "Algorithmic Sphere" 

is disjointed and hyper-individualized. Algorithms are created to maximize Retention Time and Engagement, 

rather than the Accuracy of Truth. 

To Gen Z, the algorithm acts as an automated social engineer, pushing content that supports their pre-

existing biases without allowing them to see dissenting views. This results in "Filter Bubbles" that allow a local 

election to be thoroughly re-contextualized by a domestic or foreign rival without the larger community ever 

being made aware of the manipulation. The recursive nature of these algorithms means that the more a user 

engages with an engineered narrative, the more the algorithm provides similar content, creating a self-reinforcing 

loop of misinformation that is extremely difficult to break. 

 

Historical Context: From Propaganda to Computational Influence 

The idea of "Manufactured Consent," popularized by Noam Chomsky and Edward Herman (1988), held 

that the political narrative was dominated by corporate media through specific structural filters. In the 21st 

century, consent is no longer produced solely via central control but is "crowdsourced" via artificial grassroots 

movements. This is often referred to as "Computational Propaganda"—the use of algorithms, automation, and big 

data to manipulate public life. 
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We analyze the history of "Astroturfing" from the early 2000s sock-puppet accounts to today's LLM-

driven botnets. The Alberta 2023 Municipal Simulation serves as a landmark case, where researchers 

discovered that only 40 energetic bot profiles could take over the discussion on the subject of local property tax 

reform in a mid-sized city. These profiles took advantage of "Sentiment Bombing," posting hundreds of negative 

remarks in the seconds following a candidate's post to create the perception of a universal public outburst. This 

"Spiral of Silence" effectively suppressed legitimate local voices, a tactic that has since been refined and 

automated. 

 

Gen Z: A Unique Political Variable 

Gen Z differs from "Digital Immigrants" (Gen X and Boomers) in several key ways: 

1. Peer-Validation Priority: They are more likely to trust a "Content Creator" over an "Expert" or "Official." 

This creates a vulnerability where a social engineer can simply "buy" or "manufacture" an influencer to seed a 

narrative. 

2. Context-Collapse Resilience: They are accustomed to seeing a cat video followed by a war video followed by 

a local election ad. This leads to a "numbing effect" where political content is treated as just another form of 

entertainment or "content," rather than a civic duty. 

3. Horizontal Trust: Trust is not invested in institutions (Vertical) but in networks (Horizontal). If the network 

is socially engineered, the trust is misplaced, but the voter feels a high degree of confidence because the 

information was "verified" by their digital peers. 

 

III. Methodology 
Survey Design: The GMPS-2025 

The Global Municipal Participation Survey (GMPS-2025) was designed to fill the gap between self-

reported behavior and objective digital traces. 

● Sample Size: 5,200 valid responses from individuals aged 18–27. 

● Geographic Spread: 12 metropolitan hubs including New York, London, Jakarta, Berlin, and Lagos. 

● Control Groups: We utilized a control group of 1,000 "Digital Immigrants" (aged 45+) to compare findings 

across generational lines. 

The survey adopted Implicit Association Tests (IAT) to determine how people trust digital entities and 

traditional institutions subconsciously. Participants were asked to categorize "Truth" vs. "Lies" while being 

presented with stimuli of different origins (e.g., a local news anchor in a studio vs. a "peer" in a bedroom with a 

ring light). We measured reaction times to determine "Cognitive Load"—the more a person struggled to identify 

a lie when it came from a "peer," the more susceptible they were deemed to be to social engineering. 
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Computational Social Listening: NLP and Bot Detection 

Computational Social Listening is a procedure by which digital text and metadata are analyzed using 

high-performance computing to interpret the social impression of a speaker or movement. 

● Tooling: We developed a tailor-made pipeline using Python, PyTorch for sentiment analysis, and NetworkX 

to visualize relationships between followers and nodes. 

● BERT Model: A BERT (Bidirectional Encoder Representations from Transformers) model was fine-tuned on 

"Political Vernacular" to detect irony, sarcasm, and coded language (memes, "slang") used by Gen Z voters. 

This is crucial because traditional sentiment analyzers often misinterpret Gen Z's "sarcastic support" or "ironic 

detachment." 

● Bot-Score (B-S): We assigned a probability score to accounts based on post frequency, "burstiness" of activity, 

and the ratio of followers to following. Accounts with a B-S > 0.85 were flagged as socially engineered nodes. 

 

 
 

Data Scraping Architecture and API Integration 

We utilized the TikTok Research API and X (Twitter) Academic API to monitor three targeted 

municipal elections in 2024. 

1. Data Volume: Over 1.4 million distinct posts, comments, and shares were recorded. 

2. Latent Dirichlet Allocation (LDA): We used LDA for topic modeling to see how "Engineered Narratives" 

moved from the fringe to the mainstream Gen Z feed. 

3. Cross-Platform Migration Tracking: We tracked how a "seed" narrative planted on X would be "translated" 

into a short-form video on TikTok to maximize reach. This tracking revealed a sophisticated "multi-platform 

pincer movement" where different demographics were hit with complementary misinformation. 

 

Ethical Safeguards and IRB Compliance 

All data was anonymized prior to analysis. Our protocol followed a "Strict Privacy" mandate, ensuring 

that no Personally Identifiable Information (PII) was recorded during the scraping or analysis phases. 

● Differential Privacy: We applied noise to the data sets to ensure that individual users could not be "re-

identified" by combining survey results with digital footprints. 

● Informed Consent: Survey participants were given clear, plain-language descriptions of the study's intent. 

● IRB Approval: The study was reviewed and passed by the Internal Review Board (IRB) of the Global 

Democracy Analysis Initiative (GDAI-Ethical-2024-09). We maintained a "No-Harm" policy, ensuring that 

our findings would not be used to target specific vulnerable demographics. 
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IV. Mathematical Modeling Of Information Diffusion 
The SIRS Differential Framework 

To anticipate the effect of a social engineering campaign, we must move beyond qualitative descriptions 

and into epidemiology. We model a local voting district as a closed system of  individuals. The population is 

divided into four compartments: 

● : Susceptible. Voters who have not yet been exposed to the "Engineered Narrative." 

● : Influenced. Voters who have seen and believed the narrative, and are likely to spread it. 

● : Resistant. Voters who have seen the narrative but have been "Inoculated" (fact-checked or have high 

digital literacy). 

● : Stifler. Voters who have seen so much conflicting info they become apathetic and "drop out" of the 

discourse. 

 

The rate of change is defined by: 

 

 

 

Where  is the Virality Coefficient,  is the Inoculation Rate, and  is the Stifler Rate. 

 

Calculating the Social : Virality and Amplification 

The Basic Reproduction Number ( ) in a political context is the average number of secondary 

individuals one "Influenced" voter will "infect" with the narrative. 

 

 
 

In our study, we found that for Gen Z,  is significantly higher than for other generations due to "Low-

Friction Sharing." 

● Gen Z : 7.42 (Highly Epidemic) 

● Gen X : 2.15 (Slow Growth) 

This means that a piece of misinformation spreads three times faster among Gen Z. This is 

mathematically linked to the "Network Density" of platforms like TikTok, where the algorithm acts as a massive 

amplifier ( ) that effectively multiplies the  value by the algorithm's "Reach Score." 

 

Echo Chamber Stability: Lyapunov Functions 

We applied the Lyapunov Stability Theorem to test if an "Echo Chamber" can be broken once 

established. The mathematical analysis shows that once the "Influenced" population ( ) exceeds a critical 

threshold of 35% of the total network nodes, the system enters a "Stable State" of misinformation. At this point, 

even providing objective facts ( ) fails to shift the system because the "Social Cost" of leaving the "Influenced" 

group (ostracization by peers) is higher than the cognitive benefit of being correct. This is the mathematical proof 
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of the "Spiral of Silence." 

 

Stochastic Perturbations in Opinion Dynamics 

Real-world elections are not "closed systems." We introduced "Noise" ( ) into our equations to explain 

a shock on the outside, e.g. a national news story, or an outage of a platform. The findings indicate that Gen Z 

networks are more volatile and at the same time more resilient to correction. The stochastic analysis of the 

phenomenon indicates that even when the level of influence as an average is low, the presence of a single burst 

of misinformation can cause the reorientation of a municipal election, as long as this burst occurs during the 

period of the so-called Critical 48 Hours, prior to the vote. 

 

V. Empirical Results And Data Analysis 
Generational Trust Disparity Metrics 

Our data reveals a total inversion of trust compared to 20th-century democratic models. 

 

Institution/Source Gen Z Trust (%) Millennial Trust (%) Boomer Trust (%) 

Local City Council 12% 24% 62% 

Local Police Dept 18% 31% 71% 

"Peer" Content Creators 68% 42% 9% 

Anonymous "Whistleblowers" 54% 38% 14% 

Official Election Boards 22% 45% 78% 

 

Analysis: Gen Z’s trust is "Horizontal," whereas older generations have "Vertical" trust. Social engineers exploit 

this by creating "Horizontal" bots that look, talk, and dress like Gen Z peers. When a bot "influencer" says "I saw 

this happen at City Hall," Gen Z trust spikes by 400% compared to a formal press release from the Mayor's office. 

 

 
 

The "Proximity Paradox": Quantifying Engagement 

We asked Gen Z voters to rank their concern for various political issues. The results highlight a 

disturbing "Knowledge-Engagement Gap." 

1. Climate Change (Global/Abstract) - 88% Concern 

2. Social Justice (National/Ideological) - 82% Concern 

3. Student Loan Reform (National) - 79% Concern... 

4. Local Property Taxes (Municipal/Utility) - 14% Concern 

5. Zoning for Affordable Housing (Municipal) - 12% Concern 
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The Paradox: While Gen Z is the most politically active generation in history, they are the least aware of the 

policies that directly affect their daily lives. Social engineers fill this "Local Knowledge Gap" with "National 

Rage," effectively "tricking" Gen Z into voting based on a national narrative in a local election. This is "Proxy 

Voting"—voting for a local council member as if you are voting for a national revolutionary leader. 

 

Regression Analysis: Screen Time and Cognitive Resistance 

We found a strong negative correlation ( ) between daily social media usage and the 

ability to identify a deepfake video or a socially engineered headline. 

● High Usage (>5 hours): 22% success rate in detection. 

● Low Usage (<2 hours): 58% success rate. 

This suggests that "Algorithm Fatigue" actively degrades the brain's ability to perform System 2 critical 

analysis. The brain becomes "primed" for immediate belief to save energy, a state known as "Cognitive 

Miserliness." We used a Multivariate Regression Model to confirm that the single greatest predictor of voting for 

an "Engineered Candidate" was the "Influencer Affinity Score" ( ). 

 

VI. Qualitative Case Studies And Simulations 
Simulation Alpha: The "Phantom Candidate" Effect 

In a controlled simulation of a city council race in a mid-sized suburb ( ), we introduced 

a "Phantom Candidate" named "Alex Rivera." Alex did not exist; we used Midjourney to create a relatable 

headshot and GPT-4 to write a platform focused on "Digital Equity." 

● The SE Tactic: We created 200 bot accounts that "followed" Alex and engaged with local Gen Z tags. These 

bots posted "Vibe-based" content—Alex drinking local coffee, Alex criticizing "The Establishment." 

● The Result: 18% of Gen Z respondents stated they would "definitely" vote for Alex. When told Alex was an 

AI, 12% said they would still vote for "the platform." This proves that for Gen Z, the Persona/Vibe is more 

important than the Person/Reality. 

 

The Weaponization of Candidate "Authenticity" 

In another study, we analyzed the impact of "Leaked Audio" of a local Mayor. The audio was AI-

generated but captured the "vibe" of a frustrated politician using uncouth language. 

● Gen Z Reaction: Instead of checking the source, Gen Z users created "Remix" videos and reaction memes. 

The audio went viral because it was "entertaining." 

● Impact: The "Meme-ification" of the lie made it impossible to correct. Even after forensic proof showed the 

audio was fake, the memes remained as a permanent anchor for a negative perception. For Gen Z, "if it's funny, 

it's partially true." 

 

Case Study: The 2024 Municipal Bond Disinformation 

We tracked a real-world campaign against a local school bond. Social engineers used "Hyper-Local 

Micro-targeting," sending different "fears" to different Gen Z subgroups. 

1. Group A (Environmentally focused): "The new school will destroy 100-year-old trees." (False) 

2. Group B (Socially focused): "The bond money will only go to wealthy neighborhoods." (False) 

● Result: The bond failed by 82 votes. Gen Z turnout against the bond was 20% higher than historical norms. 

The "pincer movement" of misinformation prevented any unified factual defense. 

 

VII. Discussion And Policy Implications 
The Crisis of Local Authority 

The information that Gen Z is learning is decentralized and thus it is almost impossible to communicate 

with the local government. A factual alert on a new bond measure receives 10 views; a video of a social engineer 

regarding how your taxes are being used on building tunnels in the underground gets 100,000 views. It is a design 

flaw in which Truth is punished on account of being Boring. This generates a Democratic Dead Zone in local 

politics where political leaders are held to popularized narratives; this is not fiscal reality. 

Digital Inoculation This defense strategy detects and prevents attacks targeting digital data stored on 

computers or digital devices (on-premises data) or against distributed data (in the cloud or on-demand 

data).<|human|>7.2 Defensive Architecture: Digital Inoculation This defense mechanism identifies and blocks 

attacks on digital data stored on computers or digital devices (on-premises data) or on distributed data (in the 

cloud or on-demand data). 
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A three-level "Cognitive Defense" model is suggested by us: 

The Inoculation Level: Local schools will be required to educate the students on the subject of Social 

Engineering Awareness within the curriculum. This is better as compared to Fact Checking that occurs after 

infection. We call this "Pre-bunking." 

The Algorithms Tier: We recommend the use of Local Context Tags. Any post that mentions the name 

of a local candidate must be attached by a link to the official election board. This pushes System 2 friction 

backwards into the scroll. 

The Human-in-the-Loop Tier: Municipalities should employ so-called Digital Ombudsmen people who 

have learned Gen Z lingo and social engineering tricks and behave as Rapid Responseers in the digital realm. 

 

Considering a Right to Cognitive Liberty. 

Lastly, we insist that there should be legal status of Cognitive Liberty. The citizens are entitled to have 

the freedom not to be subjected to algorithmic control of their unconscious biases. This would lead to rigorous 

disclosure of those who finance the content of Influencer in their local races. We need to shift to a regulatory 

model where digital influence is a kind of public utility which is subject to democratic control, as opposed to a 

market of persuasion. 

 

 
 

VIII. Conclusion 
The fact that the Generation Z has become eligible to vote is such a democratic opportunity. They are 

active, enthusiastic and technologically literate. But the digital world they live in is now built in a way that is 

optimized towards social engineering, and not civic engagement. Our study shows that the susceptibility of Gen 

Z in the context of a municipal election does not concern the intelligence of the matter, but the Environmental 

Susceptibility. We have proven 

mathematically ( ) and empirically that Gen Z is the primary target for a new form of 

digital "cognitive hacking." 

The foundational integrity of local democracy depends on our ability to fortify the "Cognitive Firewall" 

of the next generation. Without systemic change to algorithmic curation and digital literacy, municipal self-

governance will slowly be replaced by an "Algocracy" where the loudest, most engineered voice wins. 
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